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Arsredovisning 2023
Aros Kapital AB, org nr 556669-3130

(Alla belopp i tusenkronor om inte annat anges)
Forvaltningsberittelse

Hallbarhetsrapporten #r upprittad enligt ARL 6 kap 10-14 och utgérs av sida 1-3. Informationen i
Haéllbarhetsrapporten avser Aros Kapital AB.

Hallbarhetsrapport

For oss pa Aros innebar hallbarhet att skapa langsiktigt virde i allt vi gor. Det giller dven vér roll som
kreditmarknadsforetag, som arbetsgivare och som en del av det samhalle vi verkar i. Darfor striavar vi stindigt
efter att forbattra allt vi gor.

BAKGRUND

Aros maél ar att vara ett kompletterande forstahandsval for foretag, stora som smé, som soker finansiering och
finansiering for sina vardagliga ekonomiska utmaningar. For att uppna denna position pé ett héllbart sitt har
vi antagit ett antal principer som styr vara dagliga handlingar. I vart atagande for hallbarhet sakerstéller vi att
vi alltid foljer de bindande krav som véra intressenter stéller pa oss, liksom lagar, férordningar och andra
relevanta bestimmelser. Sammanfattningsvis ar dessa principer uppdelade i fem fokusomréden:

1. ANSVARSFULL LANGIVNING

Vi har atagit oss att driva var verksamhet ansvarsfullt, i enlighet med de lagar och férordningar som styr véir
verksamhet, sdvil som véra egna interna policyer och riktlinjer. Vara produkter ska vara tydliga och latta att
forsta for vara kunder och vi utvarderar noggrant de risker vi tar i vra affarsrelationer. Finansiering kommer
endast att beviljas till kunder som vi anser vara ekonomiskt stabila och kan betala.

2. FORHINDRANDE AV EKONOMISK BROTTSLIGHET OCH TERRORIST- FINANSIERING

Vért uttalade mal ar att aldrig delta i eller underlédtta ekonomisk brottslighet eller finansiering av terrorism,
penningtvitt eller annan olaglig verksambhet. Till stod f6r oss har vi system och kunnig personal for att
overvaka var dagliga verksamhet.

3. VARA MEDARBETARE OCH VAR KULTUR

Vi tror att vara medarbetare och var kultur ger oss en konkurrensfordel. For att na vira gemensamma mal har
vi kommit 6verens om de principer som ska tillimpas. Dessa principer representerar hur vi arbetar och gor
affirer. De dr vara sanningar och vi tar dem pé allvar. Vi har sammanfattat vara principer i fem huvudpunkter.

3.1 TRANSPARENS

For oss ar transparens nyckeln till att uppné engagemang och lojalitet. Logiken bakom transparens ar att ju
fler manniskor som vet vad som forsiggar, desto mer effektivt kan de 16sa problem tillsammans. Transparens
och 6ppenhet hjalper ocksé till att lara av misstag och att fira framgangar nar de intraffar. Transparens och
oppenhet minskar konflikter mellan ménniskor eftersom det finns farre saker som kan missforstas eller tolkas
olika av enskilda medarbetare. For att uppna detta kommunicerar vi aktivt inom Aros och méter kontinuerligt
resultatet av vart arbete.

3.2 HITTA OCH BEHALLA RATT KOMPETENS

Aros vixer snabbt i en fordanderlig varld. Darfor ar det mycket viktigt att vi hittar ratt kompetens for vart
foretag och vi vill naturligtvis att vara medarbetare ska stanna hos oss. Vi arbetar aktivt for att hélla nere var
personalomsittning men ser en viss omsattning som en naturlig del i ett foretag som utvecklas kontinuerligt.
Aros langsiktiga mal 4r att uppna personalomsittning som inte verstiger 15%.

Vi vet att en glad, frisk och engagerad arbetsstyrka ar central for affarsframgéng. Darfor foljer vi regelbundet
upp och jobbar l6pande med forbattringsétgarder kopplat till sjukfrdnvaro och medarbetarngjdhet.
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Arsredovisning 2023
Aros Kapital AB, org nr 556669-3130

(Alla belopp i tusenkronor om inte annat anges)

NYCKELTAL 2023 2022
Total antal anstallda 95 69
Personalomséttning % (Langsiktigt mal 15 %) 18,4 21,8
Sjukfranvaro %, totalt. (Langsiktigt mal maximalt 3 %) 1,4 2,3

3.3 FRIHET FOR VARJE MEDARBETARE

P& Aros tror vi pa stodjande ledarskap. Det betyder att varje anstalld kan lita pa att deras chef stodjer dem i
deras dagliga uppgifter utan att behova oroa sig for detaljerna. For oss ar ledarskapet synligt och
kommunikativt. Vi vet att fortroende och tydlighet skapar de basta forutsdttningarna for forstaelse och
engagemang och visar resultat. P4 Aros bryr vi oss mer om de resultat varje medarbetare bidrar med dn nar
och var arbetet utfors. Utifrn detta skapas en god miljo for att uppratthilla en sund balans mellan arbete och
fritid.

3.4 MANNISKORS LIKA VARDE
Vi letar alltid efter de bista personerna for varje position, sd formaga och erfarenhet ar mycket viktigt i vara

beslut. Vi har en familjar kultur som skapar en atmosfar av gemenskap och samarbete i organisationen. Det ar
sjalvklart for oss att behandla alla anstillda lika, oavsett kon, religion, sexuell 14ggning eller etniskt ursprung.

NYCKELTAL 2023 2022
KONSFORDELNING %

TOTAL | KONCERNEN 61% Madn 39% Kvinnor | 67% Man 33% Kvinnor
LEDNINGSGRUPP 67% Man 33% Kvinnor | 78% Man 22% Kvinnor
STYRELSE 67% Man 33% Kvinnor | 67% Man 33% Kvinnor
3.5 VI SKAPAR FRAMGANG

Vi tror att Aros kan bli en viktig leverantor av finansiella tjanster i Norra Europa, och var framgang bygger pa
vart fantastiska team. For oss betyder det att vi dlskar det vi gor och alltid stravar efter att ge vart basta i varje
situation, bade till vara kollegor och naturligtvis till vdra kunder. For att sikerstilla framgang maste vi alltid ha
ratt person pa ritt plats och gora det mojligt for varje anstilld att né sin fulla potential. For oss ar en tydlig
feedbackkultur central for var framgéng.

4. VI FORBATTRAR 0SS KONTINUERLIGT

Konkurrensen i var bransch ar hard, bdde nar det galler att tillhandahéalla konkurrenskraftiga 1dne- och
sparlésningar till vara kunder och for att attrahera ratt talang. Vi vet att utlaning mot foretag ar det vi ar bast
p4, och vi kommer att fortsitta fokusera pa det. Vi tror att fortsatt framgang bygger pa konstant uthallighet i
varje detalj av vira dagliga handlingar. Det ar standiga forbattringar, inte stora innovationer, som tar oss till
hogre mal.

5. VI MINIMERAR VAR BELASTNING PA MILJON

Vi vill minimera och férebygga den negativa paverkan av var kontorsverksamhet pa miljon, fraimst genom att
minimera miljopaverkan fran persontransporter och minska energi- och resursforbrukningen.
Energiforbrukning: Var el dr i forsta hand gron och fossilfri.

Atervinning: Vi separerar och &tervinner forpackningar, el-avfall, papper, plast, kartong, glas och matavfall.
Véra kontor: Vart i kontor i Goteborg ligger i en miljocertifierad byggnad.

Foretagsbilar: Majoriteten av Aros tjdnstebilar ar el- eller hybridfordon.

NYCKELTAL 2023 2022
Energiforbrukning per yta (kWh / m2) 243,6 252,7
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Arsredovisning 2023
Aros Kapital AB, org nr 556669-3130

(Alla belopp i tusenkronor om inte annat anges)

HALLBARHETSSTYRNING

Aros styrelse beslutar och vigleder vart héllbarhetsarbete genom riktlinjer. Hallbarhetsinitiativ hanteras som
en integrerad del av de flesta policyer och kommer att inkluderas i kreditpolicy, policy for motverkande av
penningtvatt m.m, policy for mangfald och lamplighet, ersattningspolicy och policy for utkontraktering.
Riktlinjerna omfattar omradena miljo, social hallbarhet, ménskliga resurser, antikorruption och ménskliga
rattigheter enligt arsredovisningslagen. Riktlinjerna som beskriver véra insatser och styrning inom
héallbarhetsomrédet ar organiserade i fem fokusomraden. Det dagliga hallbarhetsarbetet bestdms av Aros VD,
som planerar och beslutar om strategier, planer, mal och uppfoljningsaktiviteter. Foljande matris forklarar hur
Aros undersoker och spérar héllbarhetsrisker i fokusomridena.

FOKUSOMRADE IDENTIFIERAD RISK HANTERING AV RISK
Aros anvander vil utvecklade system
. . och har erfarna medarbetare for att
Genom sin affdrsverksamhet kan sdkerstilla att varje kreditbeslut
ANSVARSFULL LANGIVNING  |Aros bidra till foretagskunders aatvai
N e grundar sig pa en noggrann
overskuldsattning. . . o
bedomning av en kunds férmaga att
aterbetala ett 1an till Aros.
En riskbedémning och
Fortroendet for Aros och kundkdnnedomsprocess gors for
EKONOMISK BROTTSLIGHET [finanssektorn i allmidnhet kommer |varje ny bankkund. En l16pande
OCH att undermineras och Aros kan fa genomgang av transaktioner och
TERRORISTFINANSIERING boter eller i virsta fall forlora sin aktiviteter gors sedan. Misstankta
licens. fall kommer att rapporteras till den
behoriga tillsynsmyndigheten.
Aros compliancefunktion arbetar
Fértroendet for Aros och kontm"u?rhgt med att sdkerstilla att
finanssektorn som helhet kommer att Aros foljer alla relevanta regelverk,
REGELEFTERLEVNAD . o 1o ofta i dialog med lokala
undermineras och Aros kan f4 boter | . .
eller i virsta fall forlora sin licens tillsynsmyndigheter.
) Whistleblowingfunktion ar
tillganglig for alla anstillda.
Aros arbetar aktivt for att forbattra
VARA MEDARBETARE OCH M‘ISSII.(.)!da medf;lrbetare leder till medz.i'rbe’iarna“s tlllf.redst%tgllelse och
VAR KULTUR missnoje och hog uppratthélla lampliga nivéer av

personalomsittning.

personalomsittning och
sjukfranvaro.

KONTINUELIG FORBATTRING

Risk for lagre I16nsamhet och
svarigheter att attrahera ratt
kompetens.

Aros arbetar kontinuerligt med att
forbattra och erbjuda produkter och
tjanster for att fa en
konkurrenskraftig verksamhet.
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Arsredovisning 2023
Aros Kapital AB, org nr 556669-3130

(Alla belopp i tusenkronor om inte annat anges)

Information om verksamheten

Aros Kapital AB, med organisationsnummer 556669-3130, har sedan 2014 tillstdnd frin Finansinspektionen
som Kreditmarknadsbolag och dr moderbolag i en koncern. Verksamheten bedrivs fran koncernens kontor i
Goteborg, Stockholm, Orebro, Oslo och London. Koncernen bedriver verksamhet i Sverige, Storbritannien och
Norge inom factoring, foretagslan, leasing och inlaning frén allménheten.

Moderbolagets huvudégare ar CusCus AB och Mellby Géard AB.
Verksamheten under rikenskapsaret

Koncernen har fokuserat pa utveckling och konsolidering av nuvarande verksamhet. Det har bland annat
inneburit att bolaget utokat antalet anstéillda fran 81, vid utgdngen av 2022, till 97 vid utgéngen av 2023, samt
forstarkt organisationen inom samtliga omréden. Koncernen har lagt stora resurser pé att forbattra processer
och rutiner under &ret, en medveten satsning som inneburit en lagre tillvixt &n tidigare ar. Den stigande
inflationen och 6kade marknadsrantor har inneburit 6kade rintekostnader, men inte inneburit att riskerna i
utlédningen Okat eller paverkat koncernens resultat i storre omfattning.

Koncernens rantenetto uppgick under aret till 308,8 mkr (316,6 mkr) och rorelseintikterna uppgick till 417,8
mkr (423,4 mkr). Rorelsekostnaderna uppgick till -254,8 mkr (-241,9 mkr). Kreditférluster uppgick till -235,8
mkr (-58,0 mkr) eller 2,6 % (0,6 %) av medelutldningen under aret. Rorelseresultat uppgick till -72,8 mkr
(123,5) mkr.

Moderbolagets rintenetto 6kade under ret och uppgick till 375,7 mkr (305,2 mkr) och rorelseintdkterna
okade till 506,8 mkr (448,5 mkr). Rorelsekostnaderna uppgick till -355,4 mkr (-314,6 mkr). Moderbolagets
kreditforluster uppgick till -162,4 mkr (-58,0 mkr) eller 1,9 % (0,6 %) av medelutldningen under éret.
Moderbolagets rorelseresultat minskade och uppgick till -11,0 mkr (75,9 mkr).

Utléningen till allménheten uppgick totalt till 5 952,0 mkr (8 569,7 mkr) i moderbolaget och 6 482,0 mkr (9
112,6 mkr) i koncernen vid utgéngen av aret. Finansieringen har minskat och utgors primért av inldning fran
allminheten. Inléningsbalansen i koncernen och moderbolaget uppgar till 7 979,7 mkr (9 197,3 mkr) per siste
december 2023.

Kapitalbasen har stirkts under 2023 till f6ljd av tillforsel av kapital genom en nyemission om 90 mkr.
Kapitalbasen for koncernen uppgar till 946,5 mkr vid utgéngen av 2023 jamfort med 934,5 mkr vid utgangen
av 2022.

Bolaget har under &ren 2021-2023 haft en pagaende granskning av Finansinspektionen av bolagets
kreditriskhantering, hantering av atgarder mot penningtvitt, rapportering samt intern styrning och kontroll.
Finansinspektionen har den 13 december 2023 avslutat granskningen genom att besluta om att ge Aros Kapital
en varning och en sanktionsavgift pa 45 mkr for brister enligt ovan nimnda omraden.

Resultatet av koncernen och moderbolagets verksamhet samt den ekonomiska stéllningen vid rakenskapsarets
utgdng framgér i 6vrigt av efterfoljande resultatrakningar och balansrakningar med noter.
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Arsredovisning 2023

Aros Kapital AB, org nr 556669-3130
(Alla belopp i tusenkronor om inte annat anges)

Framtida utveckling

Bolaget kommer att fortsitta utveckla verksamheten, befintliga marknader och produktomréden. Aros Kapital

AB ambition ar att 6ka tillvixten i verksamheten kommande &r bade vad galler kreditvolym och resultat.
Finansieringen av verksamheten kommer forutom eget kapital primért besta av inléning fran allmdnheten

dven under 2024.

Finansiella och andra risker

I moderbolaget och koncernen uppstar olika typer av risker sdsom kreditrisker, marknadsrisker,
likviditetsrisker, ranterisker och operativa risker. I syfte att begransa och kontrollera risktagande i

verksamheten har bolagets styrelse, som ar ytterst ansvarig for den interna kontrollen i bolaget, faststallt

policys och instruktioner for kreditgivningen och den 6vriga verksamheten. For en mer utforlig beskrivning om
finansiella risker, anvindningen av finansiella instrument samt kapitaltdckning, se not 2 och 3.

Flerarsoversikt

Belopp i tkr Koncernen

Resultatrikning 2023 2022 2021 2020
Rintenetto 308 743 316 644 284 082 134 215
Provisionsnetto 88 620 70 964 33 407 65 756
Nettoresultat av finansiella transaktioner -559 -583 1550 1246
Ovriga rorelseintékter 21024 36 380 21968 17 372
Summa rorelseintikter 417 828 423 405 341 008 218 590
Allménna administrationskostnader -104 378 -77 924 -51 007 -35 407
Av- och nedskrivningar av materiella och

immateriella anliggningstillgdngar 12472 10158 5271 -2876
Ovriga rorelsekostnader -137 984 -153 811 -60 133 -34 686
Summa rorelsekostnader -254 833 -241 893 -116 411 -72 968
Resultat fore kreditforluster 162 995 181 512 224 597 145 621
Kreditforluster, netto -235 793 -58 027 -28 773 -45799
Rorelseresultat -72798 123 485 195 824 99 822
Skatt pa érets resultat 7387 -33 717 -41224 -22 992
Arets resultat -65 410 89 768 154 601 76 830
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Arsredovisning 2023
Aros Kapital AB, org nr 556669-3130

(Alla belopp i tusenkronor om inte annat anges)

Koncernen
Balansrikning 2023 2022 2021 2020
Tillgangar
Utléning till kreditinstitut 1839 156 876 890 969 148 484 999
Utléning till allménheten 6 482 048 9112 607 8705 394 4303937
?gége;:;gz och andra rantebiarande 688 570 189 190 113 830 92553
Immateriella anldggningstillgngar 43 71 200 140
Materiella anldggningstillgdngar 59 123 69 044 53 091 3261
Ovriga tillgangar 137 057 138 106 119 984 108 495
Aktuell skattefordran 30 002 - - -
Uppskjuten skattefordran 1894 - - -
Forutbetalda kostnader och upplupna intékter 103 416 112 560 39673 21623
Summa tillgdngar 9 341 309 10 498 467 10 001 320 5 015 008
Skulder
In- och upplaning fran allmédnheten 7979 711 9197 251 8958 728 4 477 276
Ovriga skulder 181190 193 285 198 363 45063
Upplupna kostnader och forutbetalda intdkter 200 008 93 636 54 966 29 867
Aktuell skatteskuld 121 9307 - -
Uppskjuten skatteskuld 27 304 27016 20 867 12 897
Efterstéllda skulder 105 000 105 000 105 000 105 000
Avsittningar - 35848 - -
Primérkapitalinstrument 150 000 150 000 60 000 -
Eget kapital 697 975 687126 603 396 344 906
Summa skulder och eget kapital 9 341 309 10 498 467 10 001 320 5 015 008
Flerarsoversikt
Belopp i tkr Moderbolaget
Resultatrikning 2023 2022 2021 2020 2019
Réntenetto 375 651 305 174 259 342 175 046 115 505
Provisionsnetto 110 652 107 700 54 369 65 756 65736
Nettoresultat av finansiella transaktioner -510 -752 1550 1246 271
Ovriga rorelseintékter 21024 36 380 21968 17 372 13 196
Summa rorelseintikter 506 817 448 501 337230 259 421 194 708
Allménna administrationskostnader -94 629 -72 935 -49 882 -37113 -33 044
Av- och nedskrivningar av materiella och
immateriella anliggningstillgdngar 134 231 94 071 -58 18 43 022 ~30127
Ovriga rorelsekostnader -126 542 -147 566 -53 076 -32148 -23 982
Summa rorelsekostnader -355 401 -314 572 -161 075 -112 284 -87153
Resultat fore kreditforluster 151 415 133 930 176 155 147137 107 555
Kreditforluster, netto -162 395 -58 027 -28 773 -45 799 -8 947
Rorelseresultat -10 979 75903 147 382 101 338 98 607
Obeskattade reserver -1400 -29 850 -38 685 -26 860 -25 317
Skatt pé érets resultat -1027 -18 534 -24 022 -17 244 -16 254
Arets resultat -13 407 27519 84 675 57 234 57 037
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Arsredovisning 2023
Aros Kapital AB, org nr 556669-3130

(Alla belopp i tusenkronor om inte annat anges)

Moderbolaget

Balansrikning 2023 2022 2021 2020 2019
Tillgangar
Utlaning till kreditinstitut 1823 952 839 060 940 549 466 634 347 047
Utléning till allménheten 5951976 8 569 737 8 283 243 4 068 650 2292917
‘(])ébrltllgezzggz och andra riantebarande 688 570 189 190 113 830 92553 78 086
Aktier i dotterbolag 16 698 16 698 15 573 - -
Immateriella anldggningstillgédngar 43 71 200 140 217
Materiella anldggningstillgdngar 529 165 498 009 383 217 239 670 193 855
Ovriga tillgingar 137 057 138 106 119 984 108 495 70 361
Aktuell skattefordran 23968 - - - -
Forutbetalda kostnader och upplupna intékter 70 224 85 476 39 212 21 562 21 068
Summa tillgdngar 9 241 652 10 336 346 9 895 809 5 013 677 3003 552
Skulder
In- och upplaning fran allménheten 7979 711 9197 251 8 958 728 4 477 276 2619 642
Ovriga skulder 125 772 124 016 132 775 43 056 48 956
Aktuell skatteskuld 121 6198 - - -
Upplupna kostnader och férutbetalda intdkter 187 768 85 445 57 469 29 867 20 569
Efterstillda skulder 105 000 105 000 105 000 105 000 -
Avsittningar - 35848 - - -
Obeskattade reserver 129 983 128 583 98 733 60 048 33188
Primérkapitalinstrument 150 000 150 000 60 000 - -
Eget kapital 563 298 504 005 483 103 208 430 241196
Summa skulder och eget kapital 9 241 652 10 336 346 9 895 809 5013 677 3003 552

Koncernen
Nyckeltal 2023 2022 2021 2020
Avkastning pa eget kapital -9,4% 13,9% 32,6% 23,9%
Avkastning pa totala tillgéngar -0,7% 0,9% 2,1% 1,6%
Kapitalbas 946 519 934 535 763 523 449 766
Karnprimarkapitalrelation 12,62% 12,39% 14,10% 13,97%
Primérkapitalrelation 15,36% 15,12% 15,51% 13,97%
Total kapitalrelation 17,28% 17,04% 17,98% 18,22%
Medelutléning 9155 350 9832019 6 504 666 3298 427
EBT-marginal -17,4% 29,2% 57,4% 45,7%
Réntekostnader i % genomsnittlig inl&ning 3,13% 1,64% 1,17% 1,32%
K/I-tal (exkl. rantekostnader och kreditforluster) 0,43 0,49 0,40 0,38
LCR-Matt 1036% 182% 207% 240%
Réntenetto i % av medelutlaning 3,4% 3,2% 4,4% 4,1%
Kreditforlust i % av medelutlaning 2,6% 0,6% 0,4% 1,4%
Medelantal anstillda 95 69 53 43
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Nyckeltal

Avkastning pa eget kapital

Avkastning pa totala tillgdngar

Kapitalbas

Kérnpriméarkapitalrelation
Primérkapitalrelation

Total kapitalrelation

Medelutléning

EBT-marginal

Réntekostnader i % genomsnittlig inldning
K/I-tal (exkl. rdntekostnader och kreditforluster)
LCR-Matt

Réntenetto i % av medelutléning
Kreditforlust i % av medelutléning

Medelantal anstillda

Definitioner

Moderbolaget
2023 2022 2021 2020 2019
-1,3% 10,2% 24,2% 26,0% 33,9%
-0,1% 0,3% 1,6% 2,0% 3,1%
920 001 860 158 725 769 450 440 307 017
14,42% 13,93% 15,25% 13,36% 14,88%
17,67% 17,38% 16,89% 13,36% 14,88%
19,95% 19,79% 19,74% 17,43% 17,11%
8 592 362 9316 204 6175 947 3180784 1886 074
-2,2% 16,9% 43,7% 39,1% 50,6%
3,13% 1,63% 1,17% 1,32% 1,16%
0,49 0,56 0,47 0,45 0,45
1040% 183% 207% 240% 286%
4,4% 3,3% 4,2% 5,5% 6,1%
1,9% 0,6% 0,5% 1,4% 0,5%
90 65 51 42 36

Avkastning pa Eget kapital Nettoresultat i relation till genomsnittligt justerat eget kapital.

Avkastning pa totala tillgangar Nettoresultat i relation till genomsnittlig balansomslutning.

Karnprimdarkapitalrelation Kiarnprimérkapital i relation till riskvdgt exponeringsbelopp, se not 3.

Primarkapitalrelation Primirkapital i relation till riskvagt exponeringsbelopp, se not 3.

Total kapitalrelation Totalt kapital i relation till riskvégt exponeringsbelopp, se not 3.

K/I-tal (exkl. rantekostnader och kreditforluster) Kostnader exklusive rantekostnader och

kreditforluster i forhallande till intdkter.

LCR-matt (likviditetstickningsgrad) Likviditetsreservens storlek i relation till ett forvintat stressat nettokassaflode under en 30-

dagarsperiod.

EBT-marginal Rorelseresultat i relation till rorelseintékter.

Forslag till vinstdisposition

Till arsstimmans forfogande star foljande vinstmedel:

Overkursfond 310 819 818
Priméarkapitalinstrument 150 000 000
Balanserat resultat 248 101 751
Arets resultat -13 406 840
695 514 729
Styrelsen foreslar att vinstmedlen disponeras enligt foljande:
i ny rakning 6verfores 695 514 729
Summa 695 514 729

Transaktion 09222115557513909129

Signerat PR, GA, TG, JH, AB, CS, JB, EB

8 (53)




Arsredovisning 2023
Aros Kapital AB, org nr 556669-3130
(Alla belopp i tusenkronor om inte annat anges)

Resultatrikning Koncernen

jan-dec jan-dec
Not 2023 2022
Rénteintakter 6 581142 467 190
Réntekostnader 6 -272 399 -150 546
Rintenetto 308 743 316 644
Provisionsintéakter 7 160 419 154 044
Provisionskostnader 7 -71 800 -83 080
Nettoresultat av finansiella transaktioner 8 -559 -583
Ovriga rorelseintikter 9 21024 36 380
Summa rorelseintikter 5 417 828 423 405
Allménna administrationskostnader 10 -104 378 -77 924
Av- och nedskrivningar av materiella och immateriella
. . oo 12 -12 472 -10 158
anlaggningstillgdngar
Ovriga rorelsekostnader 10,13 -137 984 -153 811
Summa kostnader fore kreditforluster -254 833 -241 893
Resultat fore kreditforluster 162 995 181 512
Kreditforluster, netto 14 -235 793 -58 027
Rorelseresultat -72798 123 485
Skatt p4 arets resultat 16 7387 -33 717
ARETS RESULTAT -65 410 89 768
Hénforligt till:
Moderbolagets aktiedgare -79 080 79 856
Innehav utan bestimmande inflytande -3 788 3343
Agare av primérkapitalinstrument 17 458 6569
Rapport over ovrigt totalresultat
Arets resultat -65 410 89 768
Poster som kan komma att omklassificeras till resultatrikningen
Valutakursdifferenser vid omrékning av utlandsverksamhet 3717 1768
SUMMA TOTALRESULTAT FOR ARET -61 693 91536
Totalresultat for aret hanforligt till:
Moderbolagets aktiedgare -75 560 81226
Innehav utan bestimmande inflytande -3 591 3741
Agare av primérkapitalinstrument 17 458 6569

Noterna pa sidorna 17 till 53 utgor en integrerad del av denna arsredovisning.
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(Alla belopp i tusenkronor om inte annat anges)

Balansrikning koncernen

TILLGANGAR

Utlaning till kreditinstitut

Utléning till allménheten

Obligationer och andra réantebiarande vardepapper
Immateriella anldggningstillgdngar

Materiella anldggningstillgdngar

Ovriga tillgdngar

Aktuell skattefordran

Uppskjuten skattefordran

Forutbetalda kostnader och upplupna intakter

Summa tillgdngar

SKULDER, AVSATTNINGAR OCH EGET KAPITAL

In- och upplaning fran allmanheten

Ovriga skulder

Aktuell skatteskuld

Upplupna kostnader och forutbetalda intdkter
Uppskjuten skatteskuld

Efterstéllda skulder

Avsattningar

Summa skulder och avsittningar

EGET KAPITAL

Aktiekapital

Ovrigt tillskjutet kapital

Omriakningsreserv

Primédrkapitalinstrument

Balanserade vinstmedel inklusive arets resultat
Héanforligt till moderbolagets aktiedgare
Innehav utan bestimmande inflytande

Summa fritt eget kapital

Summa eget kapital

Summa skulder, avsittningar, obeskattade reserver, eget

kapital

Not

17
18,19
20
22
23
24
16
16
26

27

28
25
29
32
30
31

32

Noterna pa sidorna 17 till 53 utgor en integrerad del av denna &rsredovisning.

Transaktion 09222115557513909129

Signerat PR, GA, TG, JH, AB, CS, JB, EB

2023 2022
1839 156 876 890

6 482 048 9112 607
688 570 189 190
43 71

59 123 69 044

137 057 138 106

30 002 -
1894 -

103 416 112 560
9341309 10 498 467
7979 711 9197 251
181 190 193 285
121 9 307

200 008 93 636
27 304 27 016

105 000 105 000

- 35848

8 493 335 9 661 341
17 681 13 391

310 820 225110
8173 4653

150 000 150 000
357715 436795
844 389 829 949
3585 7177
847975 837126
847975 837126

9 341 309 10 498 467
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Arsredovisning 2023

Aros Kapital AB, org nr 556669-3130
(Alla belopp i tusenkronor om inte annat anges)

Rapport over forandringar i eget kapital- koncernen

Ovri Innehav
Aktie- . . st Omriiknings: Primirkapital- Balanserade utan Summa eget
. tillskjutet . . Summa " .
kapital . reserv instrument vinstmedel bestimma kapital
kapital .
inflytande
Ingdende balans 2022-01-01 13 391 225110 3284 60 000 356939 658 723 4673 663 396
Arets resultat frin resultatrikningen 86 425 86 425 3343 89 768
Valutakursdifferenser vid
omrékning av utlandska 1370 1370 398 1768
dotterforetag
Totalresultat - - 1370 - 86 425 87795 3741 91536
Transaktioner med aktieiigare
Emission av priméarkapital 90 000 90 000
Kop av andel i dotterforetag fran innehav v o (o} -1237 -1237
Rénta pa primérkapitalinstrument -6 569 -6 569 o) -6 569
Utgaende eget kapital 2022-12-31 13 391 225 110 4 653 150 000 436795 829949 7177 837 126
Ingdende balans 2023-01-01 13 391 225 110 4 653 150 000 436795 829949 7177 837 126
Arets resultat fran resultatrikningen -61 622 -61 622 -3788 -65 410
Valutakursdifferenser vid
omrékning av utlandska 3520 3520 197 3717
dotterforetag
Totalresultat - - 3520 - -61 622 -58 102 -3 591 -61 693
Transaktioner med aktieigare
Nyemission 4 290 85 710 90 000 90 000
Rénta pa primérkapitalinstrument -17 458 -17 458 o] -17 458
Utgédende eget kapital 2023-12-31 17 681 310 820 8173 150 000 357715 844 389 3585 847975
11 (53)
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Arsredovisning 2023
Aros Kapital AB, org nr 556669-3130
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Kassaflodesanalys koncernen

Not
Den lopande verksamheten

Rorelseresultat
Justeringar for poster som inte ingér i kassaflodet:

Kreditforluster

Av och nedskrivningar av materiella och immateriella
anldggningstillgdngar

Forandring i forutbetalda / upplupna kostnader och
intékter

Ovriga ej likviditetspaverkande poster

Kassaflode fran den l6pande verksamheten fore
forandringar i den l6pande verksamhetens
tillgdngar och skulder

Forandring av 6vriga tillgdngar
Forandring av 6vriga skulder och avsattningar
Forandring av utlaning till allménheten

Forandring av inléning fran allmdnheten

Forandring av obligationer och andra rantebarande
vardepapper

Kassaflode fran den l6pande verksamheten

Investeringsverksamheten
Kop av materiella anlaggningstillgdngar 23

Kassaflode fran investeringsverksamheten

Finansieringsverksamheten
Emission av priméarkapital
Nyemission

Amortering leasingskuld

Rénta pé primérkapitalinstrument

Kassaflode fran finansieringsverksamheten

Okning av likvida medel
Likvida medel vid &rets borjan
Likvida medel vid arets slut

Transaktion 09222115557513909129

jan-dec jan-dec
2023 2022
-72798 123 485
235793 58 027
12 472 10 158
115 516 -34 216
3772 523
294 754 157 977
-28 953 -18 122
-40 875 -4 411
2394 767 -465 240
-1217 540 238 522
-499 380 -75 360
902 773 -166 634
-2 513 -650

-2 513 -650

- 90 000

90 000 -
-10 535 -8 405
-17 458 -6 569
62 007 75 026
876 890 969 148
1839 156 876 890

Signerat PR, GA, TG, JH, AB, CS, JB, EB
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Arsredovisning 2023
Aros Kapital AB, org nr 556669-3130

(Alla belopp i tusenkronor om inte annat anges)

Resultatrikning moderbolag

jan-dec jan-dec

Not 2023 2022
Rénteintakter 6 460 238 321 652
Leasingintakter 6 187 281 133 588
Réntekostnader [ -271 868 -150 066
Riintenetto 375 651 305174
Provisionsintakter 7 160 419 154 044
Provisionskostnader 7 -49 768 -46 344
Nettoresultat av finansiella transaktioner 8 -510 -752
Ovriga rorelseintikter 9 21024 36 380
Summa rorelseintikter 5 506 817 448 501
Allménna administrationskostnader 10, 11 -94 629 -72 935
Av- och nedskrivningar av materiella och immateriella
anliggningstillgingar 12 134 231 94 071
Ovriga rorelsekostnader 10, 13 -126 542 -147 566
Summa kostnader fore kreditforluster -355 401 -314 572
Resultat fore kreditforluster 151 415 133 930
Kreditforluster, netto 14 -162 395 -58 027
Rorelseresultat -10 979 75 903
Bokslutsdispositioner 15, 32 -1400 -29 850
Skatt pa arets resultat 16 -1027 -18 534
ARETS RESULTAT -13 407 27519
Hénforligt till:
Moderbolagets aktiedgare -30 865 20 950
Agare av primarkapitalinstrument 17 458 6 569
Rapport over ovrigt totalresultat
Arets resultat -13 407 27 519
Poster som kan komma att omklassificeras till resultatrikningen
Valutakursdifferenser vid omrékning av utlandsk filial 157 -48
SUMMA TOTALRESULTAT FOR ARET -13 250 27471
Totalresultat for aret hanforligt till:
Moderbolagets aktiedgare -30 708 20 902
Innehav utan bestimmande inflytande 17 458 6 569

Noterna pa sidorna 17 till 53 utgor en integrerad del av denna arsredovisning.
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(Alla belopp i tusenkronor om inte annat anges)

Balansrikning moderbolag

Dec Dec

Not 2023 2022
TILLGANGAR
Utlaning till kreditinstitut 17 1823 952 839 060
Utléning till allménheten 18,19 5951976 8569 737
Obligationer och andra rantebiarande viardepapper 20 688 570 189 190
Aktier och andelar i koncernforetag 21 16 698 16 698
Immateriella anldggningstillgdngar 22 43 71
Materiella anldggningstillgdngar 23 529 165 498 009
Ovriga tillgangar 24 137 057 138 106
Aktuell skattefordran 16 23 968 -
Forutbetalda kostnader och upplupna intdkter 26 70 224 85 476
Summa tillgangar 9 241 652 10 336 346
SKULDER, AVSATTNINGAR OCH EGET KAPITAL
In- och uppléning frén allmidnheten 27 7979 711 9197 251
Ovriga skulder 28 125 772 124 016
Aktuell skatteskuld 25 121 6198
Upplupna kostnader och forutbetalda intdkter 29 187 768 85 445
Efterstillda skulder 30 105 000 105 000
Avsattningar 31 - 35848
Summa skulder och avsittningar 8 308 372 9553758
OBESKATTADE RESERVER 32 129 983 128 583
EGET KAPITAL
Bundet eget kapital
Aktiekapital 17 681 13 391
Summa bundet eget kapital 17 681 13 391
Fritt eget kapital
Overkursfond 310 820 225 110
Primérkapitalinstrument 150 000 150 000
Omrakningsreserv 102 -56
Balanserad vinst eller forlust 248 102 238 041
Arets resultat -13 407 27 519
Summa fritt eget kapital 695 616 640 614
Summa eget kapital 713 298 654 005

Summa skulder, avséittningar, obeskattade reserver, eget

kapital 9241652 10 336 346

Noterna péa sidorna 17 till 53 utgor en integrerad del av denna arsredovisning.
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Rapport over forandringar i eget kapital - Moderbolag

Bundet eget kapital Fritt eget kapital
o . - . Ovrigt
Aktiekapital Overkurs- Omréknings- Prn.narkapltal- fritt eget Summa e.get
fond reserv instrument h kapital
kapital|
Ingiende balans 2022-01-01 13 391 225 110 -8 60 000 244 610 543 103
Arets resultat fran resultatrikningen 27 519 27 519
Valutakursdifferenser vid omréakning av utldndsk filial -48 -48
Totalresultat - - -48 - 27519 27 471
Transaktioner med aktiedigare
Emission av primérkapital 90 000 90 000
Rénta p& primérkapitalinstrument -6 569 -6 569
Utgadende eget kapital 2022-12-31 13 391 225 110 -56 150 000 265 559 654 005
Ingiende eget kapital 2023-01-01 13 391 225 110 -56 150 000 265 559 654 005
Arets resultat fran resultatrikningen -13 407 -13 407
Valutakursdifferenser vid
omrikning av utlandsk filial 157 157
Totalresultat - - 157 - -13 407 -13 250
Transaktioner med aktiedigare
Nyemission 4 290 85 710 90 000
Rénta pa primarkapitalinstrument -17 458 -17 458
Summa transaktioner med aktieigare 4 290 85 710 o o -17 458 72 542
Utgadende eget kapital 2023-12-31 17 681 310 820 102 150 000 234 695 713 298
Antal aktier
Antal aktier 4 945 457 aktier
Aktiernas kvotvirde 3,5753
15 (53)
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(Alla belopp i tusenkronor om inte annat anges)

Kassaflodesanalys moderbolaget

jan-dec jan-dec

Not 2023 2022
Den l6pande verksamheten
Rorelseresultat -10 979 75 903
Justeringar for poster som inte ingér i kassaflodet:
Kreditforluster 162 395 58 027
Av och nedskrivningar av materiella och immateriella 124 991 o1
anldggningstillgdngar 3423 94 07
Ovriga ej likviditetspaverkande poster 157 -48
Forandring i forutbetalda / upplupna kostnader och 117575 18 288

intdkter

Kassaflode fran den l6pande verksamheten fore
foriandringar i den 16pande verksamhetens 403 379 209 665
tillgangar och skulder

Forandring av 6vriga tillgangar -22 919 -18 122
Forandring av 6vriga skulder och avséttningar -41197 14753
Forandring av utlining till allmanheten 2 455 366 -344 520
Forandring av inldning fran allménheten -1217 540 238 522
Forandring av obligationer och andra rantebarande

virdepapper ~499 380 75360
Kassaflode fran den 16pande verksamheten 1077709 24 938
Investeringsverksamheten

K&p av materiella anldggningstillgéngar 23 -221273 -242 064
Forsiljning av materiella anldggningstillgdngar 23 55914 33331
Investering i dotterbolag 21 - -1125
Kassaflode fran investeringsverksamheten -165 359 -209 858
Finansieringsverksamheten

Emission av primarkapital - 90 000
Nyemission 90 000 -
Rinta pa primérkapitalinstrument -17 458 -6 569
Kassaflode fran finansieringsverksamheten 72 542 83431
Okning av likvida medel

Likvida medel vid &rets borjan 839 060 940 549
Likvida medel vid arets slut 1823 952 839 060

16 (53)

Transaktion 09222115557513909129 Signerat PR, GA, TG, JH, AB, CS, JB, EB
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Aros Kapital AB, org nr 556669-3130
(Alla belopp i tusenkronor om inte annat anges)

Bokslutskommentarer och noter

Not 1. Allmén information

Aros Kapital AB, med organisationsnummer 556669-3130, erholl den 5 december 2014 tillstdind som kreditmarknadsbolag. Bolagets
verksambhet bedrivs frén bolagets kontor i G6teborg. Aros Kapital AB bedriver verksamhet inom factoring, leasing, féretagslan, inkasso,
juridiktjanster och inléning.

Aros Kapital AB &r ett aktiebolag med site i GSteborg. Adressen till huvudkontoret dr Vestagatan 6, 416 64 Goteborg.

Not 2. Sammanfattning av viktiga redovisningsprinciper
De viktigaste redovisningsprinciperna som tillimpats nir denna &rsredovisning upprittats anges nedan. Dessa principer har tillaimpats
konsekvent for alla presenterade ar, om inte annat anges.

2.1 Grund for rapporternas upprittande

Arsredovisningen och koncernredovisningen 4r upprittad enligt internationella redovisningsstandarder (IFRS) som antagits av EU och
lagen (1995:1559) om Arsredovisning i kreditinstitut och virdepappersbolag (ARKL). Dessutom tillimpas Finansinspektionens
foreskrifter och allménna rad (FFFS 2008:25) samt Rédet for finansiell rapporterings rekommendationer RFR 1 Kompletterande
redovisningsregler for koncerner och RFR 2 Redovisning for juridiska personer. Bolaget tillampar darigenom full IFRS f6r koncernen och
lagbegrinsad IFRS for moderbolaget.

FFFS 2008:25, si kallad lagbegrénsad IFRS, innebér att International Financial Reporting Standards (IFRS), sdsom de godkéints av EU,
ar tillampliga for upprittandet av de finansiella rapporterna, med de begransningar och tilldgg som f6ljer av RFR 2 Redovisning for
juridiska personer samt FFFS 2008:25.

Att upprétta rapporter i 6verensstimmelse med IFRS kréver anvindning av en del viktiga uppskattningar for redovisningsédndamal.
Vidare kravs att ledningen gor vissa bedomningar vid tillimpningen av Aros Kapital AB:s redovisningsprinciper. De omréden som
innefattar en hog grad av bedomning, som &r komplexa eller sddana omraden dér antaganden och uppskattningar ar av vésentlig
betydelse for rsredovisningen anges i not 4.

Koncernredovisning

I koncernredovisningen ingér dotterféretag 6ver vilka koncernen har ett bestimmande inflytande. Koncernen kontrollerar ett foretag nar
den exponeras for eller har ritt till rorlig avkastning frén sitt innehav i foretaget och har mojlighet att paverka avkastningen genom sitt
inflytande i foretaget. Dotterféretag inkluderas i koncernredovisningen frén och med den dag dé det bestimmande inflytandet 6verfors
till koncernen. De exkluderas ur koncernredovisningen frén och med den dag d& det bestimmande inflytandet upphor. Férvarvsmetoden
anvinds for redovisning av koncernens rorelseforvérv, vilket innebar att dotterforetagens egna kapital vid forvérvet elimineras i sin
helhet. I koncernens egna kapital ingar hiarigenom endast den del av dotterforetagens egna kapital som tillkommit efter forvarven. Nar
koncernen inte lingre har ett bestimmande inflytande, virderas varje kvarvarande innehav till verkligt virde per den tidpunkt nir den
forlorar det bestimmande inflytandet. Andringen i redovisat virde redovisas i resultatrikningen. Det verkliga virdet anvinds som det
forsta redovisade virdet och utgor grund for den fortsatta redovisningen av det kvarvarande innehavet som intresseforetag, dotterforetag
eller finansiell tillgang.

Omrikning av utléiindsk valuta, koncernforetag

Resultat och finansiell stéllning for alla koncernforetag som har en annan funktionell valuta dn rapportvalutan omréknas till koncernens
rapportvaluta enligt foljande:

i) tillgdngar och skulder for var och en av balansrikningarna omriknas till balansdagens kurs,

ii) intékter och kostnader for var och en av resultatrakningarna omréknas till genomsnittlig valutakurs,

iii) alla valutakursdifferenser som uppstar redovisas i ovrigt totalresultat och ackumulerade som en separat del av eget kapital.

(a) Nya standarder samt éndringar och tolkningar av befintliga standarder som énnu inte har tritt i kraft och som
inte har tilliimpats i fortid av Aros Kapital AB.

Inga av de IFRS eller IFRIC-tolkningar som &nnu inte har tratt i kraft, vintas ha négon visentlig inverkan pé Aros Kapital.

2.2 Omriikning av utléindsk valuta

(a) Funktionell valuta och rapportvaluta

Poster som ingér i Aros Kapitals finansiella rapporter ar varderade i den valuta som anviands i den ekonomiska miljo dar bolaget

huvudsakligen &r verksam (funktionell valuta). I drsredovisningen anvinds darfor svenska kronor (SEK), som &r koncernens funktionella
valuta och rapportvaluta.
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(b) Transaktioner och balansposter

Transaktioner i utlindsk valuta omréknas till den funktionella valutan enligt de valutakurser som giller pé transaktionsdagen.
Valutakursvinster och — forluster som uppkommer vid betalning av sddana transaktioner och vid omrakning av monetira tillgangar och
skulder i utldndsk valuta till balansdagens kurs, redovisas i resultatrakningen under posten Nettoresultat frén finansiella transaktioner.

2.3 Riinteintikter
Rénteintikter redovisas fordelat 6ver 16ptiden med tillimpning av effektivrantemetoden. Effektivriantan dr den rianta som gor att
nuvirdet av alla uppskattade framtida in- och utbetalningar under den forvintade rantebindningstiden blir lika med det redovisade
vérdet av fordran eller skulden. Rinteintikter och riantekostnader inkluderar i forekommande fall periodiserade véasentliga belopp av
erhéllna avgifter som medriknas i effektivréntan, transaktionskostnader och eventuella rabatter, premier och andra skillnader mellan
det ursprungliga virdet av fordran/skulden och det belopp som regleras vid forfall.
Rénteintdkter och rintekostnader som presenteras i resultatrakningen bestar av

- Rintor pé finansiella tillgdngar och skulder som vérderas till upplupet anskaffningsvirde enligt effektivrantemetoden inklusive
rénta pa osdkra fordringar

- Rintor fran finansiella tillgdngar och skulder som virderas till verkligt virde 6ver resultatrikningen
Rénteintdkter redovisas pé basis av tillgdngarnas nettoredovisade vérde i steg 3 och pa bruttoredovisat varde (dvs. exklusive
forlustreserv) for tillgangar i stegen 1-2.

Ovriga intiikter

Intdkter utover ranteintékter innefattar det verkliga virdet av vad som erhéllits eller kommer att erhéllas f6r salda tjanster i Aros
Kapitals lopande verksamhet. Intdkter redovisas nir dess belopp kan métas pa ett tillforlitligt sitt, det ar sannolikt att framtida
ekonomiska fordelar kommer att tillfalla koncernen och sérskilda kriterier har uppfyllts for var och en av koncernens verksamheter
sésom beskrivs nedan. Intdktsbeloppet anses inte kunna matas pé ett tillforlitligt sétt forran alla forpliktelser avseende salda tjanster har
uppfyllts eller forfallit. Koncernen grundar sina bedémningar p4 historiska utfall och beaktar dérvid typ av kund, typ av transaktion och
speciella omstindigheter i varje enskilt fall.

(a) Provisionsintikter och provisionskostnader

Koncernens och moderbolagets olika provisionsintékter bestr av arvoden. Provisionsintékter intdktsredovisas i den period de intjénas.
Under provisionskostnader redovisas kostnader for mottagna tjanster i den man de inte ar att betrakta som rinta, till exempel kostnader
for clearing och bankgiro, depdavgifter och erséttningar till externa férmedlare avseende forvaltade volymer.

(b) Leasingintiikter
Leasingintikter fran leasingverksamheten redovisas linjart i resultatrakningen baserat pé villkoren i leasingavtalen. Moderbolagets
leasingintékter redovisas brutto, fore avskrivningar enligt plan.

(c¢) Ovriga intiikter

Koncernen och moderbolaget har dven intékter avseende administrationsintikter, fakturaservice, inkassotjanster och vissa andra Gvriga
intékter varav samtliga vilka redovisas som 6vriga intékter. Redovisningen av dessa foljer de generella principerna ovan och intékten
redovisas i takt med att tjansterna utfors.

2.4 Nettoresultat av finansiella transaktioner
Nettoresultat av finansiella transaktioner bestar av de realiserade och orealiserade virdeférandringar som uppstétt genom riante- och
valutakursforandringar.

2.5 Allméinna administrationskostnader
Allménna administrationskostnader omfattar personalkostnader inklusive l6ner, bonus, pensionskostnader, arbetsgivaravgifter och
andra sociala avgifter. Dessutom redovisas hir ocksd kontorsomkostnader, IT-kostnader, arvoden och évriga administrationskostnader.

2.5.1 Leasing

Samtliga leasingavtal dar Aros Kapital AB dr leasetagare redovisas som operationell leasing (hyresavtal), oavsett om avtalen &r finansiella
eller operationella. Leasingavgifter redovisas som kostnad linjart 6ver leasingperioden. Upplysningar lamnas i not 11.

Samtliga leasingavtal dir koncernen &r leasetagare fordelas mellan skuld- och finansieringskostnaden. Nyttjanderattstillgadngen skrivs av
linjart 6ver tillgdngens bedomda nyttjandeperiod. Den huvudsakliga paverkan av koncernens redovisning héarror fréan redovisningen av
hyreskontrakt avseende lokaler.

18 (53)

Transaktion 09222115557513909129

Signerat PR, GA, TG, JH, AB, CS, JB, EB



Arsredovisning 2023
Aros Kapital AB, org nr 556669-3130
(Alla belopp i tusenkronor om inte annat anges)

2.6 Finansiella instrument

Klassificering av finansiella instrument

Aros Kapital har tidigare klassificerat sina finansiella tillgdngar som tillh6rande kategorin Linefordringar och kundfordringar och
finansiella skulder Klassificeras som tillhérande kategorin Ovriga finansiella skulder. I och med inférandet av IFRS9 inférs en ny
terminologi, finansiella instrument klassificeras ssom redovisade till upplupet anskaffningsvarde, redovisade till verkligt virde Gver
ovrigt totalresultat eller redovisade till verkligt varde Gver resultatrakningen. Klassificering och virdering av finansiella tillgdngar baseras
pa en bedémning av béde (i) foretagets affirsmodell for forvaltningen av finansiella tillgdngar, och (ii) egenskaperna hos de avtalsenliga
kassaflodena fran den finansiella tillgdngen. Upplysning om bokfort virde for varje virderingskategori ldmnas i not 34.

Berdkning av verkligt varde

Finansiella instrument redovisas initialt till instrumentets verkliga virde med tillagg for transaktionskostnader forutom for derivat och
de instrument som tillhor kategorin finansiell tillgéng som redovisas till verkligt virde via resultatrakningen, vilka redovisas till verkligt
varde exklusive transaktionskostnader.

Aros Kapital har i not 34 ldmnat upplysningar om verkligt viarde pé ldn med forfallodag mer 4n 12 manader efter balansdagen. For
kortfristiga finansiella tillgdngar och skulder bedoms det redovisade virdet vara en rimlig uppskattning av det verkliga viardet eftersom
diskonteringseffekten inte dr visentlig.

2.7 Finansiella tillgangar

Finansiella tillgdngar redovisade till upplupet anskaffningsvirde

Foljande finansiella tillgdngar vérderas till upplupet anskaffningsvérde pa grund av att tillgdngarna innehas inom ramen fér en
affairsmodell vars mal dr att inneha finansiella tillgangar i syfte att inkassera avtalsenliga kassafloden samt att de avtalade villkoren for de
tillgdngarna ger vid bestdimda tidpunkter upphov till kassafléden som bara ar betalningar av kapitalbelopp och rénta pé det utestdende
kapitalbeloppet;

- Utléning till kreditinstitut

- Utlaning till allmanheten

Finansiella tillgdngar redovisade till verkligt varde Gver resultatrakningen

Obligationer och andra rantebarande vardepapper redovisas till verkligt virde 6ver resultatrikningen dé de anses innehas for
handelsandamaél da de ingér i en portf6lj med identifierade finansiella instrument som forvaltas tillsammans och for vilka det finns ett
bevisat nyligen faktiskt monster av kortfristiga realiseringar.

Redovisning och virdering

Kop och forséljningar av finansiella tillgdngar redovisas pé affarsdagen — det datum d& bolaget férbinder sig att képa eller sélja
tillgéngen. Finansiella instrument redovisas forsta gdngen till verkligt virde plus transaktionskostnader. Finansiella tillgdngar tas bort
frén balansrdkningen nér ritten att erhalla kassafloden frén instrumentet har 16pt ut eller Gverforts och Aros Kapital har éverfort i stort
sett alla risker och forméner som &r forknippade med dganderitten. Finansiella tillgéngar redovisas efter den forsta redovisningen till
upplupet anskaffningsviarde med tillimpning av effektivrintemetoden. Avkastningen fran finansiella tillgdngar som kan séljas redovisas
under posten Réinteintikter. Vardeforandringar pa de fordringar som kan séljas redovisas under innehavstiden samt vid avyttring i
posten nettoresultat av finansiella transaktioner.

Kvittning av finansiella instrument
Finansiella tillgdngar och skulder kvittas och redovisas med ett nettobelopp i balansrdkningen, endast nar det finns en legal ratt att kvitta

de redovisade beloppen och en avsikt att reglera dem med ett nettobelopp eller att samtidigt realisera tillgdngen och reglera skulden.

2.8 Nedskrivningar av finansiella tillgangar
(a)Tillgangar redovisade till upplupet anskaffningsvirde

Nedskrivningspréuvning for finansiella tillgdngar

Aros Kapital bedomer per varje rapporttillfille om det finns objektiva beldgg att en finansiell tillgdng eller grupp av tillgdngar forlorat i
véarde. Kreditforlustreservens storlek skall i enlighet med IFRS 9 uppgé till det belopp som férvéntas leda till kreditforluster i framtiden
och baseras pé den risk for kreditforlust som varje motpart representerar.
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Metoden for att bedoma reservens storlek innehéller tre steg for forlustreservering. Steg 3 omfattar tillgdngar som ar kreditférsamrade.
Kreditforsamrade lan Gverensstaimmer i allt visentligt med den tidigare bendmningen osékra lan. Ett 1&n anses vara kreditforsdmrat
utifrdn samma forutsattningar som enligt tidigare principer vid definitionen av osdkert 1dn dvs. nir det dr 9o dagar sent i betalningar
eller nér det finns andra beldgg i form av observerbara uppgifter om foljande hiandelser, t.ex. p.g.a. konkurs eller visentliga
betalningsstorningar. Steg 3 omfattar dven fordringar diar Bolaget beviljat en eftergift pa grund av motpartens visentliga ekonomiska
svarigheter. I steg 3 tar bolaget &ven hinsyn till eventuell realpant inom sékerhetslaget. Steg 2 omfattar tillgdngar dar det intréffat en
vasentlig 6kning av kreditrisken, t.ex. i form av en migrering till en simre riskklass eller betalningsstorningar. Steg 1 omfattar 6vriga
tillgangar dir det inte intraffat ngon vésentlig 6kning av kreditrisken.

Om ett tidigare 1an som ansetts vara kredit forsdmrat inte langre ar det, sker en omforing antingen till steg 2 (om det jamfort med nar
l&net lamnats foreligger en betydande 6kning av kreditrisk) eller till steg 1.

For att bedoma kreditreservens storlek, i enlighet med IFRS 9, gor bolaget en berdkning av forvintade kreditforluster (ECL).
Berikningen dr framatriktad och baseras pa sannolikheten for en exponerings fallissemang (PD), exponering vid fallissemang (EAD) och
forlust vid fallissemang (LGD). Utover de nimnda faktorerna beaktas den framtida makroekonomiska utvecklingen samt tidsvardet av
den forvantade kreditforlusten genom nuvirdesberakning.

Nedskrivningen beriknas som skillnaden mellan tillgdngens bokférda varde och nuvérdet av forvantade kassafloden diskonterade med
den finansiella tillgdngens ursprungliga effektiva réntesats. For fordringar med rorlig ranta, anvidnds den aktuella effektivréantan enligt
kontraktet som diskonteringsranta. Nedskrivningen redovisas som en kreditforlust i resultatrakningen.

Nar slutlig forlust uppstar pa ett 14n, redovisas det som konstaterad forlust. Lén skrivs bort efter det att alla n6dvandiga atgéarder har
vidtagits och forlustens belopp har bestdmts. Om det senare noteras att av beh6vlig nedskrivning av en tillgdng minskar och
minskningen kan objektivt hdnforas till en handelse efter det att nedskrivningen gjordes (som i fallet med en forbattring av en ldntagares
kreditvérdighet), terfors den tidigare gjorda nedskrivningen genom att det reserverade beloppet minskas. Det &terférda beloppet
redovisas i resultatrikningen som en minskning av avsittningen for kreditforluster.

2.9 Finansiella skulder

Andra finansiella skulder

Aros Kapital klassificerar sina finansiella skulder i kategorin Andra finansiella skulder. Inom denna kategori redovisas skulder till
kreditinstitut och den del av 6vriga skulder som avser finansiella instrument, tex leverantorsskulder och uppléning.

Redovisning och virdering

Skulder till kreditinstitut och Ovriga skulder som #r finansiella instrument redovisas inledningsvis till verkligt virde och direfter till
upplupet anskaffningsvirde med tillimpning av effektivrintemetoden. Upplaning som ingér i posten Ovriga skulder redovisas
inledningsvis till verkligt varde, netto efter transaktionskostnader. Upplaningen redovisas darefter till upplupet anskaffningsvérde och
eventuell skillnad mellan erhéllet belopp (netto efter transaktionskostnader) och aterbetalningsbelopp redovisas i resultatrakningen
fordelat pé laneperiod, med tillimpning av effektivrantemetoden.

2.10 Materiella anléiggningstillgdngar

Materiella anldggningstillgdngar omfattar forbattringsutgift pa annans fastighet, IT-utrustning, mébler och annan utrustning. Materiella
anldggningstillgdngar redovisas till anskaffningsvirde minskat med ackumulerade av- och nedskrivningar. Anskaffningsvirdet for en
materiell anlaggningstillgang utgors av dess inkdpspris samt eventuella kostnader direkt hinforliga till att sétta tillgdngen i brukbart
skick for avsedd anvéndning. Tillkommande utgifter l4ggs till tillgdngens redovisade vérde eller redovisas som en separat tillgdng,
beroende pa vilket som ar lampligt, endast di det dr sannolikt att de framtida ekonomiska forméner som ar forknippade med tillgéngen
kommer att komma Aros Kapital tillgodo och tillgéngens anskaffningsvédrde kan mitas pa ett tillforlitligt satt. Alla andra former av
reparationer och underhall redovisas som kostnader i resultatrdkningen under den period de uppkommer.

Avskrivningar gors linjart 6ver den berdknade nyttjandeperioden ner till det beriaknade restvardet enligt foljande:

— forbattringsutgift pa annans fastighet 5-8 ar
— inventarier, verktyg och installationer 5 ar

Tillgédngarnas restvirden och nyttjandeperiod provas varje balansdag och justeras vid behov.

En tillgdngs redovisade virde skrivs omgéende ner till dess dtervinningsvirde om tillgéngens redovisade virde 6verstiger dess bedomda
atervinningsvérde (not 2.12).

Vinster och forluster vid avyttring faststélls genom en jamforelse mellan forsiljningsintékten och det redovisade vérdet och redovisas i
Ovriga rorelseintiikter/-kostnader i resultatrikningen.

Enligt IFRS 16 redovisar koncernen sina leasade tillgdngar med nyttjanderatt (nyttjanderéttstillgdng) som en tillgdng i balansrakningen
och en finansiell skuld motsvarande leasinghyrorna Leasingskulderna virderas till nuvérdet av &terstdende leasingbetalningar med hjalp
av den marginella l14neréntan vid den forsta tillimpningsdagen. Leasingavtal med 16ptid om 12 ménader eller mindre har inte
inkluderats, ej heller leasingavtal for vilken den underliggande tillgdngen har ett mindre virde.
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2.11 Immateriella anlidggningstillgidngar

Programvara

Forvirvade programvarulicenser och utveckling av system aktiveras pa basis av de kostnader som uppstétt da den aktuella programvaran
eller systemet forvirvats, utvecklats och satts i drift (anskaffningsvérdet). Dessa aktiverade kostnader skrivs av under den bedémda
nyttjandeperioden pé 5 ar.

En tillgangs redovisade vérde skrivs omgaende ner till dess atervinningsvirde om tillgdngens redovisade virde Gverstiger dess bedomda
atervinningsvarde (not 2.12).

2.12 Nedskrivningar av icke-finansiella tillgangar

Tillgdngar som skrivs av bedoms med avseende pa vairde-nedgéng nérhelst hindelser eller forandringar i forhdllanden indikerar att det
redovisade virdet kanske inte dr dtervinningsbart. En nedskrivning gérs med det belopp varmed tillgéngens redovisade virde Gverstiger
dess atervinningsvirde. Atervinningsvirdet dr det hogre av tillgdngens verkliga virde minskat med forsiljningskostnader och dess
nyttjandevérde. Vid bedomning av nedskrivningsbehov grupperas tillgangar pa de lagsta nivier dér det finns separata identifierbara
kassafloden (kassagenererande enheter). For tillgdngar som tidigare har skrivits ner gors per varje balansdag en prévning av om
aterforing bor goras.

2.13 Kassaflodesanalys
Kassaflodesanalys for Aros Kapital upprittas enligt indirekt metod. Det redovisade kassaflodet omfattar endast transaktioner som
medfor in- eller utbetalningar. Likvida medel hanfor sig till posten Utlaning till kreditinstitut.

2.14 Aktuell och uppskjuten inkomstskatt
Periodens skattekostnad omfattar aktuell och uppskjuten skatt. Skatt redovisas i resultatrikningen, utom nér skatten avser poster som
redovisas i Gvrigt totalresultat eller direkt i eget kapital. I sddana fall redovisas skatten i 6vrigt totalresultat respektive eget kapital.

Den aktuella skattekostnaden berdknas pa basis av de skatteregler som pé& balansdagen &r beslutade eller i praktiken beslutade i det land
dir Aros Kapital ar verksam och genererar skattepliktiga intékter, det vill sdga Sverige. Ledningen utvirderar regelbundet de yrkanden
som gjorts i sjalvdeklarationer avseende situationer dar tillimpliga skatteregler ar foremal for tolkning och gor, nér sa bedoms lampligt,
avsattningar for belopp som troligen ska betalas till skattemyndigheten.

Uppskjuten skatt redovisas pé alla temporara skillnader som uppkommer mellan det skattemissiga véardet pé tillgdngar och skulder och
dessas redovisade vérden i arsredovisningen. Den uppskjutna skatten redovisas emellertid inte om den uppstér till foljd av en transaktion
som utgor den forsta redovisningen av en tillgéng eller skuld som inte &r ett rérelseférviarv och som, vid tidpunkten for transaktionen,
varken paverkar redovisat eller skattemassigt resultat. Uppskjuten inkomstskatt berdknas med tillimpning av skattesatser (och —lagar)
som har beslutats eller aviserats per balansdagen och som forvéntas gélla nir den berérda uppskjutna skattefordran realiseras eller den
uppskjutna skatteskulden regleras.

Uppskjutna skattefordringar redovisas i den omfattning det ar troligt att framtida skattemissiga 6verskott kommer att finnas

tillgéngliga, mot vilka de temporira skillnaderna kan utnyttjas.

De belopp som avsitts till obeskattade reserver utgors skattepliktiga temporira skillnader. Pé grund av sambandet mellan redovisning
och beskattning sirredovisas inte den uppskjutna skatteskuld som ar hanforlig till de obeskattade reserverna. Dessa redovisas séledes
med bruttobeloppet i balansriakningen. Bokslutsdispositionerna redovisas med bruttobeloppet i resultatrdkningen.

2.15 Ersittningar till anstillda

(a) Kortfristiga erséttningar

Kortfristiga ersittningar utgors av 16n, sociala avgifter, betald semester, betald sjukfranvaro, sjukvérd och bonus. Kortfristig ersittning
redovisas som en kostnad och en skuld da det finns en legal formell forpliktelse att betala ut en erséttning.

Bolagets ersittningspolicy finns publicerad pa bolagets hemsida www.aroskapital.se

(b) Ersiittning efter avslutad anstillning

Aros Kapitals pensionsplaner finansieras genom betalningar till forsikringsbolag. Aros Kapital har endast avgiftsbestaimda
pensionsplaner. En avgiftsbestimd pensionsplan dr en pensionsplan enligt vilken bolaget betalar fasta avgifter till en separat juridisk
enhet. Bolaget har inte négra réttsliga eller informella forpliktelser att betala ytterligare avgifter om denna juridiska enhet inte har
tillrackliga tillgéngar for att betala alla ersdttningar till anstéllda som hidnger samman med de anstélldas tjanstgoring under innevarande
eller tidigare perioder.

For avgiftsbestimda pensionsplaner betalar Aros Kapital avgifter till offentligt eller privat administrerade pensionsforsékringsplaner pa
obligatorisk, avtalsenlig eller frivillig basis. Bolaget har inga ytterligare betalningsforpliktelser nir avgifterna val ar betalda. Avgifterna
redovisas som personalkostnader nir de forfaller till betalning. Forutbetalda avgifter redovisas som en tillgéng i den utstrackning som
kontant aterbetalning eller minskning av framtida betalningar kan komma bolaget tillgodo.

2.16 Avsittningar
Aros Kapital gor en avsittning nir det finns en legal eller informell forpliktelse och en tillf6rlitlig uppskattning av beloppet kan goras.
Foretaget nuvardesberdknar forpliktelser som véntas regleras efter mer &n tolv manader. Den 6kning av avsittningen som beror pa att

tid forflyter redovisas som riantekostnad.
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2.16 Moderbolagets redovisningsprinciper.

Arsredovisningen har upprittats i enlighet med lagen (1995:1559) om &rsredovisning i kreditinstitut och virdepappersbolag (ARKL).
Dessutom tillimpas Finansinspektionens foreskrifter och allménna rad (FFFS 2008:25) samt Rédet for finansiell rapporterings
rekommendationer RFR 2 Redovisning for juridiska personer, dvs lagbegransad IFRS.

FFFS 2008:25, sa kallad lagbegrénsad IFRS, innebér att International Financial Reporting Standards (IFRS), sdsom de godkénts av EU,
ar tillampliga for upprattandet av de finansiella rapporterna, med de begransningar och tillagg som foljer av RFR 2 Redovisning for
juridiska personer samt FFFS 2008:25.

Moderbolagets redovisningsprinciper Gverensstimmer i stora delar med koncernens. I det féljande redogérs endast f6r de omréden déar
moderbolagets principer skiljer sig frén koncernens. I allt 6vrigt hénvisas till redovisningsprinciperna fér koncernen.

Leasing:

Aros Kapital som leasegivare:

Leasingverksamhet redovisas i moderbolaget som operationell leasing. De tillgdngar som avses redovisas i balansrakningen som
materiella tillgdngar. Leasingintékter redovisas linjart under leasingavtalets 16ptid. Avskrivning enligt plan pé leasingobjekt sker dver
tillgdngens nyttjandeperiod med tillimpning av annuitetsmetoden ned till avtalade restvarden. Avskrivningarna periodiseras och
redovisas under leasingavtalets 16ptid i resultatrakningen som avskrivning av materiella tillgdngar. Restvirden faststélls tillsammans
med leasetagaren utifran leasingobjektets forvintade ekonomiska livslangd. I koncernredovisningen har dessa leasingavtal klassificerats
som finansiella och redovisas ddrmed som fordran pé leasetagaren under Utléning till allménheten till ett belopp som motsvarar
nettoinvesteringen enligt leasingavtalet. Leasingbetalningen redovisas som aterbetalning av fordran och som rianteintakt.

Aros Kapital som leasetagare:
I moderbolaget redovisas samtliga leasingavtal enligt reglerna for operationell leasing, i enlighet med ldttnadsregeln i RFR 2

Not 3. Finansiell riskhantering

3.1 Finansiella riskfaktorer

Aros Kapital utsétts genom sin utldningsverksamhet till allmédnheten for olika finansiella risker, kreditrisk, valutarisk, réanterisk och
likviditetsrisk. Aros Kapitals 6vergripande riskhanteringspolicy fokuserar pa oférutsédgbarheten pa de finansiella marknaderna och
efterstriavar att minimera potentiella ogynnsamma effekter pa bolagets finansiella resultat.

Riskhanteringen skéts av Aros Kapitals ledning enligt policys som faststllts av styrelsen. Styrelsen faststéller &rligen skriftliga policys
sévil for den 6ver-gripande riskhanteringen som for specifika omraden, sdsom kreditrisk, ranterisk, valutarisk och likviditetsrisk.
Koncernens ledning foljer lopande upp riskexponeringen och rapporterar till styrelsen som har det 6vergripande ansvaret for koncernens
exponering for finansiella risker.

Koncernens utlaning till allméanheten avser till 6vervigande del fakturakop utan regress, vilket betyder att risken och exponeringen stélls
mot fakturabetalaren. Aros Kapital sdkerstéller sina foretagskrediter genom olika former av sdkerhetslosningar. Sakerheterna bestér i
huvudsak av foretagsinteckningar, fastighetsinteckningar eller borgen. koncernens riskhantering arbetar genom férebyggande atgarder
och syftar till att identifiera de risker som Aros Kapital har i sin verksambhet, sétta lampliga begransningar (kreditlimiter) samt att tillse
att lampliga kontroller finns pa plats fér uppfoljning att faststéllda policys f6ljs.

Aros Kapital anvéinder sig av derivat men tillimpar inte sékringsredovisning.

(a) Kreditrisk
Kreditrisk definieras som risken for forlust om en kund inte fullgor sina avtalsforpliktelser och eventuella sékerheter inte tacker
fordringarna. Kreditrisker uppkommer genom olika former av utlaning.

Koncernen har kreditbevakning av samtliga aktiva kunder hos kreditupplysningsforetag. Information om &ndringar som registrerats i
offentliga register skickas dagligen till Aros Kapital.

Koncernen har rutiner for 6vervakning av forfallna betalningar och oreglerade fordringar som syftar till att minimera kreditforlusterna
genom tidig upptéckt av betalningsproblem hos géldenéren och en atf6ljande snabb handlaggning av kravarenden.

Storre kreditengagemang (kredittagarens samtliga egna forbindelser och ansvarsférbindelser) omprévas minst en gang arligen i behorig
kreditbeviljande instans.

Kreditforluster redovisas i not 14.
Reserveringsgrad samt &rets reservering for kreditforluster framgar i not 19.
Koncernens och moderbolagets kreditriskexponering per kategori av 1antagare visas i 3.2. Kapitaltickningsanalys. Aldersanalys p&

forfallna l1&nefordringar framgar av nedan tabell.
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Aldersanalys forfallna lanefordringar

Fordringar forfallna: 1 dag - 29 dagar
Fordringar forfallna: 30 dagar - 59 dagar
Fordringar forfallna: 60 dagar - 89 dagar
Fordringar forfallna: 9o dagar - 179 dagar
Fordringar forfallna: 180 dagar - 359 dagar
Fordringar forfallna> 360 dagar

SUMMA

(b) Marknadsrisk

Koncernen Moderbolaget
2023 2022 2023 2022
466 923 281369 430 546 230 161
91 631 62 321 71064 27769
76 912 108 107 3112 87 200
359 848 35929 341427 31838
43 628 90179 43 628 90179
48993 17 629 48993 17 629
1087935 595 533 938 770 484 776

Marknadsrisken &r risken for forlust till foljd av fordndringar i marknadskurser och parametrar som péverkar marknadsvérdet. Aros

Kapital AB &r utsatt for valutarisk och réinterisk.

(i) Valutarisk

Aros Kapital erbjuder sina kunder i Sverige och Norge fakturakop i valutorna DKK, EUR, GBP, NOK, CZK, USD, CAD, CHF, JPY samt
SEK och foretagslén i SEK, NOK samt GBP. Dirigenom utsitts bolaget for valutarisker. Bolaget har darfor &ven en exponering i
bankkonton i utldndska valutor i Utlining till kreditinstitut samt derivat som &r virderade till verkligt varde Gver resultatrakningen.

Det samlade nettovérdet for koncernen per 2023-12-31 av tillgdngar och skulder samt derivat i utldndsk valuta redovisas i foljande tabell

(tkr):
DKK EUR GBP NOK CAD USD JPY
Fordringar och Derivat 3626 3550 230 916 483 296 559 759 107 598 2154
Skulder och Derivat -3 606 -3 548 210 -916 481 -302 340 -760 -111194 -2135
Nettoviarde 20 2021 2 -5782 -2 -3596 19
Kinslighetsanalys vid
fordndring av TSEK med +/-2 +/- 202 +/-0 +/-578 +/-0 +/- 360 +/-2

+/- 10% jamfort med
utldndsk valuta

Fordringar i utldndsk valuta &r hanforliga till Utl&ning till kreditinstitut samt Utlining till allmdnheten och exponeringen for respektive

tillgéngspost framgar av not 17 och 18.

I tabellen ovan framgér resultateffekten vid en férandring av den svenska kronan med 10 % jamfort med respektive utldndsk valuta.

Aros Kapital redovisar nettovinster och nettoforluster av valutatransaktioner samt viardeférandringar pé tillgdngar och skulder i utlaindsk
valuta i posten nettoresultat av finansiella transaktioner som ingar i rorelseresultatet. De redovisade valutakursdifferenserna uppgér till -

559 tkr (f.4. -695 tkr)

(ii) Rénterisk avseende kassafloden och verkliga varden
Rénterisk uppstér da rantebindningstider och 6vriga villkor f6r 1dnefordringar och ldneskulder inte sammanfaller. Aros Kapital dr utsatt
for lag ranterisk da bolagets finansiering och utléning huvudsakligen sker till rorlig rdnta. Om en kraftig parallell forskjutning av rantan
med + 200 rantepunkter hade intriffat per 2023-12-31 uppgick koncernens ranterisk till 33 259 tkr (f.4. 16 716 tkr).
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(¢) Likviditetsrisk

Finansiering av verksamheten utgors primért av inlaning frén allménheten, eget kapital och l6pande intjaning.
Aros tillgdngssida bestar av varierande loptider med allt frén 1 dag upp till 72 manader. Den genomsnittliga 16ptiden ar forhallandevis

kort och ca 38 % (35 %) av Koncernens kreditportfolj per 2023-12-31 forfaller till betalning inom 30 dagar. Aros upprétthéller en

tillganglig likviditet som ar tillfor den 16pande verksamheten men skall ocksé finnas som skydd for ett scenario av likviditetsstress.

Strategin for likviditetshantering dr att i den mén det &r méjligt matcha 16ptiderna i balansrédkningens tillgdngs- och skuldsida,

alternativt att skuldsidans loptider ar langre an tillgdngssidan, da bolaget innehar en prisflexibilitet péa tillgdngssidan. Pa s sitt kan

bolaget minska den kortsiktiga likviditetsrisken.

Riktlinjer for bolagets likviditetsreserv ar att ha tillridckligt med likvida medel for att kunna mota betalningsforfallotider for bolagets
skulder. Reserven ska besté av kortfristiga placeringar pé en likvid marknad, inldning hos andra finansiella institut och banker samt
eventuell outnyttjad kreditfacilitet som kan utnyttjas vid ett potentiellt stressat scenario. Likviditetreservens storlek sétts i bolagets

arbete med intern kapital- och likviditetsutvardering (IKLU).

Koncernen

Mellan 3 Mellan 1 &r och

Per 31 december 2023 Be:::g) z::;::i n:{é’::lda?e::- manader ocl; s ar Over 5 ar
Finansiella skulder
(kontraktsmiissiga forfallotider)
Inlaning frén Allménheten 1669 271 1828 151 4482 288 - -
- Ovriga skulder, leverantorsskulder, rantor mm. - 181190 - - -
Summa 1669 271 2 009 342 4 482 288 - -
Koncernen
Per 31 december 2022 Be:::g) z::;::i n:{é’::lda?e::- mﬁna(ll\:iltl;?;? Mellan 1 ar ;?;:_ Over 5 ar
Finansiella skulder
(kontraktsmiissiga forfallotider)
Inlaning frén Allménheten 2433 992 3380 266 3382992 - -
- Ovriga skulder, leverantorsskulder, rantor mm. - 193 285 - - -
Summa 2433 992 3573 551 3382992 - -
Moderbolaget
Per 31 december 2023 Betalbara pi Under 3 mz‘inacll\i:l::;:i Mellan 1 4r och Over 5 ar
anfordran méanader ar 5 ar
Finansiella skulder
(kontraktsmaissiga forfallotider)
Inléning fran Allménheten 1669 271 1828 151 4482 288 - -
- Ovriga skulder, leverantorsskulder, rintor mm. - 125 772 - - -
Summa 1669 271 1953 923 4 482 288 - -
Per 31 december 2022 Betalbara pi Under 3 mz‘inacll\i:l::;:i Mellan 1 4r och Over 5 ar
anfordran méanader ar 5 ar
Finansiella skulder
(kontraktsmaissiga forfallotider)
Inléning fran Allménheten 2433 992 3 380 266 3382992 - -
- Ovriga skulder, leverantorsskulder, rintor mm. - 130 214 - - -
Summa 2433 992 3510 480 3382992 -
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Nedanstéende tabell analyserar moderbolagets och koncernens finansiella tillgdngar da dessa ar nodvéandiga for att forsta karaktiaren och

omfattningen av likviditetsrisken. De finansiella tillgdngarna ar uppdelade efter den tid som pa balansdagen aterstar fram till den

avtalsenliga forfallodagen. De belopp som anges i tabellen ar de odiskonterade kassaflédena.

Koncernen

Per 31 december 2023 Be;:l;:) 1:_‘;‘::: n:i'::lda?e?' mﬁnaxiltl)ac‘]ié Mellan 1 ér ;);l:‘ Over 5 ar

Finansiella tillgdngar

(kontraktsmissiga forfallotider)

Utlaning till kreditinstitut 1839 156 - - - -

Utléning till allménheten 1092 370 2 683 056 1117 632 1532 796 56 194

Obligationer och andra rantebédrande virdepapper - 541245 34 596 112 729 -

Summa tillgdngar 2931527 3 224 302 1152 228 1645 525 56 194

Koncernen

Per 31 december 2022 Be::z:::ﬁ:i n:i'::lda?e?' mﬁnaxiltl)ac‘]ié Mellan 1 ér ;);l:‘ Over 5 ar

Finansiella tillgdngar

(kontraktsmiissiga forfallotider)

Utlaning till kreditinstitut 876 890 - - - -

Utléning till allménheten 1932 616 3084527 1991744 1986 551 117 169

Obligationer och andra rantebédrande virdepapper - 10 027 26 248 152 914 -

Summa tillgdngar 2 809 506 3094 554 2017993 2139 465 117 169

Moderbolaget

Per 31 december 2023 Betalbara pa Under 3 mz‘ina(livcljl:)il;:i Mellan 1 ér och Over 5 ar
anfordran méanader ar 5 ar

Finansiella tillgingar

(kontraktsmaissiga forfallotider)

Utléning till kreditinstitut 1823 952 - - - -

Utlaning till allménheten 943 205 1044 680 2969 127 938 770 56 194

-varav utléning till Aros Kapital Europe Holding AB 973 011

Obligationer och andra rantebédrande virdepapper - 541245 34 596 112 729 -

Summa tillgéngar 2767157 1585925 3 003 723 1051499 56 194

Moderbolaget

Per 31 december 2022 Be::z:::ﬁ:i n:i'::lda?e?' mﬁnaxiltl)ac‘]ié Mellan 1 ér ;);l:‘ Over 5 ar

Finansiella tillgdngar

(kontraktsmiissiga forfallotider)

Utléning till kreditinstitut 839 060 - - - -

Utléning till allménheten 1801274 2786 574 2794 657 1179 952 7280

-varav utlaning till Aros Kapital LTD 1584 050

Obligationer och andra réantebérande vardepapper - 10 027 26248 152 914 -

Summa tillgdngar 2 640 334 2796 601 2 820 905 1332 866 7280
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3.2. Kapitaltiickningsanalys

Bakgrund

Informationen om koncernens och moderbolagets kapitaltickning i detta dokument avser sddan information som ska ldmnas enligt 6
kap. 3-4 § Finansinspektionens foreskrifter och allménna rdd (FFFS 2008:25) om &rsredovisning i kreditinstitut och virdepappersbolag
och som avser information som framgar av artiklarna 92.3 d och f, 436 b och 438 i férordningen (EU) nr 575/2013 och av 8 kap. 7 § i
Finansinspektionens foreskrifter och allmanna rad (FFFS 2014:12) om tillsynskrav och kapitalbuffertar samt kolumn a bilaga 6 i
kommissionens genomférandeforordning (EU) nr 1423/2013.

Information om kapitalbas och kapitalkrav

For faststillande av koncernens och moderbolagets lagstadgade kapitalkrav giller lagen (2014:968) om sérskild tillsyn 6ver kreditinstitut
och virdepappersbolag, kapitaltackningsforordningen (EU nr 575/2013), lagen om kapitalbuffertar (2014:966) samt
Finansinspektionens foreskrifter och allmidnna rad om tillsynskrav och kapitalbuffertar (FFFS 2014:12).

Syftet med reglerna dr att sdkerstilla att koncernen och moderbolaget hanterar sina risker och skyddar kunderna. Reglerna siger att
koncernens och moderbolagets kapitalbas ska ticka kapitalbehovet inklusive minimikapitalkravet (kapitalkravet for kreditrisk,
marknadsrisk och operativ risk).

Koncernens och moderbolagets kapitalsituation kan summeras pa féljande satt:

Koncernen Moderbolaget

(Belopp i tkr) 2023-12-31 2022-12-31 2023-12-31 2022-12-31
Karnprimérkapital fore eventuella avdrag 694 389 679 949 665976 605 572
Avdrag frén kdarnprimérkapital -2 870 -414 -976 -414
Summa kiarnprimérkapital 691 519 679 535 665 001 605 158
Ovrigt primarkapital 150 000 150 000 150 000 150 000
Summa Primérkapital 841519 829535 815 001 755 158
Supplementérkapital 105 000 105 000 105 000 105 000
Summa kapitalbas 946 519 934 535 920 001 860 158
Riskexponeringsbelopp

Kapitalkrav 438 305 438 865 368 967 347 655
-varav: Kapitalkrav for kreditrisk 378 684 387018 316 750 307 819
-varav: Kapitalkrav for marknadsrisk - - - -
-varav: Kapitalkrav Kreditvardighetsjusteringsrisk 509 2697 509 2697
-varav: Kapitalkrav operativ risk 59 112 49 150 51708 37139
Summa kapitalkrav 438 305 438 865 368 967 347 655
Karnprimarkapitalrelation 12,62% 12,39% 14,42% 13,93%
Primérkapitalrelation 15,36% 15,12% 17,67% 17,38%
Total kapitalrelation 17,28% 17,04% 19,95% 19,79%
Institutspecifika buffertkrav 4,15% 3,33% 4,09% 3,34%
-varav: Kapitalkonserveringsbuffert 2,50% 2,50% 2,50% 2,50%
-varav: Kontracykliskbuffert 1,65% 0,83% 1,59% 0,84%
Karnprimarkapital tillgéngligt att anvdanda som buffert 253 215 240 670 206 034 257 503
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Kapitalbas

Koncernen Moderbolaget
(Belopp i tkr) 2023-12-31 2022-12-31 2023-12-31 2022-12-31
Karnprimdarkapital
Aktiekapital 17 681 13 391 17 681 13 391
Ej utdelade vinstmedel 738 330 578 763 660 590 540 961
Reviderat arsresultat netto efter avdrag for férutsebara kostnader och utdelningar -61 622 87795 -12 295 51220
Avgér:
Immateriella tillgdngar -43 =71 -43 =71
Uppskjuten skattefordran -1894 - - -
Virdejusteringar pga krav pé forsiktig virdering -689 -189 -689 -189
avdrag for nodlidande exponeringar -244 -154 -244 -154
Summa kédrnprimérkapital 691519 679 535 665 001 605 158
Primarkapital 150 000 150 000 150 000 150 000
Supplementérkapital 105 000 105 000 105 000 105 000
Total kapitalbas 946 519 934535 920 001 860 158

I kapitalbasen ingér styrelsens forslag till vinstdisposition. Koncernens och moderbolagets kirnprimérkapital-tillskott uppfyller de
villkor och bestammelser som foljer av kapitaltdckningsforordningen (EU nr 575/2013).

Specifikation Kapitalkrav

Koncernen

Kreditrisk enligt schablonmetoden

(Belopp i tkr) 2023-12-31 2022-12-31
Exponeringsklasser Rls.kexpone- Kapitalkrav Rls.kexpone- Kapitalkrav
rinsbelopp rinsbelopp
Exponeringar mot delstatliga eller lokala sjalvstyrelseorgan och myndigheter 43 3 - -
Exponeringar mot institut 374 678 29974 216 029 17 282
Exponeringar mot hushall 535995 42 880 817145 65 372
Exponeringar mot foretag 2 346 501 187 720 2279 357 182 349
Exponeringar sikrade genom pantritt i fast egendom 263 175 21054 409 274 32742
Fallerande exponeringar 530 743 42 459 250 806 20 064
Exponeringar som ar forenade med sarskilt hog risk 493 053 39 444 692 436 55395
(")vriga poster 189 363 15149 172 677 13 814
Summa kapitalkrav for kreditrisk
schablonmetoden 4733 549 378 684 4837724 387 018
Kreditvirdighetsjusteringsrisk 2023-12-31 2022-12-31
Rls.kexpone- Kapitalkrav Rls.kexpone- Kapitalkrav
rinsbelopp rinsbelopp
Schablonmetoden 6359 509 33714 2697
Summa 6 359 509 33714 2697
Marknadsrisk 2023-12-31 2022-12-31
st.kexpone- Kapitalkrav st.kexpone- Kapitalkrav
rinsbelopp rinsbelopp
Valutakursrisk - - - -
Summa - - - -
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Operativ risk 2023-12-31 2022-12-31

Ris.kexpone- Kapitalkrav Ris.kexpone- Kapitalkrav
rinsbelopp rinsbelopp

Basmetoden 738 901 59 112 614 377 49 150

Summa kapitalkrav for operativa risker 738 901 59 112 614 377 49 150

Totalt kapitalkrav 438 305 438 865

TILLKOMMANDE KAPITALBEHOV I PELARE 2 2023-12-31 2022-12-31

Kreditkoncentrationsrisk 43 448 57 600

Rénterisk i bankboken 33259 16 716

Kreditspreadrisk 1452 2156

Summa tillkommande kapitalbehov i Pelare 2 78 158 76 472

TOTALT KAPITALKRAV (INKLUSIVE PELARE 2) 2023-12-31 2022-12-31

Kapitalbaskrav (Pelare 1) 438 305 438 865

Sarskilt Kapitalbaskrav (Pelare 2-krav) 78 158 76 472

Kontracyklisk buffert 90135 45522

Kapitalkonserveringsbuffert 136 970 137 145

Totalt kapitalbehov 743 568 698 005

BRUTTOSOLIDITET 2023-12-31 2022-12-31

Exponeringsmatt 9579 624 11 096 711

Primérkapital 841519 829535

Bruttosoliditetsgrad, % 8,78% 7,48%

Specifikation Kapitalkrav

Moderbolaget

Kreditrisk enligt schablonmetoden

(Belopp i tkr) 2023-12-31 2022-12-31

Exponeringsklasser Ri‘siﬁziléf::l; Kapitalkrav Ri‘siﬁziléf::l; Kapitalkrav

Exponeringar mot delstatliga eller lokala sjalvstyrelseorgan och myndigheter 43 3 - -

Exponeringar mot institut 371637 29 731 208 463 16 677

Exponeringar mot hushall 535995 42 880 817145 65 372

Exponeringar mot foretag 2055 822 164 466 2018 187 161 455

Exponeringar sikrade genom pantritt i fast egendom 263 175 21054 409 274 32742

Fallerande exponeringar 483185 38 655 195 329 15 626

Exponeringar som ar forenade med sarskilt hog risk 103 077 8 246 97576 7 806

Aktieexponeringar 16 698 1336 16 698 1336

(")vriga poster 129 744 10 380 85 062 6 805

Summa kapitalkrav Tor kreditrisk

schablonmetoden 3959 375 316 750 3847735 307819

Kreditvirdighetsjusteringsrisk 2023-12-31 2022-12-31
Ris.kexpone- Kapitalkrav Ris.kexpone- Kapitalkrav

rinsbelopp rinsbelopp
Schablonmetoden 6359 509 33714 2697
Summa 6359 509 33714 2697
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Marknadsrisk 2023-12-31 2022-12-31

Ris.kexpone- Kapitalkrav Ris.kexpone- Kapitalkrav
rinsbelopp rinsbelopp

Valutakursrisk - - - -

Summa - - - -

Operativ risk 2023-12-31 2022-12-31
Ris.kexpone- Kapitalkrav Ris.kexpone- Kapitalkrav

rinsbelopp rinsbelopp

Basmetoden 646 348 51708 464 241 37139

Summa kapitalkrav for operativa risker 646 348 51708 464 241 37139

Totalt kapitalkrav 368 967 347 655

TILLKOMMANDE KAPITALBEHOV I PELARE 2 2023-12-31 2022-12-31

Kreditkoncentrationsrisk 40 370 44 917

Rénterisk i bankboken 35397 31942

Kreditspreadrisk 1452 272

Summa tillkommande kapitalbehov i Pelare 2 77 219 77 130

TOTALT KAPITALKRAV (INKLUSIVE PELARE 2) 2023-12-31 2022-12-31

Kapitalbaskrav (Pelare 1) 368 967 347655

Sérskilt Kapitalbaskrav (Pelare 2-krav) 77 219 77 130

Kontracyklisk buffert 73 525 36 542

Kapitalkonserveringsbuffert 115 302 108 642

Totalt kapitalbehov 635 013 569 970

BRUTTOSOLIDITET 2023-12-31 2022-12-31

Exponeringsmatt 8491435 9283324

Primarkapital 815 001 873 317

Bruttosoliditetsgrad, % 9,60% 9,41%

Kapitalplanering

Koncernens och moderbolagets strategier och metoder for att vardera och uppratthalla kapitalbaskraven enligt forordningen (EU) nr
575/2013 foljer av bolagets riskhantering. Riskhanteringen syftar till att identifiera och analysera de risker som bolaget har i sin
verksambhet och att for dessa sitta lampliga begrénsningar (limiter) och férsdkra att det finns kontroll pé plats. Riskerna bevakas och
kontroller gors 16pande att limiter inte Gverskrids. I Koncernen och moderbolaget finns en samlad funktion for sjalvstindig riskkontroll
direkt understélld verkstillande direkt6ren vars uppgift &r att analysera utvecklingen av riskerna samt vid behov foresla dndringar i
styrdokument och processer saval for den 6ver-gripande riskhanteringen som for specifika omréden, sdsom valutarisk, ranterisk,
kreditrisk, anvindning av derivata och icke-derivata finansiella instrument samt placering av 6verlikviditet.
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REGULATORISKA NYCKELTAL

MALL "EU KM1 — MALL FOR NYCKELTAL” RAPPORTERAS NEDAN SOM FORESKRIVET I KOMMISSIONENS GENOMFORANDEFORORDNING 2021/637.

EU 7a
EU7b
EU 7¢

EU 7d

EU 8a

EU ga
10

EU 10a

EU 11a

12

13

14

EU 14a
EU 14b

EU 14¢

EU 14d

EU 14e

15
EU 16a
EU 16b

16

18
19

20

2023-12-31 2022-12-31

Tillgiinglig kapitalbas (belopp)

Kéarnpriméarkapital 691519 679 535

Primérkapital 841519 829535

Totalt kapital 946 519 934 535

Riskvigda exponeringsbelopp

Totalt riskvigt exponeringsbelopp 5478 809 5485 815

Kapitalrelationer (som en procentandel av det riskvigda exponeringsbeloppet)

Kéarnprimérkapitalrelation (i %) 12,62% 12,39%

Primarkapitalrelation (i %) 15,36% 15,12%

Total kapitalrelation (i %) 17,28% 17,04%

Ytterligare kapitalbaskrav for att hantera andra risker én risken for alltfor 14g bruttosoliditet (som en

procentandel av det riskviigda exponeringsbeloppet)

Ytterligare kapitalbaskrav for att hantera andra risker &@n risken for alltfor 1&g bruttosoliditet (i %) - -
varav: ska utgoras av kdrnprimarkapital (i procentenheter) - -
varav: ska utgoras av priméarkapital (i procentenheter) - -

Totala kapitalbaskrav for 6versyns- och utvarderingsprocessen (i %) 8% 8%

Kombinerat buffertkrav och samlat kapitalkrav (som en procentandel av det riskvigda

exponeringsbeloppet)

Kapitalkonserveringsbuffert (i %) 2,50% 2,50%

Konserveringsbuffert pa grund av makrotillsynsrisker eller systemrisker identifierade pa medlemsstatsniva (i %) - -

Institutspecifik kontracyklisk kapitalbuffert (i %) 1,65% 0,83%

Systemriskbuffert (i %) - -

Buffert for globalt systemviktigt institut (i %) - -

Buffert for andra systemviktiga institut (i %) - -

Kombinerat buffertkrav (i %) 4,15% 3,33%

Samlade kapitalkrav (i %) 13,57% 12,72%

Tillgéngligt kirnprimérkapital efter uppfyllande av de totala kapitalbaskraven f6r 6versyns- och utvirderingsprocessen

(1%) 9,28% 9,04%

Bruttosoliditetsgrad

Totalt exponeringsmatt 9579 624 11 096 711

Bruttosoliditetsgrad (i %) 8,78% 7,48%

Ytterligare kapitalbaskrav for att hantera risken for alltfor 14g bruttosoliditet (som en procentandel av

det totala exponeringsméttet)

Ytterligare kapitalbaskrav for att hantera risken for alltfor lag bruttosoliditet (i %) - -
varav: ska utgoras av kdrnprimarkapital (i procentenheter) - -

Totala krav avseende bruttosoliditetsgrad f6r 6versyns- och utvirderingsprocessen (i %) 3% 3%

Bruttosoliditetsbuffert och samlat bruttosoliditetskrav (som en procentandel av det totala

exponeringsmaéttet)

Krav p& bruttosoliditetsbuffert (i %) - -

Samlat bruttosoliditetskrav (i %) 3% 3%

Likviditetstickningskvot

Totala hogkvalitativa likvida tillgdngar (viktat virde — genomsnitt) 688 570 189 190

Likviditetsutfloden — totalt viktat virde -265 939 -416 299

Likviditetsinfloden — totalt viktat virde 199 454 312224

Totala nettolikviditetsutfléden (justerat véirde) -66 485 -104 075

Likviditetstdckningskvot (i %) 1035,68% 181,78%

Stabil nettofinansieringskvot

Total tillgénglig stabil finansiering 8 219 862 9 244 857

Totalt behov av stabil finansiering 5288 477 6029 470

Stabil nettofinansieringskvot (i %) 155,43% 153,33%
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Not 4. Viktiga uppskattningar och bedomningar for redovisningsiandamal

Uppskattningar och beddmningar utvirderas 16pande och baseras pé historisk erfarenhet och andra faktorer, inklusive forvintningar pa
framtida handelser som anses rimliga under radande férhallanden.

4.1 Viktiga uppskattningar och antaganden

Aros Kapital gor uppskattningar och antaganden om framtiden. De uppskattningar for redovisningsdndamaél som blir foljden av dessa
kommer, definitionsmaéssigt, séllan att motsvara det verkliga resultatet. De uppskattningar och antaganden som innebéar en betydande
risk for visentliga justeringar i redovisade vérden for tillgdngar och skulder under néstkommande rakenskapsér anges i huvuddrag
nedan.

Avsittningar

Generellt sett redovisas en avséttning da det finns ett atagande till {6ljd av en intraffad héndelse, dar det &r troligt att ett utflode av
resurser kommer att kréavas for att reglera atagandet samt en tillforlitlig uppskattning av beloppet kan goras. Avsittning gors med det
belopp som &r den bista uppskattningen av det som krévs for att reglera den befintliga forpliktelsen pa balansdagen, och tidpunkten for
regleringen ar osdker. Ersattningsansprak omfattar avsiattningar for tvister, och representerar ledningens basta uppskattning av framtida
kassafloden nodvéandiga for att reglera forpliktelserna. Vid faststillanden av forekomsten och beloppet for avsittningar kravs visentliga
bedomningar av ledningen. Da det finns en osidkerhet i uppskattningarna avseende kommande hiandelser som &r utanfor koncernens
kontroll kan det verkliga utfallet avvika visentligt.

Reservering for befarade kreditforluster

Koncernen och moderbolaget har utvecklat en metod for berakning och skattning av férvintade kreditférluster. Denna typ av skattning
kan goras med en rad olika modeller och valet av dessa modeller far en paverkan pé den forlustreserv och fordndringar i férlustreserv
som redovisas i denna &rsredovisning. Modellen kidnnetecknas av en hog nivé av antagande om framtiden bland annat baserat pé hur
historiska monster dterupprepas men dven om de makroantaganden som gors. Koncernen och moderbolaget har ocksa gjort antaganden
och bedomningar kring hur bolaget ska definiera betydande 6kning av kreditrisk och kreditforsamrade 1an. For information kring
bolagets indata och antaganden se 2.8.

Not 5. Intikternas fordelning
Koncernen
Geografisk fordelning

. . Stor-
2023 Sverige Danmark Norge Finland Tyskland Irland britannien
Rénteintakter 419 778 344 11 283 2 30 8168 141538
Provisionsintakter 129 818 2273 18 184 9905 240 - -
Ovriga intikter 16 134 359 4156 - 375 - -
SUMMA 565 730 2 976 33 623 9907 644 8 168 141538
. . Stor-
2022 Sverige Danmark Norge Finland Tyskland Irland . .
britannien
Rénteintakter 275 330 293 4 551 61 3 5415 181 538
Provisionsintdkter 105 609 3299 24 806 19798 531 - -
Ovriga intéikter 29 421 251 1914 4685 110 - -
SUMMA 410 360 3843 31271 24 544 644 5415 181 538
Fordelning per produktomrade
2023 Lin Faktlll;;; Leasing Inkasso Ovrigt
Rénteintakter 456 463 4 880 54 864 - 64 935
Provisionsintakter - 160 419 - - -
Ovriga intikter 4475 14 196 359 - 1994
SUMMA 460 937 179 495 55223 - 66 929
2022 Lan Faktl;:;; Leasing Inkasso Ovrigt
Rénteintakter 412 065 5463 41165 - 8 497
Provisionsintdkter - 154 044 - - -
Ovriga intikter - 23 320 - 9775 3285
SUMMA 412 065 182 827 41165 9775 11782
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Moderbolaget
Geografisk fordelning

2023 Sverige Danmark Norge Finland Tyskland
Rénteintakter 448 580 344 11 283 2 30
Leasingintakter 187 281 - - - -
Provisionsintakter 129 818 2273 18 184 9905 240
Ovriga intikter 16 134 359 4156 - 375
SUMMA 781 812 2976 33 623 9 907 644
2022 Sverige Danmark Norge Finland Tyskland
Rénteintakter 316 744 203 4 551 61 3
Leasingintakter 133 588 - - - -
Provisionsintdkter 105 609 3299 24 806 19 798 531
Ovriga intikter 29 421 251 1914 4685 110
SUMMA 585 362 3843 31271 24 544 644

Fordelning per produktomrade

2023 Lan Faktl;:;; Leasing Inkasso Ovrigt
Rénteintakter 306 757 4 880 - - 148 601
Leasingintakter - - 187 281 - -
Provisionsintdkter - 160 419 - - -
Ovriga intéikter 4475 14 196 359 - 1994
SUMMA 311 232 179 495 187 640 - 150 596
2022 Lan Faktul:.a- Leasing Inkasso Ovrigt
kop

Rénteintakter 225 112 5463 - - 91077
Leasingintakter - - 133 588 - -
Provisionsintakter - 154 044 - - -
Ovriga intékter - 23320 - 9775 3285
SUMMA 225 112 182 827 133 588 9775 94 362
Not 6. Riintenetto

Koncernen Moderbolaget

2023 2022 2023 2022
RANTEINTAKTER
Utlaning till kreditinstitut 51047 4 225 51047 4 225
Summa ranteintikter utléning till kreditinstitut 51047 4 225 51047 4 225
Utlaning till allménheten 523 912 460 662 403 008 315124
Summa ranteintikter utldning till allménheten 523 912 460 662 403 008 315 124
Rénteintakter obligationer och andra rantebarande vardepapper 6183 2303 6183 2 303
Summa ranteintikter placeringar 6183 2303 6183 2303
SUMMA 581142 467 190 460 238 321 652
varav ranteintékter pa osdkra fordringar - - - -
LEASING INTAKTER - - 187 281 133 588

Koncernen Moderbolaget
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RANTEKOSTNADER

2023 2022 2023 2022
Skulder till allmanheten -229 587 -83 144 -229 587 -83 144
Skulder till kreditinstitut -30 706 -58 436 -30 706 -58 436
Rinta efterstillda skulder -11 573 -8 485 -11 573 -8 485
Ovriga -533 -481 -2 -1
SUMMA -272 399 -150 546 -271 868 -150 066
RANTENETTO 308 743 316 644 375 651 305 174
Not 7. Provisionsintikter och provisionskostnader

Koncernen Moderbolaget

2023 2022 2023 2022
PROVISIONSINTAKTER
Ovriga provisionsintikter 160 419 154 044 160 419 154 044
SUMMA 160 419 154 044 160 419 154 044
PROVISIONSKOSTNADER
Ovriga provisionskostnader -71 800 -83 080 -49 768 -46 344
SUMMA -71 800 -83 080 -49 768 -46 344
PROVISIONSNETTO 88 620 70 964 110 652 107 700
Not 8. Nettoresultat av finansiella transaktioner

Koncernen Moderbolaget

2023 2022 2023 2022
Valutakursforandringar -559 -695 -510 -752
Ovriga finansiella transkationer - 112 - -
SUMMA -559 -583 -510 -752
Not 9. Ovriga rorelseintiikter

Koncernen Moderbolaget

2023 2022 2023 2022
Inkassointéakter 9312 9775 9312 9775
Administrationsintakter 9718 23 468 9718 23 468
Ovriga rérelseintikter 1994 3137 1994 3137
SUMMA 21024 36 380 21 024 36 380
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Not 10. Allminna administrationskostnader

Koncernen Moderbolaget

2023 2022 2023 2022
PERSONALKOSTNADER
Loner och andra ersattningar -66 429 -49 136 -54 990 -41 868
Varav loner och andra ersdttningar till styrelse & VD -3 825 -3 056 -3 825 -3 056
Varav loner och andra ersdttningar till 6vriga anstallda -62 604 -46 080 -51164 -38 812
Pensionskostnader -6 925 -4 662 -5 862 -3992
Sociala kostnader -18 337 -13 600 -16 915 -12 711
Andra personalkostnader -6 183 -6 189 -5782 -5959
SUMMA PERSONALKOSTNADER -97 874 -73 587 -83 549 -64 530

Koncernen Moderbolaget
OVRIGA ADMINISTRATIONSKOSTNADER 2023 2022 2023 2022
Lokalkostnader -5 470 -3 566 -10 064 -7 747
Ovriga allméinna administrationskostnader -1 034 -770 -1 016 -658
SUMMA OVRIGA ADMINISTRATIONSKOSTNADER -6 504 -4 337 -11 080 -8 405
SUMMA ALLMANNA ADMINISTRATIONSKOSTNADER -104 378 -77 924 -94 629 -72 935
Erséttningar till ledande befattningshavare — 2023 Koncern

Grundl6n/ Rorlig Ovriga Pensions- Summa
arvode erséttning formaner kostnader
Pél Ryfors, Styrelseordforande 635 - - - 635
Erik Berfenhag Verkstillande direktor 2421 - 115 578 3113
Cecilia Stédhle, Styrelseledamot 385 - - - 385
Thomas Gustafsson, Styrelseledamot - - - - -
Gustav Andersson, Styrelseledamot - - - - -
Jonas Hoglund, Styrelseledamot 385 - - - 385
Anna Blom, Styrelseledamot - - - - -
Andra ledande befattningshavare 7781 201 209 1108 9389
Summa 11 606 291 324 1686 13 907
Erséttningar till ledande befattningshavare — 2022 Koncern
Grundl6n/ Rorlig Ovriga Pensions- Summa
arvode erséttning formaner kostnader
Anette Asklin Styrelseordférande 343 - - - 343
Erik Berfenhag Verkstillande direktor 2 010 - 112 397 2519
Cecilia Stdhle, Styrelseledamot 193 - - - 193
Thomas Gustafsson, Styrelseledamot - - - - -
Gustav Andersson, Styrelseledamot - - - - -
Jonas Hoglund, Styrelseledamot 193 - - - 193
P4l Ryfors, Styrelseledamot 318 - - - 318
Andra ledande befattningshavare 8 725 533 149 1040 10 447
Summa 11781 533 262 1436 14 013
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Erséttningar till ledande befattningshavare — 2023 Moderbolag

Grundl6n/ Rorlig Ovriga Pensions- Summa
arvode erséttning formaner kostnader
Pél Ryfors, Styrelseordférande 635 - - - 635
Erik Berfenhag Verkstillande direktor 2421 - 115 578 3113
Cecilia Stdhle, Styrelseledamot 385 - - - 385
Thomas Gustafsson, Styrelseledamot - - - - -
Gustav Andersson, Styrelseledamot - - - - -
Jonas Hoglund, Styrelseledamot 385 - - - 385
Anna Blom, Styrelseledamot - - - - -
Andra ledande befattningshavare 3976 - 209 716 4901
Summa 7 801 - 324 1294 9 419
Ersiattningar till ledande befattningshavare — 2022 Moderbolag
Grundlon/ Rorlig Ovriga Pensions-
arvode ersittning formaner kostnader Summa
Anette Asklin Styrelseordférande 343 - - - 343
Erik Berfenhag Verkstillande direktor 2 010 - 112 397 2 519
Cecilia Stéhle, Styrelseledamot 193 - - - 193
Thomas Gustafsson, Styrelseledamot - - - - -
Gustav Andersson, Styrelseledamot - - - - -
Jonas Hoglund, Styrelseledamot 193 - - - 193
Pal Ryfors, Styrelseledamot 318 - - - 318
Andra ledande befattningshavare 5451 530 149 729 6 859
Summa 8 507 530 262 1125 10 425

Loner och andra ersittningar till verkstéllande direktor och andra ledande befattningshavare utgors av fast 16n. I ersittningar till andra
ledande befattningshavare utgors o kr (0 kr) av avgingsvederlag. Styrelseledamoéter som tillika &r anstéllda inom bolaget uppbar inget

arvode for deras styrelsearbete.

Rorliga ersittningar

De tillkommande rorliga ersittningarna utgar i férhéllande till individuell maluppfyllelse av de intékts- och resultatmal som faststéllts

for &ret. Mélen faststélls drligen av styrelsen. Samtliga rorliga ersattningar ar pensionsgrundande. Information om Aros

ersittningspolicy i enlighet med upplysningskraven i FFFS 2011:1 dterfinns pd bolagets hemsida www.aroskapital.se.

Pensioner

Samtliga anstilldas pensioner tryggas genom avgiftsbestimda planer, vilket innebar att rakenskapsérets kostnad for pensioner

motsvarar till sin helhet pensionsgrundande ersittningar.

Verkstillande direktérens pensionsalder ar 65 &r. Andra ledande befattningshavares pensionsélder &r 65 ar och kompletterande

betalningar gors arligen till en avgiftsbestamd plan.

Uppsigningstider och avgingsvederlag

Enligt avtal mellan Aros Kapital och verkstillande direktéren uppgér uppsagningstiden till 6 manader. Om uppségningen initieras av

Aros Kapital AB utgér avgangsvederlag om 6 ménadsloner. Avgangsvederlaget sitts ned med belopp som verkstéllande direktoren

erhéller frin eventuell ny anstéllning.

For andra ledande befattningshavare utgar avgingsvederlag enligt avtal 6 manadsloner, oavsett frin vems sida uppségning sker
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Medelantal anstallda
Medelantal anstillda 2023 Medelantal anstillda 2022

Kvinnor Mién Totalt Kvinnor Min Totalt
Moderbolaget:
Sverige 34 51 85 22 41 63
Norge 2 3 5 - 2 2
Totalt i Moderbolaget 36 54 90 22 43 65
Dotterbolag:
England 1 4 5 1
Totalt i dotterbolag 1 4 5 1 3 4
Totalt i Koncernen 37 58 95 23 46 69

Konsfordelning styrelseledamdoter och ledande befattningshavare i koncernen och moderbolaget

Antal pa balansdagen 2023 Antal pa balansdagen 2022
Kvinnor Min Totalt Kvinnor Min Totalt

Styrelseledamoter i koncernen och
moderbolaget 2 4 6 2 4 6
Verkstillande direktorer och andra ledande
befattningshavare - moderbolaget 2 3 5 2 6 8
Verkstillande direktorer och andra ledande
befattningshavare - koncernen 2 4 6 2 7 9
Ersittningar till revisorerna

Koncernen Moderbolaget

2023 2022 2023 2022
PWC
Revisionsuppdrag 2352 1719 2352 1719
Revisionsverksamhet ut6ver revisionsuppdraget 336 225 336 225
Ovriga tjinster - 266 - 266
SUMMA 2688 2210 2688 2 210

Koncernen Moderbolaget

2023 2022 2023 2022
SBM Associates Limited
Revisionsuppdrag 723 448 - -
Revisionsverksamhet utver revisionsuppdraget - - - -
Ovriga tjanster - - - -
SUMMA 723 448 - -
Total 3 411 2 657 2 688 2 210
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Not 11. Operationella leasingavtal

Totala leasing- och hyreskostnader under aret

Framtida leasingavgifter avseende operationella leasingavtal med en &terstaende 16ptid om:

Mindre ar 1 &r
Langre 4n 1 r men hogst 5 ar

SUMMA

Bolaget har flertalet leasingavtal. Summan av operationella leasingavtal utgors primért av lokaler.

Moderbolaget
2023 2022
-10 013 -7 584
-8 314 -7 690
-17 414 -25728
-25 728 -33 418

Not 12. Av- och nedskrivningar av materiella och immateriella anliggningstillgangar

Avskrivningar av leasingobjekt
Avskrivningar av materiella tillgdngar
Avskrivningar av immateriella tillgdngar
Avskrivningar pa nyttjanderattstillgingar

SUMMA

Not 13. Ovriga rorelsekostnader

Marknadsforingskostnader
Forsakringskostnader
Konsulter

It-kostnader

Avsiattningar

Ovriga rorelsekostnader

SUMMA

Not 14. Kreditforluster, netto

Kreditforluster, netto enligt IFRS 9
Forandring av reserveringar i steg 1
Forandring av reserveringar i steg 2
Forandring av reserveringar i steg 3
Summa

Konstaterade forluster
Valutakursforandringar

SUMMA
Kreditforluster avseende utlaning till allménheten

ARETS TOTALA NETTOKOSTNAD FOR KREDITFORLUSTER

Koncernen Moderbolaget
2023 2022 2023 2022
- - -132 417 -02 422
-1909 -1715 -1787 -1612
-28 -37 -28 -37
-10 535 -8 405 - -
-12 472 -10 158 -134 231 -94 071
Koncernen Moderbolaget
2023 2022 2023 2022
-1836 -4 546 -1836 -4 546
-4 076 -4 916 -4 020 -4 842
-61 328 -44 693 -52 622 -40 269
-6 563 -4 633 -6 563 -4 633
-9 152 -35848 -9 152 -35 848
-55 028 -59 176 -52 348 -57 428
-137 984 -153 811 -126 542 -147 566
Koncernen Moderbolaget
2023 2022 2023 2022
3044 -9948 9 055 -9 948
-3 668 -12 732 333 -12 732
-212 805 11 515 -151 835 11515
-213 429 -11 165 -142 447 -11 165
-20 131 -47 878 -20 131 -47 878
-2233 1017 183 1017
-22 364 -46 862 -19 948 -46 862
-235 793 -58 027 -162 395 -58 027
-235 793 -58 027 -162 395 -58 027

Kreditforluster dr hanforliga till Utléning till allmédnheten, och kategoriseras sésom tillgdngar virderade till upplupet anskaffningsvérde.
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Not 15. Bokslutsdispositioner

Forandring av periodiseringsfond

SUMMA

Not 16. Skatter

SKATT PA ARETS RESULTAT
Aktuell skatt
Aktuell skatt pa arets resultat

Skattejustering hanforlig till tidigare &rs redovisade resultat

Uppskjuten skatt

Summa skatt

Uppskjuten skatteintikt redovisade i resultatrdikningen

Uppskjuten skatteintékt hanforlig till forlustavdrag
Summa uppskjuten skatteintikt for aret

Aktuell skatt

Avstimning av skatt pa arets resultat

Moderbolaget
2023 2022
-1 400 -29 850
-1 400 -38 685

Koncernen Moderbolaget
2023 2022 2023 2022
-1027 -27 568 -1027 -18 534
6744 - - -
-288 -6 149 - -
5429 -33 717 -1 027 -18 534
1959 - - -
1959 - - -
-7 387 33 717 1027 18 534

Inkomstskatten p& Aros Kapital AB:s resultat fore skatt skiljer sig fran det teoretiska belopp som skulle ha framkommit vid anvandning av

géllande skattesats 20,6% for resultatet enligt foljande:

Redovisad vinst/forlust fore skatt

Skatt enligt gillande skattesats

Skatteffekt av ej avdragsgilla kostnader

Skatteffekt av ej skattepliktiga intakter

Skatt hanforlig till tidigare ars redovisade resultat
Skatteeffekt av schablonrénta pé periodiseringsfond
Effekt av utlindska skattesatser

Redovisad skatt

Aktuella skattefordringar

Ovriga

Summa

Uppskjuten skattefordran

Forandringar i uppskjuten skattefordran
Belopp per 1 januari

Underskottsavdrag

Valutakursforandringar

Summa

Transaktion 09222115557513909129

-72798 123 485 -12 379 46 053

-14 996 25438 -2 550 9487

8485 9627 4643 9 342

-1587 -406 -1587 -406

- -267 - 2

514 102 514 102

198 =777 8 6

-7 387 33717 1027 18 534
Koncernen Moderbolaget

2023 2022 2023 2022

30 002 - 23968 -

30 002 - 23 968 -
Koncernen Moderbolaget

2023 2022 2023 2022

1959 - - -

_64 - - -

1894 - - -
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Not 17. Utlaning till kreditinstitut

Likvida medel
Ovrig utlining

SUMMA

Redovisade belopp per valuta
SEK

EUR

DKK

NOK

GBP

USD

CZK

CAD

SUMMA

Varav utlandska valuta

Not 18. Utlaning till allménheten

Utest&ende fordringar, brutto

Avgér:

-Reserv for befarade kreditforluster (se specifikation
nedan samt not 19)

SUMMA UTLANING TILL ALLMANHETEN

Léptidsinformation (kontraktsmdssiga forfallotider): Se 3.1 Finansiella risker, c) Likviditetsrisk

Redovisat belopp per valuta
SEK
DKK
EUR
NOK
GBP

USD
CHF
CAD

JPY

CZK
SUMMA

Varav summa utlandsk valuta

Transaktion 09222115557513909129

Koncernen Moderbolaget
2023-12-31 2022-12-31 2023-12-31 2022-12-31
1839 156 876 890 1823 952 839 060
1839 156 876 890 1823 952 839 060
1006 955 837507 1006935 837483
816 271 8 063 816 067 -
936 982 936 982
14990 29747 10 4
2 1 2 1
2 590 2 590
1839 156 876 890 1823 952 839 060
832 201 39383 817 017 1577
Koncernen Moderbolaget
2023-12-31 2022-12-31 2023-12-31 2022-12-31
6779 661 9196 791 6178 607 8 653 920
-297 613 -84 184 -226 631 -84 184
6 482 048 9112 607 5951976 8 569 737
3961327 5714 800 3440 891 5225273
3867 10 332 3867 10 332
1174 037 1332483 1176 328 1336 078
303 308 333593 303 308 333593
928 744 1518 141 916 817 1461 202
107 622 201772 107 622 201772
225 721 225 721
757 765 757 765
2154 - 2154 -
7 - 7 -
6482048 9 112 607 5951976 8569 737
2520721 3397 807 2511085 3344 463
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Koncernen

Utlaning till allmiéinheten, brutto, ingdende balans 2023-01-01
Nya finansiella tillgangar

Borttagna finansiella tillgdngar

Overforingar mellan kategorier

- frén 1 till 2

-fran 1till 3

- frén 2 till 1

-frén 2 till 3

- frén 3 till 2

Valutakursforandringar

Utlaning till allménheten, brutto, utgdende balans 2023-12-31

Reservering for forvintade kreditforluster, ingdende balans 2023-01-01
Nya finansiella tillgdngar

Borttagna finansiella tillgdngar

Overforingar mellan kategorier

- frén 1 till 2

-fran 1till 3

- frén 2 till 1

-frén 2 till 3

- frén 3 till 2

Forandringar i antaganden (PD, EAD, LGD och Makro)
Valutakursforandringar

Reservering for forvintade kreditforluster, utgiende balans 2023-12-31

Koncernen

Utlaning till allmiéinheten, brutto, ingdende balans 2022-01-01
Nya finansiella tillgangar

Borttagna finansiella tillgdngar

Overforingar mellan kategorier

- frén 1 till 2

- frén 1till 3

- frén 2 till 1

-frén 2 till 3

- frén 3 till 2

Valutakursforandringar

Utlaning till allménheten, brutto, utgidende balans 2022-12-31

Transaktion 09222115557513909129

Ej osiiker

Ej osiker

fordran fordran Osiiker fordran
Steg 1 Steg 2 Steg 3 Summa
7860 766 985 366 350 658 9196 791
3043 741 456 217 162 192 3662 150
-5 345 242 -491 364 -184 608 -6 021214
-1022178 1063 148 - 40 970
-348 448 - 305989 -42 459
73 312 -96 746 - -23 434
- -194 469 159 448 -35 021
-13 603 8 201 7189 1877
4 248 347 1730 445 800 868 6779 661
Steg 1 Steg 2 Steg 3 Summa
-25 076 -15 218 -43 890 -84 184
-15 498 -6 424 -88 904 -110 826
16 848 3493 22 693 43034
912 -6 476 - -5 564
622 - -68 469 -68 468 522
-332 1670 - 1338
- 5287 -19 160 -13 873
-1297 469 -56 630 -57 458
1788 -1687 -2335 -2233
-22 032 -18 886 -256 695 -297 613
Steg 1 Steg 2 Steg 3 Summa
8239 850 342175 123 369 8705 394
4 898 284 297 376 106 166 5301827
-4 560 158 -181 583 -79 246 -4 820 987
-556 066 611 815 - 55749
-172 667 - 153 185 -19 482
18 979 -20 186 - -10 207
- 55230 47702 -7 528
- 474,962 -518 -43
-7 456 -475 - <7931
7 860 766 985 366 350 658 9196 791
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Reservering for forvintade kreditforluster, ingdende balans 2022-01-01
Finansiella tillgdngar som tillkommit under &ret
Borttagna finansiella tillgdngar

Overforingar mellan kategorier

- frén 1 till 2

-fran 1till 3

- frén 2 till 1

-frén 2 till 3

- frén 3 till 2

Forandringar i antaganden (PD, EAD, LGD och Makro)
Valutakursforandringar

Reservering for forvintade kreditforluster, utgiende balans 2022-12-31

Moderbolaget

Utlaning till allmiéinheten, brutto, ingdende balans 2023-01-01
Nya finansiella tillgangar

Borttagna finansiella tillgdngar

Overforingar mellan kategorier

- frén 1 till 2

-fran 1till 3

- frén 2 till 1

-frén 2 till 3

- frén 3 till 2

Valutakursforandringar

Utlaning till allménheten, brutto, utgdende balans 2023-12-31

Reservering for forvintade kreditforluster, ingdende balans 2023-01-01
Finansiella tillgdngar som tillkommit under &ret
Borttagna finansiella tillgdngar

Overforingar mellan kategorier

- frén 1 till 2

- frén 1till 3

- frén 2 till 1

-frén 2 till 3

- frén 3 till 2

Forandringar i antaganden (PD, EAD, LGD och Makro)
Valutakursforandringar

Reservering for forvintade kreditforluster, utgiende balans 2023-12-31

Transaktion 09222115557513909129

Ej osiiker

Ej osiker

fordran fordran Osiiker fordran
Steg 1 Steg 2 Steg 3 Summa
-15 128 -2 486 -55 405 -73 019
-23 465 -6 715 -5873 -36 053
11913 1139 47 695 60 747
789 -6 859 - -6 070
372 - -11598 -11 226
-57 184 - 128
- 411 -6 797 -6 386
- -3 52 49
-514 -892 -11 964 -13 370
1014 3 - 1017
-25 076 -15 218 -43 890 -84 184
Steg 1 Steg 2 Steg 3 Summa
7973 026 456 788 224106 8 653 920
2 851708 370 793 165 561 3388 062
-5 578 709 -167 340 -117 101 -5 863 150
-836 042 909 382 - 73 341
-329 827 - 287368 -42 459
55978 -74 192 - -18 213
- -105 161 86 733 -18 428
3073 1412 1049 5534
4139 209 1391 682 647 716 6 178 607
Ej oséker fordran Ej osdker fordran Osiker fordran
Steg 1 Steg 2 Steg 3 Summa
-25 076 -15 218 -43 890 -84 184
-14 029 -6 343 -88 904 -109 277
21752 3787 25813 51353
785 -4 224 - -3438
595 - -68 456 -67 861
-332 1670 - 1338
- 5283 -13 628 -8 344
-189 328 -6 539 -6 400
472 -168 -121 183
-16 021 -14 885 -195 725 -226 631
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Moderbolaget

Steg 1 Steg 2 Steg 3 Summa
Utlaning till allmiéinheten, brutto, ingdende balans 2022-01-01 7 834 594 325 280 123 369 8 283 243
Nya finansiella tillgdngar 4 415 557 231599 13 196 4 660 351
Borttagna finansiella tillgéngar -3951 848 -164 687 -79 246 -4 195 781
Overforingar mellan kategorier
- frén 1 till 2 -195 300 149 013 - -46 286
-frén 1till 3 -139 367 - 119 604 -19 763
- fran 2 till 1 18 979 -29 186 - -10 207
-fran 2till 3 - -55 230 47702 -7 528
- frén 3 till 2 - 475 -518 -43
Valutakursforandringar -9 590 -475 - -10 065
Utlaning till allmiéinheten, brutto, utgdende balans 2022-12-31 7973 026 456 788 224106 8 653 921

fg::isril:fr fl:l(_:'r(;sré;l;er Osiiker fordran

Steg 1 Steg 2 Steg 3 Summa
Reservering for forvintade kreditforluster, ingdende balans 2022-01-01 -15 128 -2 486 -55 405 -73 019
Finansiella tillgdngar som tillkommit under aret -23 465 -6 715 -5 873 -36 053
Borttagna finansiella tillgéngar 11913 1139 47 695 60 747
Overforingar mellan kategorier
- frén 1 till 2 789 -6 859 - -6 070
- frdn 1till 3 372 - -11 598 -11 226
- frén 2 till 1 -57 184 - 128
-fran 2till 3 - 411 -6 797 -6 386
- frén 3 till 2 - -3 52 49
Fordndringar i antaganden (PD, EAD, LGD och Makro) -514 -892 -11 964 -13 370
Valutakursforandringar 1014 3 - 1017
Reservering for forvintade kreditforluster, utgiende balans 2022-12-31 -25 076 -15 218 -43 890 -84 184
Not 19. Forviantade kreditforluster och kreditexponering per steg (IFRS 9)
Koncernen
2023

Redovisat Reserv for Redovisat Reser\:erings—
Steg 1 bruttf)viirde/ férvii'ntfide virde/ g:\(}éflot; de

Nominellt belopp kreditforluster ~ Netto belopp Kreditforluster
Fakturakép 1825274 -5 386 1819 888 0,30%
Leasingfordringar 234 602 -1307 233 295 0,56%
Lénefordringar 2184 036 -15 339 2168 696 0,70%
Totalt 4243 912 -22 032 4 221 880 0,52%
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Redovisat Reserv for Redovisat R:;grf;irlngs—
Steg 2 bruttovirde/ forvantade virde/ %iirvénta de
Nominellt belopp kreditforluster ~ Netto belopp Kreditforluster
Fakturakop 23 006 -3 362 19 644 14,61%
Leasingfordringar 88 074 -7318 80 755 8,31%
Lénefordringar 1619 365 -8 205 1611160 0,51%
Totalt 1730 445 -18 886 1711 559 1,09%
Redovisat Reserv for Redovisat Reserveringsgra
Steg 3 bruttovirde/No forvintade virde/Netto d for forvantade
minellt belopp  kreditférluster ~ belopp kreditforluster
Fakturakop 24108 -4 841 19 267 20,08%
Leasingfordringar 218 436 -163 784 54 653 74,98%
Lénefordringar 558 324 -88 071 470 253 15,77%
Totalt 800 868 -256 695 544 173 32,05%
Koncernen
2022
Redovisat Reserv for Redovisat Reserveringsgra
Steg 1 bruttoviarde/No forvantade virde/Netto d for forvantade
minellt belopp  kreditforluster  belopp kreditforluster
Fakturakop 2 672 271 -13 754 2658 516 0,51%
Leasingfordringar 385572 -1355 384 217 0,35%
Lénefordringar 3493 826 -9 967 3483 859 0,29%
Totalt 6 551 669 -25 076 6 526 593 0,38%
Redovisat Reserv for Redovisat Reserveringsgra
Steg 2 bruttoviarde/No forvantade virde/Netto d for forvantade
minellt belopp  kreditforluster  belopp kreditforluster
Fakturakop 29 647 -660 28 988 2,22%
Leasingfordringar 84 327 -9 453 74 875 11,21%
Lénefordringar 871392 -5105 866 286 0,59%
Totalt 985 366 -15 218 970 149 1,54%
Redovisat Reserv for Redovisat Reserveringsgra
Steg 3 bruttovirde/No forvantade virde/Netto d for forvantade
minellt belopp  kreditforluster  belopp kreditforluster
Fakturakop 11537 -7 732 3 805 67,02%
Leasingfordringar 30 220 -11 407 18 813 37,75%
Lénefordringar 308 901 -24 751 284 150 8,01%
Totalt 350 658 -43 890 306 768 12,52%

Koncernens lanefordringar ar av kort karaktér. Detta innebir att reserven i steg 1-2 per 2022-12-31 1 all vésentlig avser fordringar som forfallit och som
hanterats per 2023-12-31. Av de per 2022-12-31 i steg 3 redovisade 43,9 mkr (fakturakop 7,7 mkr, Leasingfordingar 11,4 mkr samt l&nefordringar 24,8 mkr)
ligger 21,2 mkr (varav fakturakop 4,9 mkr, leasingfordingar 5,7 mkr samt lanefordringar 10,6 mkr) kvar i steg 3 per 2023-12-31.

Transaktion 09222115557513909129
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Moderbolaget
2023
Redovisat Reserv for Redovisat Reserveringsgra
Steg 1 bruttovirde/No forvintade virde/Netto d for forvantade
minellt belopp  kreditforluster ~ belopp kreditforluster
Fakturakop 1825274 -5 386 1819 888 0,30%
Leasingfordringar 234 602 -1307 233 295 0,56%
Lénefordringar 2595333 -9 328 2586 005 0,36%
Totalt 4 655 210 -16 021 4639189 0,34%
Redovisat Reserv for Redovisat Reserveringsgra
Steg 2 bruttovirde/No forvantade virde/Netto d for forvantade
minellt belopp  kreditforluster  belopp kreditforluster
Fakturakop 23 006 -3 362 19 644 14,61%
Leasingfordringar 88 074 -7 318 80755 8,31%
Lénefordringar 1280 603 -4 205 1276 398 0,33%
Totalt 1391682 -14 885 1376 797 1,07%
Redovisat Reserv for Redovisat Reserveringsgra
Steg 3 bruttovirde/No forvintade virde/Netto d for forvantade
minellt belopp  kreditférluster ~ belopp kreditforluster
Fakturakop 24108 -4 841 19 267 20,08%
Leasingfordringar 218 436 -163 784 54 653 74,98%
Lénefordringar 405 171 -27101 378 071 6,60%
Totalt 647716 -195 725 451991 30,22%
Moderbolaget
2022
Redovisat Reserv for Redovisat Reserveringsgra
Steg 1 bruttovirde/No forvantade virde/Netto d for forvantade
minellt belopp  kreditforluster  belopp kreditforluster
Fakturakop 2 672 271 -13 754 2658 516 0,51%
Leasingfordringar 385572 -1355 384 217 0,35%
Lénefordringar 4 095 583 -13 179 4082 404 0,32%
Totalt 7153 425 -28 288 7125137 0,40%
Redovisat Reserv for Redovisat Reserveringsgra
Steg 2 bruttoviarde/No forvantade virde/Netto d for forvantade
minellt belopp  kreditforluster  belopp kreditforluster
Fakturakop 29 647 -660 28 988 2,22%
Leasingfordringar 84 327 -9 453 74 875 11,21%
Lénefordringar 342 813 -4 892 337921 1,43%
Totalt 456 788 -15 004 441783 3,28%
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Redovisat Reserv for Redovisat Reserveringsgra
Steg 3 bruttovirde/No forvantade virde/Netto d for forvantade

minellt belopp  kreditforluster  belopp kreditforluster
Fakturakop 11537 -7 732 3 805 67,02%
Leasingfordringar 30 220 -11 407 18 813 37,75%
Lénefordringar 182 349 -21 752 160 597 11,93%
Totalt 224 106 -40 891 183 215 18,25%

Moderbolagets ldnefordringar ar av kort karaktér. Detta innebdr att reserven i steg 1-2 per 2022-12-31 i all vésentlig avser fordringar som forfallit och som
hanterats per 2023-12-31. Av de per 2022-12-31 i steg 3 redovisade 40,9 mkr (fakturakop 7,7 mkr, Leasingfordingar 11,4 mkr samt l&nefordringar 21,8 mkr)
ligger 18,2 mkr (varav fakturakop 4,9 mkr, leasingfordingar 5,7 mkr samt ldnefordringar 7,6 mkr) kvar i steg 3 per 2023-12-31.

Not 20. Obligationer och 6vriga riantebarande virdepapper

Koncernen
2023-12-31 2022-12-31
Redovisat Nominellt Redovisat Nominellt
belopp belopp belopp belopp
Utlandska stater 212 703 214 153 45960 47 824
Svenska kommuner & landsting 326 167 325 000 143 230 141 000
Svenska stadsobligationer 149 700 150 000 - -
SUMMA 688 570 689 153 189 190 188 824
Moderbolaget
2023-12-31 2022-12-31

Redovisat Nominellt Redovisat Nominellt
belopp belopp belopp belopp
Utlandska stater 212 703 214 153 45960 47 824
Svenska kommuner & landsting 326 167 325 000 143 230 141 000
Sékerstillda obligationer - - - -
SUMMA 688 570 689 153 189 190 188 824

Léptidsinformation (kontraktsmdssiga forfallotider): Se 3.1 Finansiella risker, c) Likviditetsrisk

Not 21. Aktier i dotterbolag
Moderbolaget

2023-12-31 2022-12-31
Ingéende anskaffningsvirde 16 698 15573
Forvarv 1125
Utgédende redovisat virde 16 698 16 698
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Innehav av andelar i dotterforetag utgors av foljande:
Koncernen

Aros Kapital Europe Holding AB
Aros Kapital Limited

Org nr
559311-6451
12436394

Aros Kapital Europe Holding AB édger 90% av aktierna i Aros Kapital Limited.

Kapital-
Moderbolaget andel
Aros Kapital Europe Holding AB 100%
Aros Kapital Limited 2,75%

Not 22. Immateriella anléiggningstillgangar

Immateriella anldggningstillgdngar utgéres av mjukvarulicenser

Ingdende anskaffningsvérde per 1 januari
Arets inkop
Omklassificeringar

Utgaende anskaffningsvirde per 31 december

Ingaende avskrivningar per 1 januari
Arets avskrivningar (not 12)
Arets forsiljningar och utrangeringar

Utgédende avskrivningar per 31 december

Utgédende redovisat virde per 31 december

Not 23. Materiella anliggningstillgangar

Forbittringsutgift pa annans fastighet

Ingdende anskaffningsvérde per 1 januari
Arets inkop
Omklassificeringar

Utgaende anskaffningsviirde per 31 december
Ingaende avskrivningar per 1 januari
Arets avskrivningar (not 12)

Utgidende avskrivningar per 31 december

Utgaende redovisat virde per 31 december

Transaktion 09222115557513909129

Site Kapitalandel
Goteborg, Sverige 100%
London, Storbritannien 92,75%
RoOst- Antal Bokfort Bokfort
andel aktier virde 2023 virde 2022
100% 1000 15 318 15 318
2,75% 275 1380 1380
Koncernen Moderbolaget
2023-12-31 2022-12-31 2023-12-31 2022-12-31
809 902 809 902
- -92 - -92
809 809 809 809
-739 -702 -739 -702
-27 -37 -27 -37
-766 -739 -766 -739
43 71 43 71
Koncernen Moderbolaget
2023-12-31 2022-12-31 2023-12-31 2022-12-31
2494 2494 2494 2494
190 - 190 -
2684 2494 2684 2494
-820 -530 -820 -530
-286 -200 -286 -2900
-1106 -820 -1106 -820
1579 1675 1580 1675
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Inventarier, verktyg och installationer

Ingaende anskaffningsvérde per 1 januari
Arets inkop
Omklassificeringar

Utgdende anskaffningsviirde per 31 december

Ingdende avskrivningar per 1 januari

Arets avskrivningar (not 12)

Utgédende avskrivningar per 31 december
Valutakursdifferens

Utgédende redovisat virde per 31 december

Leasingobjekt

Ingdende anskaffningsvérde per 1 januari
Arets inkop
Arets forsiljningar och utrangeringar

Utgaende anskaffningsvirde per 31 december

Ingaende avskrivningar per 1 januari
Arets avskrivningar (not 12)
Arets forsiljningar och utrangeringar

Utgédende avskrivningar per 31 december
Utgédende redovisat virde per 31 december
Nyttjanderittstillgangar

Ingdende anskaffningsvérde per 1 januari

Arets inkop

Arets forsiljningar och utrangeringar

Utgaende anskaffningsvirde per 31 december
Ingaende avskrivningar per 1 januari

Arets avskrivningar (not 12)

Utgaende avskrivningar per 31 december

Utgaende redovisat virde per 31 december

Koncernen Moderbolaget
2023-12-31 2022-12-31 2023-12-31 2022-12-31
9301 8 681 8 866 8434
2324 528 2324 340
122 92 122 92
11 747 9 301 11 312 8 866
-4 590 -3164 -4 449 -3127
-1623 -1425 -1501 -1322
-6 213 -4 590 -5 950 -4 449
16 7 - -
5551 4718 5362 4 417
Koncernen Moderbolaget
2023-12-31 2022-12-31 2023-12-31 2022-12-31
- - 667 465 490 132
- - 218 760 241 602
- - -124 788 -64 269

761437 667 465

- - -175 670 -114 186
- - -132 417 -92 422
- - 68 874 30939
- - -239 213 -175 670
- - 522 224 491795
Koncernen Moderbolaget

2023-12-31 2022-12-31

2023-12-31 2022-12-31

77 799 52576 - -

- 25222 - -

77 799 77 799 - -
-15 270 -6 967 - -
-10 535 -8 303 - -
-25 805 -15 270 - -
51993 62 529 - -

Transaktion 09222115557513909129
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Forskott avseende materiella anlédggningstillgangar
Ingaende anskaffningsvérde per 1 januari
Arets inkop

Omklassificeringar

Utgdende anskaffningsviirde per 31 december
Utgédende redovisat virde per 31 december
Not 24. Ovriga tillgingar

Fordran mervardesskatt

Ovriga fordringar

SUMMA

Not 25. Aktuell skatteskuld

Aktuell skatteskuld
SUMMA

Koncernen

2023-12-31 2022-12-31

Moderbolaget

2023-12-31 2022-12-31

122 - 122 -

- 122 - 122

-122 - -122 -

- 122 - 122

- 122 - 122
Koncernen Moderbolaget

2023-12-31 2022-12-31

2023-12-31 2022-12-31

108 860 113 311 108 860 113 311

28197 24795 28197 24795

137 057 138 106 137 057 138 106
Koncern Moderbolaget

2023-12-31 2022-12-31

2023-12-31 2022-12-31

Not 26. Forutbetalda kostnader och upplupna intikter

Forutbetald hyra

Upplupna ranteintakter

Ovriga forutbetalda kostnader/upplupna intikter
SUMMA

Not 27. Inlaning frian allminheten

SKULDER TILL ALLMANHETEN
-varav svenska hushdll
-varav utldndska hushdll

-varav svenska icke-finansiella foretagare
Redovisat belopp per valuta
SEK

EUR

SUMMA

121 9307 121 6198
121 9 307 121 6198
Koncernen Moderbolaget

2023-12-31 2022-12-31

2023-12-31 2022-12-31

3593 1532 251 1532

52 304 11 601 29 518 11 691

47 519 26 450 38195 25988

103 416 39 673 70 224 39 212
Koncernen Moderbolaget

2023-12-31 2022-12-31
7979711 9197 251
3581152 3631922

3469 410 4 668 610
929 150 896 718

4 510 301 4 528 641
3469 410 4 668 610

2023-12-31 2022-12-31
7979 711 9197 251
3581152 3631922

3469 410 4 668 610
929 150 896 718

4 510 301 4 528 641
3469 410 4 668 610

7 979 711 9197 251

Loptidsinformation (kontraktsmdssiga forfallotider): Se 3.1 Finansiella risker ¢) Likviditetsrisk
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Not 28. Ovriga skulder

Deposition

Leverantorsskulder

Moms och killskatter anstillda
*Leasingskuld

Ovriga skulder

SUMMA

*Leasingskuld
Rénta
Amortering

Marginell ldneridnta

Not 29. Upplupna kostnader och forutbetalda intiikter

Upplupna semesterloner inklusive sociala avgifter
Upplupna 6vriga personalkostnader

Forutbetalda intikter

Upplupna réntekostnader

Ovriga upplupna kostnader

SUMMA

Not 30. Efterstillda skulder

Nom Rintesats
Forlagslan 40 000 Stibor 3 mén + 7,5 %
Forlagslan 65 000 Stibor 3 mén + 7,5 %
SUMMA

Forfallodag

2029-03-29

2030-03-29

Koncernen Moderbolaget
2023-12-31 2022-12-31 2023-12-31 2022-12-31
3 410 2981 3 410 2981
6236 9218 6 203 9134
19739 11634 19 294 11231
53578 63 287 - -
98 227 106 163 96 866 100 670
181 190 193 284 125 772 124 016
2023 2022
531 464
10 535 8405
0,90% 0,90%
Koncernen Moderbolaget
2023-12-31 2022-12-31 2023-12-31 2022-12-31
7477 5230 7477 5230
2751 3492 2580 3492
32766 41059 32766 41059
90 820 25 055 90 820 25 055
66 195 18 800 54 126 10 610
200 008 93 636 187768 85 445
Redovisat Redovisat Redovisat  Redovisat
viirde viirde viirde virde
koncernen koncernen moderbolag moderbolag
2023 2022 2023 2022
40 000 40 000 40 000 40 000
65 000 65 000 65 000 65 000
105 000 105 000 105 000 105 000

Forlagslanen ar efterstéallda Bolagets Gvriga skulder, vilket innebar att de medfor ritt till betalning forst efter det att 6vriga fordringséagare
erhéllit terbetalning. Forlagslén hanforliga till narstdende uppgér till 47,5 mkr.

Not 31. Avsattningar

Redovisat belopp vid ingéngen av rikenskapsaret
Ovriga avsittningar

Utnyttjat under aret

SUMMA

Transaktion 09222115557513909129

Koncernen Moderbolaget
2023-12-31 2022-12-31 2023-12-31 2022-12-31
35848 - 35848 -
- 35848 - 35848
-35848 - -35848 -
- 35848 - 35 848
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(Alla belopp i tusenkronor om inte annat anges)

Not 32. Obeskattade reserver

Moderbolaget
2023 2022
Periodiseringsfonder
Avsittning 2018 7 871 7 871
Avsittning 2019 25317 25317
Avsittning 2020 26 860 26 860
Avsittning 2021 38 685 38685
Avsittning 2022 29 850 29 850
Avsittning 2023 1400
SUMMA 129 983 128 583
Uppskjuten skatt av obeskattade reserver, vilken inte redovisas, uppgér till:
Avsittning 2018 1732 1732
Avsittning 2019 5418 5418
Avsittning 2020 5748 5749
Avsittning 2021 7969 7969
Avsittning 2022 6149 6149
Avsittning 2023 288 -
SUMMA 27 305 27 017
Not 33. Stillda sikerheter
For egna skulder stilllda sikerheter Koncernen Moderbolaget
2023 2022 2023 2022
Foretagsinteckningar 13 000 13 000 13 000 13 000
SUMMA 13 000 13 000 13 000 13 000
Not 34. Klassificering av finansiella tillgangar och skulder
Koncernen
31-dec-23
Tillgdngar i balansrikningen Finansiella tillgéngar
Virderade till Virderade till Virderade till o . e -
Not upplupet verkligt varde over verkligt viarde 6ver Ovriga finansiella Sl.lmmet Verkligt viirde Niva i h.leraxlkm for
anskaffningsvirde Ovrigt totalresultat resultatrdkningen skulder redovisat virde verkligt virde
I(J:;firlltll];gstt:tllllt 7 1839156 - - - 1839156 1839156
;;ﬁzzilgeg[ll 18 6482 048 - - - 6 482 048 6 482 048
Obligationer och
‘r’;‘:tt‘bém e 20 - - 688 570 - 688 570 688 570 2
virdepapper
SUMMA 8 321204 - 688 570 - 9 009 775 9 009 775
Skulder i balansrikningen
Inléning fran
Allménheten 27 - - - 7979 711 7979 711 7979 711
Ovriga skulder
;I;\l’g:ntdrs_ 28 - - - 6236 6 236 6 236
;E:lréii finansiella - - - 181190 181190 181190
SUMMA - - - 8167137 8167137 8167137

Transaktion 09222115557513909129
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(Alla belopp i tusenkronor om inte annat anges)

31-dec-22

Tillgdngar i balansrikningen

Finansiella tillgdngar

Virderade till Virderade till Virderade till o, . P L
o . C .. Ovriga finansiella Summa . . Nivé i hierarkin for
upplupet verkligt virde over verkligt viarde 6ver skulder redovisat virde Verkligt viirde verkliat virde
anskaffningsvirde Ovrigt totalresultat resultatrdkningen 8
Utlaning till
kreditinstitut 7 876890 B . B 876 890 876 890
Utlaning till
allméinheten 18 9112 607 - - - 9112 607 9112 607
Obligationer och
andra
rintebirande 20 - - 189 190 - 189 190 189 190 2
virdepapper
SUMMA 9989 497 - 189 190 - 10 178 687 10 178 687
Skulder i balansrikningen
Inléning fran > R } ) 107 251 107 251 107 251
Allménheten 7 9197 25 9197 25 9197 25
Ovriga skulder
-Leverantors-
skulder 28 - - - 9218 9 218 9 218
-Ovriga finansiella
skulder - - - 193 285 193 285 193 285
SUMMA - - - 9399 753 9399 753 9399 753
Moderbolaget
31-dec-23

Tillgangar i balansrikningen Finansiella tillgéngar

Vérderade tll Va.r deri\de tluu Va.r deri{de tl}l Ovriga finansiella Summa . . Niva i hierarkin for

upplupet verkligt viarde 6ver verkligt virde ver . o Verkligt virde -
. . . P skulder redovisat virde verkligt virde
anskaffningsvirde oOvrigt totalresultat resultatrakningen
Utlaning till
kreditinstitut 17 1823952 - - - 1823 952 1823 952
Utlaning till
allméinheten 18 5951976 - - - 5951976 5951976
Obligationer och
andra
intebirande 20 - - 688 570 - 688 570 688 570 2
virdepapper
SUMMA 7775 928 - 688 570 - 8 464 498 8 464 498
Skulder i balansrikningen
Inlaning frén > } B } a a a
Allménheten 7 79797 79797 79797
Ovriga skulder
-Leverantors-
skulder 28 . ) . 6203 6203 6203
-Ovriga finansiella : ) : 125 772 125 772 125 772
skulder 577 577 577
SUMMA - - - 8 111 686 8 111 686 8 111 686
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Aros Kapital AB, org nr 556669-3130
(Alla belopp i tusenkronor om inte annat anges)

31-dec-22

Tillgdngar i balansrikningen

Finansiella tillgdngar

Virderade till Virderade till Virderade till o, . P L
o . C .. Ovriga finansiella Summa . . Nivé i hierarkin for
Not upplupet verkligt virde over verkligt viarde 6ver skulder redovisat virde Verkligt viirde verkliat virde
anskaffningsvirde Ovrigt totalresultat resultatrdkningen 8
Utlaning till
kreditinstitut 7 839 060 B . B 839 060 839 060
Utlaning till
allméinheten 18 8569737 - - - 8569737 8569 737
Obligationer och
andra
rintebirande 20 - - 189 190 - 189 190 189 190 2
virdepapper
SUMMA 9 408 797 - 189 190 - 9597987 9597987
Skulder i balansrikningen
Inléning fran > : R : 197 251 107 251 107 251
Allménheten 7 9197 25 9197 25 9197 25
Ovriga skulder
-Leverantors- B _ B L N 1
skulder 28 9134 9134 9134
-Ovriga finansiella
skulder - - - 124 016 124 016 124 016
SUMMA - - - 9 330 401 9 330 401 9 330 401

Beriikning av verkligt viirde
Aros Kapital AB:s finansiella tillgdngar som ingér i kategorin finansiella tillgdngar och samtliga finansiella skulder som ingér i kategorin

Ovriga finansiella skulder redovisas i bokslut till upplupet anskaffningsvirde. Bolagets bedomning &r att verkliga viirden i dessa kategorier
i allt visentligt 6verensstimmer med bokférda viarden.

Virdering till verkligt virde per niva sker i foljande verkligt virde-hierarki:

«Noterade priser (ojusterade) pa aktiva marknader for identiska tillgngar eller skulder (niva 1)
«Andra observerbara data for tillgdngen eller skulden &r noterade priser inkluderade i niva 1, antingen direkt (d.v.s. som prisnoteringar)
eller indirekt (d.v.s. hdrledda fran prisnoteringar) (niva 2)

«Data for tillgéngen eller skulder som inte baseras pa observerbara marknadsdata (d.v.s. ej observerbara data (nivé 3)

Specifika varderingstekniker som anvénds for att virdera finansiella instrument inkluderar:
» Noterade marknadspriser eller méklarnoteringar for liknande instrument.

Transaktion 09222115557513909129
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Aros Kapital AB, org nr 556669-3130
(Alla belopp i tusenkronor om inte annat anges)

Not 35. Transaktioner med nirstiende
Foljande transaktioner har skett med nirstdende under 2023:
Rinteintikter:

Aros Kapital Europe Holding AB 83 666
Utlaning till allménheten:

Aros Kapital Europe Holding AB 973 011

Goteborg den dag som framgér av min elektroniska underskrift.

Gustav Anderccon
Pal Ryfors Gustav Andersson
Styrelseordférande Styrelseledamot
Thomas Gustafsson Jonas Hoglund
Styrelseledamot Styrelseledamot

7 7,
@ //////// 78 e

Cecilia Stahle Anna Blom
Styrelseledamot Styrelseledamot
Erik Berfenhag

Verkstallande direktor

Vér revisionsberittelse har lamnats den dag som framgar av var elektroniska underskrift.

Ohrlings PricewaterhouseCoopers AB

Johan Brobéck

Johan Broback

Auktoriserad revisor

Transaktion 09222115557513909129
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Revisionsberattelse

Till bolagsstdmman i Aros Kapital AB, org.nr 556669-3130
Rapport om arsredovisningen och koncernredovisningen

Uttalanden

Vi har utfort en revision av arsredovisningen och koncernredovisningen for Aros Kapital AB for ar 2023 med
undantag for hallbarhetsrapporten pa sidorna 1-3.

Enligt var uppfattning har arsredovisningen upprattats i enlighet med lagen om arsredovisning i kreditinstitut
och vardepappersbolag och ger en i alla vasentliga avseenden rattvisande bild av moderbolagets finansiella
stallning per den 31 december 2023 och av dess finansiella resultat och kassafléde for aret enligt lagen om
arsredovisning i kreditinstitut och vardepappersbolag. Koncernredovisningen har uppréattats i enlighet med
lagen om arsredovisning i kreditinstitut och vardepappersbolag och ger en i alla vasentliga avseenden
rattvisande bild av koncernens finansiella stallning per den 31 december 2023 och av dess finansiella resultat
och kassaflode for aret enligt International Financial Reporting Standards (IFRS), sdsom de antagits av EU,
och lagen om arsredovisning i kreditinstitut och vardepappersbolag. Vara uttalanden omfattar inte
hallbarhetsrapporten pa sidorna 1-3. Forvaltningsberattelsen ar forenlig med arsredovisningens och
koncernredovisningens évriga delar.

Vi tillstyrker darfor att bolagsstdmman faststaller resultatrakningen och balansrakningen for moderbolaget och
koncernen.

Vara uttalanden i denna rapport om arsredovisningen och koncernredovisningen ar férenliga med innehallet i
den kompletterande rapport som har éverlamnats till moderbolagets revisionsutskott i enlighet med
revisorsforordningens (537/2014) artikel 11.

Grund for uttalanden

Vi har utfort revisionen enligt International Standards on Auditing (ISA) och god revisionssed i Sverige. Vart
ansvar enligt dessa standarder beskrivs narmare i avsnittet Revisorns ansvar. Vi ar oberoende i férhallande till
moderbolaget och koncernen enligt god revisorssed i Sverige och har i dvrigt fullgjort vart yrkesetiska ansvar
enligt dessa krav. Detta innefattar att, baserat pa var basta kunskap och dvertygelse, inga forbjudna tjanster
som avses i revisorsforordningens (537/2014) artikel 5.1 har tillhandahallits det granskade bolaget eller, i
férekommande fall, dess moderforetag eller dess kontrollerade féretag inom EU.

Vi anser att de revisionsbevis vi har inhamtat ar tillrackliga och andamalsenliga som grund for vara uttalanden.
Var revisionsansats

Oversikt

Revisionens inriktning och omfattning

Vi utformade var revision genom att faststalla vasentlighetsniva och bedéma risken for vasentliga felaktigheter i
de finansiella rapporterna. Vi beaktade sarskilt de omraden dar verkstallande direktéren och styrelsen gjort
subjektiva beddmningar, till exempel viktiga redovisningsmassiga uppskattningar som har gjorts med
utgangspunkt fran antaganden och prognoser om framtida handelser, vilka till sin natur &r osakra. Liksom vid
alla revisioner har vi ocksa beaktat risken for att styrelsen och verkstallande direktéren asidosatter den interna
kontrollen, och bland annat dvervagt om det finns belagg for systematiska avvikelser som givit upphouv till risk
for vasentliga felaktigheter till féljd av oegentligheter.

Vi anpassade var revision for att utféra en &ndamalsenlig granskning i syfte att kunna uttala oss om de
finansiella rapporterna som helhet, med hansyn tagen till koncernens struktur, redovisningsprocesser och
kontroller samt den bransch i vilken koncernen verkar.
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Vasentlighet

Revisionens omfattning och inriktning paverkades av var beddmning av vasentlighet. En revision utformas for
att uppna en rimlig grad av sékerhet om huruvida de finansiella rapporterna innehaller nagra vasentliga
felaktigheter. Felaktigheter kan uppsta till féljd av oegentligheter eller misstag. De betraktas som vasentliga om
enskilt eller tilsammans rimligen kan férvantas paverka de ekonomiska beslut som anvandarna fattar med
grund i de finansiella rapporterna.

Baserat pa professionellt omdome faststéllde vi vissa kvantitativa vasentlighetstal, daribland fér den finansiella

rapporteringen som helhet (se tabellen nedan). Med hjalp av dessa och kvalitativa 6vervaganden faststallde vi

revisionens inriktning och omfattning och vara granskningsatgarders karaktar, tidpunkt och omfattning, samt att
bedoéma effekten av enskilda och sammantagna felaktigheter pa de finansiella rapporterna som helhet.

[Vi kom 6verens med revisionskommittén om att vi skulle rapportera upptackta felaktigheter som éversteg [lagg
in belopp] samt felaktigheter som understeg detta belopp men som enligt var mening borde rapporteras av
kvalitativa skal.]

Sarskilt betydelsefulla omraden

Sarskilt betydelsefulla omraden for revisionen ar de omraden som enligt var professionella bedémning var de
mest betydelsefulla fér revisionen av arsredovisningen och koncernredovisningen fér den aktuella perioden.
Dessa omraden behandlades inom ramen for revisionen av, och i vart stallningstagande till, arsredovisningen
och koncernredovisningen som helhet, men vi gér inga separata uttalanden om dessa omraden.

Sérskilt betydelsefullt omrade Hur var revision beaktade det sérskilt
betydelsefulla omradet

Bedémning av nedskrivning av utlaning till Vi har gjort en genomgang av bolagets process for
allménheten bedémning av kreditforluster. Vi har testat ett urval av
Beddmning av nedskrivning av utlaning till allmanheten betydande lanefordringar med avseende pa om vi
Bolaget tillampar fran och med rékenskapsaret 2018  delar bolagets riskbedémning. Vi har kontrollerat den

IFRS 9. Bolaget ska i enlighet med detta regelverk modell som bolaget anvander for berékning av
redovisa nedskrivning pa ett Ian redan samma dag reservens storlek. Vi har granskat bedémningen av
som ett nytt 1an beviljas. Berakningen av reserven for nedskrivningsbehov for ett urval av betydande osékra
kreditférluster ar beroende av ett antal olika indata lanefordringar.

vilka i olika grad ar baserade pa ledningens
beddmning, bland annat varde av panter, sannolikhet
for att en kund ska ga i konkurs och vad som anses
vara en vasentlig férsamring av kundens
kreditvardighet. Redovisning av belopp och tidpunkt fér
nedskrivning av lanefordringar ar darfor ett omrade
som ar forknippat med vasentliga bedémningar av
bolagets ledning. Se &ven not 2 (Sammanfattning av
viktiga redovisningsprinciper), not 3 (Finansiell
riskhantering), not 4 (Viktiga uppskattningar och
beddmningar for redovisnings andamal), not 14
(Kreditforluster) och not 18 (Utlaning till allménheten).

Annan information an arsredovisningen och koncernredovisningen

Detta dokument innehaller aven annan information an arsredovisningen och koncernredovisningen och
aterfinns pa sidorna 1-3. Det ar styrelsen och verkstallande direktéren som har ansvaret for denna andra
information.

Vart uttalande avseende arsredovisningen och koncernredovisningen omfattar inte denna information och vi
gor inget uttalande med bestyrkande avseende denna andra information.

| samband med var revision av arsredovisningen och koncernredovisningen ar det vart ansvar att I1asa den
information som identifieras ovan och dvervaga om informationen i vasentlig utstrdckning ar oférenlig med
arsredovisningen och koncernredovisningen. Vid denna genomgang beaktar vi aven den kunskap vi i 6vrigt
inhamtat under revisionen samt bedémer om informationen i dvrigt verkar innehalla vasentliga felaktigheter.
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Om vi, baserat pa det arbete som har utforts avseende denna information, drar slutsatsen att den andra

informationen innehaller en vasentlig felaktighet, ar vi skyldiga att rapportera detta. Vi har inget att rapportera i
det avseendet.

Styrelsens och verkstallande direktérens ansvar

Det ar styrelsen och verkstallande direktéren som har ansvaret for att arsredovisningen och
koncernredovisningen upprattas och att de ger en rattvisande bild enligt lagen om arsredovisning i kreditinstitut
och vardepappersbolag och, vad galler koncernredovisningen, enligt IFRS, sasom de antagits av EU, och
lagen om arsredovisning i kreditinstitut och vardepappersbolag. Styrelsen och verkstéallande direktéren
ansvarar aven for den interna kontroll som de beddémer &r nddvandig for att uppratta en arsredovisning och
koncernredovisning som inte innehaller nagra vasentliga felaktigheter, vare sig dessa beror pa oegentligheter
eller misstag.

Vid upprattandet av arsredovisningen och koncernredovisningen ansvarar styrelsen och verkstallande
direktoren for bedomningen av bolagets och koncernens formaga att fortsatta verksamheten. De upplyser, nar
sa ar tillampligt, om forhallanden som kan paverka formagan att fortsatta verksamheten och att anvanda
antagandet om fortsatt drift. Antagandet om fortsatt drift tilldampas dock inte om styrelsen och verkstéllande
direktoren avser att likvidera bolaget, upphéra med verksamheten eller inte har nagot realistiskt alternativ till att
gbra nagot av detta.

Styrelsens revisionsutskott ska, utan att det paverkar styrelsens ansvar och uppgifter i 6vrigt, bland annat
Overvaka bolagets finansiella rapportering.

Revisorns ansvar

Vara mal ar att uppna en rimlig grad av sdkerhet om huruvida arsredovisningen och koncernredovisningen som
helhet inte innehaller nagra vasentliga felaktigheter, vare sig dessa beror pa oegentligheter eller misstag, och
att [lAmna en revisionsberattelse som innehaller vara uttalanden. Rimlig sakerhet ar en hog grad av sakerhet,
men ar ingen garanti for att en revision som utférs enligt ISA och god revisionssed i Sverige alltid kommer att
upptacka en vasentlig felaktighet om en sadan finns. Felaktigheter kan uppsta pa grund av oegentligheter eller
misstag och anses vara vasentliga om de enskilt eller tillsammans rimligen kan férvantas paverka de
ekonomiska beslut som anvandare fattar med grund i arsredovisningen och koncernredovisningen.

En ytterligare beskrivning av vart ansvar for revisionen av arsredovisningen och koncernredovisningen finns pa
Revisorsinspektionens webbplats: www.revisorsinspektionen.se/revisornsansvar. Denna beskrivning ar en del
av revisionsberattelsen.

Rapport om andra krav enligt lagar och andra forfattningar

Uttalanden

Utdver var revision av arsredovisningen och koncernredovisningen har vi dven utfort en revision av styrelsens
och verkstéallande direktorens forvaltning for Aros Kapital AB for ar 2023 samt av forslaget till dispositioner
betraffande bolagets vinst eller forlust.

Vi tillstyrker att bolagsstdmman disponerar vinsten enligt forslaget i férvaltningsberattelsen och beviljar
styrelsens ledamoter och verkstallande direktoren ansvarsfrihet fér rakenskapsaret.

Grund for uttalanden

Vi har utfort revisionen enligt god revisionssed i Sverige. Vart ansvar enligt denna beskrivs ndrmare i avsnittet
Revisorns ansvar. Vi @r oberoende i forhallande till moderbolaget och koncernen enligt god revisorssed i
Sverige och har i 6vrigt fullgjort vart yrkesetiska ansvar enligt dessa krav.

Vi anser att de revisionsbevis vi har inhamtat ar tillrdckliga och andamalsenliga som grund for vara uttalanden.

Styrelsens och verkstallande direktorens ansvar

Det ar styrelsen som har ansvaret for férslaget till dispositioner betraffande bolagets vinst eller férlust. Vid
forslag till utdelning innefattar detta bland annat en bedémning av om utdelningen ar forsvarlig med hansyn till
de krav som bolagets och koncernens verksamhetsart, omfattning och risker stéller pa storleken av
moderbolagets och koncernens egna kapital, konsolideringsbehov, likviditet och stallning i dvrigt.
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Styrelsen ansvarar for bolagets organisation och férvaltningen av bolagets angelagenheter. Detta innefattar
bland annat att fortidpande bedéma bolagets och koncernens ekonomiska situation, och att tillse att bolagets
organisation ar utformad sa att bokféringen, medelsforvaltningen och bolagets ekonomiska angelédgenheter i
ovrigt kontrolleras pa ett betryggande satt. Den verkstallande direktdren ska skéta den I6pande forvaltningen
enligt styrelsens riktlinjer och anvisningar och bland annat vidta de atgarder som ar nédvandiga for att bolagets

bokforing ska fullgéras i dverensstammelse med lag och for att medelsforvaltningen ska skétas pa ett
betryggande satt.

Revisorns ansvar

Vart mal betraffande revisionen av férvaltningen, och darmed vart uttalande om ansvarsfrihet, ar att inhamta
revisionsbevis for att med en rimlig grad av sékerhet kunna bedéma om nagon styrelseledamot eller
verkstéllande direktdren i nagot vasentligt avseende:

o foretagit nagon atgard eller gjort sig skyldig till ndgon férsummelse som kan féranleda
ersattningsskyldighet mot bolaget, eller

¢ pa nagot annat satt handlat i strid med aktiebolagslagen, lagen om bank- och finansieringsrorelse,
lagen om arsredovisning i kreditinstitut och vardepappersbolag eller bolagsordningen.

Vart mal betraffande revisionen av forslaget till dispositioner av bolagets vinst eller férlust, och darmed vart
uttalande om detta, ar att med rimlig grad av sékerhet bedéma om forslaget ar férenligt med aktiebolagslagen.

Rimlig sakerhet ar en hég grad av sakerhet, men ingen garanti fér att en revision som utférs enligt god
revisionssed i Sverige alltid kommer att upptacka atgarder eller forsummelser som kan féranleda
ersattningsskyldighet mot bolaget, eller att ett forslag till dispositioner av bolagets vinst eller férlust inte ar
férenligt med aktiebolagslagen.

En ytterligare beskrivning av vart ansvar for revisionen av férvaltningen finns pa Revisorsinspektionens
webbplats: www.revisorsinspektionen.se/revisornsansvar. Denna beskrivning ar en del av revisionsberattelsen.

Revisorns yttrande avseende den lagstadgade hallbarhetsrapporten

Det ar styrelsen som har ansvaret for hallbarhetsrapporten pa sidorna 1-3 och for att den ar upprattad i enlighet
med arsredovisningslagen.

Var granskning har skett enligt FAR:s uttalande RevR 12 Revisorns yttrande om den lagstadgade
hallbarhetsrapporten. Detta innebar att var granskning av hallbarhetsrapporten har en annan inriktning och en
vasentligt mindre omfattning jamfért med den inriktning och omfattning som en revision enligt International
Standards on Auditing och god revisionssed i Sverige har. Vi anser att denna granskning ger oss tillracklig
grund for vart uttalande.

En hallbarhetsrapport har upprattats.

Ohrlings PricewaterhouseCoopers AB, Anna Lindhs plats 4, 211 19 Malmé, utségs till Aros Kapital ABs revisor
av bolagsstamman den xx och har varit bolagets revisor sedan bolaget fick tillstand 5 december 2014 som
kreditmarknadsbolag och darmed omfattas av reglerna for foretag av allmant intresse.

Goteborg den dag som framgar av var elektroniska signatur

Ohrlings PricewaterhouseCoopers AB

Johan Broback
Auktoriserad revisor
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2024-04-02 06:40:28.810521 UTC ±14 ms

    		2024-04-02 06:25:56.115518 UTC

    		

      31.47.203.163

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.0 Safari/537.36

      

    

    		

      

        The initiator Frida Hagenius (FH) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2024-07-01 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2024-04-02 06:40:28.810521 UTC ±14 ms

    		2024-04-02 06:25:56.115518 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (pal.ryfors@gmail.com) to Pål Ryfors (PR). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-04-02 06:40:28.810521 UTC ±14 ms

    		2024-04-02 06:25:56.115518 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (gustav@stockhorncapital.com) to Gustav Andersson (GA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-04-02 06:40:28.810521 UTC ±14 ms

    		2024-04-02 06:25:56.115518 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (thomas.gustafsson@mellby-gaard.se) to Thomas Gustafsson (TG). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-04-02 06:40:28.810521 UTC ±14 ms

    		2024-04-02 06:25:56.115518 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jonas.hoglund@stenametall.se) to Jonas Höglund (JH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-04-02 06:40:28.810521 UTC ±14 ms

    		2024-04-02 06:25:56.115518 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (anna@mellby-gaard.se) to Anna Blom (AB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-04-02 06:40:28.810521 UTC ±14 ms

    		2024-04-02 06:25:56.115518 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (cecilia.stahle@gmail.com) to Cecilia Ståhle (CS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-04-02 06:40:28.810521 UTC ±14 ms

    		2024-04-02 06:25:56.115518 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (erik.berfenhag@aroskapital.se) to Erik Berfenhag (EB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-04-02 06:40:33.307607 UTC ±14 ms

    		2024-04-02 06:25:56.115518 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Pål Ryfors (PR) was delivered.

      


    

  



  

  

    		2024-04-02 06:40:33.323689 UTC ±14 ms

    		2024-04-02 06:25:56.115518 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Gustav Andersson (GA) was delivered.

      


    

  



  

  

    		2024-04-02 06:40:33.339858 UTC ±14 ms

    		2024-04-02 06:25:56.115518 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Thomas Gustafsson (TG) was delivered.

      


    

  



  

  

    		2024-04-02 06:40:33.356059 UTC ±14 ms

    		2024-04-02 06:25:56.115518 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jonas Höglund (JH) was delivered.

      


    

  



  

  

    		2024-04-02 06:40:33.374955 UTC ±14 ms

    		2024-04-02 06:25:56.115518 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anna Blom (AB) was delivered.

      


    

  



  

  

    		2024-04-02 06:40:33.390903 UTC ±14 ms

    		2024-04-02 06:25:56.115518 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Cecilia Ståhle (CS) was delivered.

      


    

  



  

  

    		2024-04-02 06:40:38.960199 UTC ±14 ms

    		2024-04-02 06:25:56.115518 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to gustav@stockhorncapital.com was opened.

      


    

  



  

  

    		2024-04-02 06:40:38.977863 UTC ±14 ms

    		2024-04-02 06:25:56.115518 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Erik Berfenhag (EB) was delivered.

      


    

  



  

  

    		2024-04-02 06:49:44.543204 UTC ±23 ms

    		2024-04-02 06:25:56.115518 UTC

    		

      193.15.207.34

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.0 Safari/537.36 Edg/123.0.0.0

      

    

    		

      

        The party Anna Blom (AB) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2024-04-02 06:50:03.468608 UTC ±23 ms

    		2024-04-02 06:25:56.115518 UTC

    		

      92.106.140.127

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Pål Ryfors (PR) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2024-04-02 06:50:03.792568 UTC ±23 ms

    		2024-04-02 06:25:56.115518 UTC

    		

      193.15.207.34

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.0 Safari/537.36 Edg/123.0.0.0

      

    

    		

      

        Anna Blom (AB) verified their 

  Swedish BankID

 identity through 

  the BankID network

  to access the document. 







Data returned from 

  the BankID network

:

  
Name: Anna Maria Blom

    
ID number: 

  *Redacted by author*



  

  

  

  

  

    
IP: 193.15.207.34

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  








Signature: 



  *Redacted by author*








Online Certificate Status Protocol (OCSP) Response:

  










      


    

  



  

  

    		2024-04-02 06:50:04.959543 UTC ±23 ms

    		2024-04-02 06:25:56.115518 UTC

    		

      193.15.207.34

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.0 Safari/537.36 Edg/123.0.0.0

      

    

    		

      

        The party Anna Blom (AB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-04-02 06:50:09.756015 UTC ±23 ms

    		2024-04-02 06:25:56.115518 UTC

    		

      92.106.140.127

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Pål Ryfors (PR) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2024-04-02 06:50:09.935019 UTC ±23 ms

    		2024-04-02 06:25:56.115518 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to pal.ryfors@gmail.com was opened.

      


    

  



  

  

    		2024-04-02 06:50:19.473591 UTC ±23 ms

    		2024-04-02 06:25:56.115518 UTC

    		

      92.106.140.127

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        Pål Ryfors (PR) verified their 

  Swedish BankID

 identity through 

  the BankID network

  to access the document. 







Data returned from 

  the BankID network

:

  
Name: Pål Harald Gustaf Ryfors

    
ID number: 

  *Redacted by author*



  

  

  

  

  

    
IP: 92.106.140.127

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  








Signature: 



  *Redacted by author*








Online Certificate Status Protocol (OCSP) Response:

  










      


    

  



  

  

    		2024-04-02 06:50:23.480446 UTC ±23 ms

    		2024-04-02 06:25:56.115518 UTC

    		

      92.106.140.127

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Pål Ryfors (PR) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-04-02 06:50:30.531175 UTC ±24 ms

    		2024-04-02 06:25:56.115518 UTC

    		

      92.106.140.127

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Pål Ryfors (PR) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-04-02 06:50:57.518643 UTC ±24 ms

    		2024-04-02 06:25:56.115518 UTC

    		

      92.106.140.127

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Pål Ryfors (PR) signed in the signature box “signature 1”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		55		0.088		0.282



 

      


    

  



  

  

    		2024-04-02 06:50:59.252283 UTC ±24 ms

    		2024-04-02 06:25:56.115518 UTC

    		

      193.15.207.34

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.0 Safari/537.36 Edg/123.0.0.0

      

    

    		

      

        The signatory Anna Blom (AB) signed in the signature box “signature 1”.
[image: signature]{Z/ﬂﬂ %/,







The box’s placement in the Main Document:		Page		X		Y

		55		0.529		0.492



 

      


    

  



  

  

    		2024-04-02 06:51:02.817819 UTC ±24 ms

    		2024-04-02 06:25:56.115518 UTC

    		

      92.106.140.127

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Pål Ryfors (PR) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "ÅR_Aros_Kapital_2023" med transaktionsnummer 9222115557513909129.












Data returned from 

  the BankID network

:

  
Name: Pål Harald Gustaf Ryfors

  
ID number: 

  *Redacted by author*



  
IP: 92.106.140.127
































Signature: 



  *Redacted by author*






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-04-02 06:51:14.112678 UTC ±24 ms

    		2024-04-02 06:25:56.115518 UTC

    		

      193.15.207.34

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.0 Safari/537.36 Edg/123.0.0.0

      

    

    		

      

        The document was signed by Anna Blom (AB) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "ÅR_Aros_Kapital_2023" med transaktionsnummer 9222115557513909129.












Data returned from 

  the BankID network

:

  
Name: Anna Maria Blom

  
ID number: 

  *Redacted by author*



  
IP: 193.15.207.34
































Signature: 



  *Redacted by author*






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-04-02 07:10:56.358479 UTC ±43 ms

    		2024-04-02 06:25:56.115518 UTC

    		

      212.181.33.146

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/123.0.6312.52 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Gustav Andersson (GA) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2024-04-02 07:10:56.4812 UTC ±43 ms

    		2024-04-02 06:25:56.115518 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to gustav@stockhorncapital.com was opened.

      


    

  



  

  

    		2024-04-02 07:11:08.121021 UTC ±43 ms

    		2024-04-02 06:25:56.115518 UTC

    		

      178.197.161.242

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/123.0.6312.52 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Gustav Andersson (GA) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2024-04-02 09:03:40.697407 UTC ±1 ms

    		2024-04-02 08:25:59.867775 UTC

    		

      203.117.154.201

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36 Edg/122.0.0.0

      

    

    		

      

        The party Jonas Höglund (JH) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2024-04-02 09:04:09.071704 UTC ±1 ms

    		2024-04-02 08:25:59.867775 UTC

    		

      203.117.154.201

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36 Edg/122.0.0.0

      

    

    		

      

        Jonas Höglund (JH) verified their 

  Swedish BankID

 identity through 

  the BankID network

  to access the document. 







Data returned from 

  the BankID network

:

  
Name: Carl Anders Jonas Höglund

    
ID number: 

  *Redacted by author*



  

  

  

  

  

    
IP: 203.117.154.201

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  








Signature: 



  *Redacted by author*








Online Certificate Status Protocol (OCSP) Response:

  










      


    

  



  

  

    		2024-04-02 09:04:12.957782 UTC ±1 ms

    		2024-04-02 08:25:59.867775 UTC

    		

      203.117.154.201

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36 Edg/122.0.0.0

      

    

    		

      

        The party Jonas Höglund (JH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-04-02 09:05:04.240617 UTC ±1 ms

    		2024-04-02 08:25:59.867775 UTC

    		

      203.117.154.201

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36 Edg/122.0.0.0

      

    

    		

      

        The signatory Jonas Höglund (JH) signed in the signature box “signature 2”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		55		0.529		0.388



 

      


    

  



  

  

    		2024-04-02 09:05:21.746768 UTC ±1 ms

    		2024-04-02 08:25:59.867775 UTC

    		

      203.117.154.201

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36 Edg/122.0.0.0

      

    

    		

      

        The document was signed by Jonas Höglund (JH) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "ÅR_Aros_Kapital_2023" med transaktionsnummer 9222115557513909129.












Data returned from 

  the BankID network

:

  
Name: Carl Anders Jonas Höglund

  
ID number: 

  *Redacted by author*



  
IP: 203.117.154.201
































Signature: 



  *Redacted by author*






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-04-02 09:09:44.106925 UTC ±1 ms

    		2024-04-02 08:25:59.867775 UTC

    		

      193.15.207.34

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.0 Safari/537.36 Edg/123.0.0.0

      

    

    		

      

        The party Thomas Gustafsson (TG) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2024-04-02 09:10:14.102181 UTC ±1 ms

    		2024-04-02 08:25:59.867775 UTC

    		

      193.15.207.34

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.0 Safari/537.36 Edg/123.0.0.0

      

    

    		

      

        Thomas Gustafsson (TG) verified their 

  Swedish BankID

 identity through 

  the BankID network

  to access the document. 







Data returned from 

  the BankID network

:

  
Name: Kjell Åke Thomas Gustafsson

    
ID number: 

  *Redacted by author*



  

  

  

  

  

    
IP: 193.15.207.34

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  








Signature: 



  *Redacted by author*








Online Certificate Status Protocol (OCSP) Response:

  










      


    

  



  

  

    		2024-04-02 09:10:17.149204 UTC ±1 ms

    		2024-04-02 08:25:59.867775 UTC

    		

      193.15.207.34

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.0 Safari/537.36 Edg/123.0.0.0

      

    

    		

      

        The party Thomas Gustafsson (TG) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-04-02 09:12:21.352606 UTC ±1 ms

    		2024-04-02 08:25:59.867775 UTC

    		

      193.15.207.34

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.0 Safari/537.36 Edg/123.0.0.0

      

    

    		

      

        The signatory Thomas Gustafsson (TG) signed in the signature box “signature 1”.
[image: signature]gy







The box’s placement in the Main Document:		Page		X		Y

		55		0.086		0.390



 

      


    

  



  

  

    		2024-04-02 09:12:38.580956 UTC ±1 ms

    		2024-04-02 08:25:59.867775 UTC

    		

      193.15.207.34

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.0 Safari/537.36 Edg/123.0.0.0

      

    

    		

      

        The document was signed by Thomas Gustafsson (TG) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "ÅR_Aros_Kapital_2023" med transaktionsnummer 9222115557513909129.












Data returned from 

  the BankID network

:

  
Name: Kjell Åke Thomas Gustafsson

  
ID number: 

  *Redacted by author*



  
IP: 193.15.207.34
































Signature: 



  *Redacted by author*






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-04-02 09:19:01.873639 UTC ±1 ms

    		2024-04-02 08:25:59.867775 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to jonas.hoglund@stenametall.se was opened.

      


    

  



  

  

    		2024-04-02 09:34:48.478394 UTC ±12 ms

    		2024-04-02 09:26:01.364663 UTC

    		

      31.47.203.163

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.0 Safari/537.36

      

    

    		

      

        The party Erik Berfenhag (EB) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2024-04-02 09:35:04.077483 UTC ±12 ms

    		2024-04-02 09:26:01.364663 UTC

    		

      31.47.203.163

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.0 Safari/537.36

      

    

    		

      

        Erik Berfenhag (EB) verified their 

  Swedish BankID

 identity through 

  the BankID network

  to access the document. 







Data returned from 

  the BankID network

:

  
Name: ERIK BERFENHAG

    
ID number: 

  *Redacted by author*



  

  

  

  

  

    
IP: 31.47.203.163

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  








Signature: 



  *Redacted by author*








Online Certificate Status Protocol (OCSP) Response:

  










      


    

  



  

  

    		2024-04-02 09:35:07.979017 UTC ±12 ms

    		2024-04-02 09:26:01.364663 UTC

    		

      31.47.203.163

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.0 Safari/537.36

      

    

    		

      

        The party Erik Berfenhag (EB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-04-02 09:35:39.339969 UTC ±13 ms

    		2024-04-02 09:26:01.364663 UTC

    		

      31.47.203.163

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Erik Berfenhag (EB) signed in the signature box “signature 1”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		55		0.088		0.590



 

      


    

  



  

  

    		2024-04-02 09:35:50.272518 UTC ±13 ms

    		2024-04-02 09:26:01.364663 UTC

    		

      31.47.203.163

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Erik Berfenhag (EB) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "ÅR_Aros_Kapital_2023" med transaktionsnummer 9222115557513909129.












Data returned from 

  the BankID network

:

  
Name: ERIK BERFENHAG

  
ID number: 

  *Redacted by author*



  
IP: 31.47.203.163
































Signature: 



  *Redacted by author*






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-04-02 11:19:15.636099 UTC ±175 ms

    		2024-04-02 10:26:03.349984 UTC

    		

      212.181.33.146

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/123.0.6312.52 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Gustav Andersson (GA) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2024-04-02 11:19:18.755152 UTC ±175 ms

    		2024-04-02 10:26:03.349984 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to gustav@stockhorncapital.com was opened.

      


    

  



  

  

    		2024-04-02 11:19:34.800358 UTC ±176 ms

    		2024-04-02 10:26:03.349984 UTC

    		

      212.181.33.146

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/123.0.6312.52 Mobile/15E148 Safari/604.1

      

    

    		

      

        Gustav Andersson (GA) verified their 

  Swedish BankID

 identity through 

  the BankID network

  to access the document. 







Data returned from 

  the BankID network

:

  
Name: Gustav Andersson

    
ID number: 

  *Redacted by author*



  

  

  

  

  

    
IP: 212.181.33.146

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  








Signature: 



  *Redacted by author*








Online Certificate Status Protocol (OCSP) Response:

  










      


    

  



  

  

    		2024-04-02 11:19:38.709138 UTC ±176 ms

    		2024-04-02 10:26:03.349984 UTC

    		

      212.181.33.146

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/123.0.6312.52 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Gustav Andersson (GA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-04-02 11:20:30.154969 UTC ±179 ms

    		2024-04-02 10:26:03.349984 UTC

    		

      212.181.33.146

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/123.0.6312.52 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Gustav Andersson (GA) signed in the signature box “signature 1”.
[image: signature]Gustav Andereson







The box’s placement in the Main Document:		Page		X		Y

		55		0.527		0.277



 

      


    

  



  

  

    		2024-04-02 11:20:44.944567 UTC ±180 ms

    		2024-04-02 10:26:03.349984 UTC

    		

      212.181.33.146

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/123.0.6312.52 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Gustav Andersson (GA) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "ÅR_Aros_Kapital_2023" med transaktionsnummer 9222115557513909129.












Data returned from 

  the BankID network

:

  
Name: Gustav Andersson

  
ID number: 

  *Redacted by author*



  
IP: 212.181.33.146
































Signature: 



  *Redacted by author*






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-04-02 12:51:26.404334 UTC ±88 ms

    		2024-04-02 12:26:08.136907 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to cecilia.stahle@gmail.com was opened.

      


    

  



  

  

    		2024-04-02 13:20:52.167174 UTC ±184 ms

    		2024-04-02 12:26:08.136907 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to cecilia.stahle@gmail.com was opened.

      


    

  



  

  

    		2024-04-02 13:21:03.95499 UTC ±184 ms

    		2024-04-02 12:26:08.136907 UTC

    		

      179.42.211.73

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Cecilia Ståhle (CS) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2024-04-02 13:21:21.923577 UTC ±185 ms

    		2024-04-02 12:26:08.136907 UTC

    		

      179.42.211.73

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        Cecilia Ståhle (CS) verified their 

  Swedish BankID

 identity through 

  the BankID network

  to access the document. 







Data returned from 

  the BankID network

:

  
Name: Cecilia Agneta Ståhle

    
ID number: 

  *Redacted by author*



  

  

  

  

  

    
IP: 179.42.211.73

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  








Signature: 



  *Redacted by author*








Online Certificate Status Protocol (OCSP) Response:

  










      


    

  



  

  

    		2024-04-02 13:21:24.882015 UTC ±186 ms

    		2024-04-02 12:26:08.136907 UTC

    		

      179.42.211.73

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Cecilia Ståhle (CS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-04-02 13:21:33.424336 UTC ±186 ms

    		2024-04-02 12:26:08.136907 UTC

    		

      179.42.211.73

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Cecilia Ståhle (CS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-04-02 13:23:22.196229 UTC ±192 ms

    		2024-04-02 12:26:08.136907 UTC

    		

      179.42.211.73

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Cecilia Ståhle (CS) signed in the signature box “signature 1”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		55		0.090		0.494



 

      


    

  



  

  

    		2024-04-02 13:23:31.481487 UTC ±192 ms

    		2024-04-02 12:26:08.136907 UTC

    		

      179.42.211.73

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Cecilia Ståhle (CS) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "ÅR_Aros_Kapital_2023" med transaktionsnummer 9222115557513909129.












Data returned from 

  the BankID network

:

  
Name: Cecilia Agneta Ståhle

  
ID number: 

  *Redacted by author*



  
IP: 179.42.211.73
































Signature: 



  *Redacted by author*






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-04-02 13:23:31.481487 UTC ±192 ms

    		2024-04-02 12:26:08.136907 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (johan.broback@pwc.com) to Johan Brobäck (JB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-04-02 13:23:41.57805 UTC ±193 ms

    		2024-04-02 12:26:08.136907 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Johan Brobäck (JB) was delivered.

      


    

  



  

  

    		2024-04-02 13:38:44.248627 UTC ±48 ms

    		2024-04-02 13:26:09.651467 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to johan.broback@pwc.com was opened.

      


    

  



  

  

    		2024-04-02 13:43:20.473674 UTC ±64 ms

    		2024-04-02 13:26:09.651467 UTC

    		

      34.99.63.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.0 Safari/537.36

      

    

    		

      

        The party Johan Brobäck (JB) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2024-04-02 13:43:40.956157 UTC ±65 ms

    		2024-04-02 13:26:09.651467 UTC

    		

      34.99.63.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.0 Safari/537.36

      

    

    		

      

        Johan Brobäck (JB) verified their 

  Swedish BankID

 identity through 

  the BankID network

  to access the document. 







Data returned from 

  the BankID network

:

  
Name: JOHAN BROBÄCK

    
ID number: 

  *Redacted by author*



  

  

  

  

  

    
IP: 34.99.63.250

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  








Signature: 



  *Redacted by author*








Online Certificate Status Protocol (OCSP) Response:

  










      


    

  



  

  

    		2024-04-02 13:43:43.935689 UTC ±65 ms

    		2024-04-02 13:26:09.651467 UTC

    		

      34.99.63.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.0 Safari/537.36

      

    

    		

      

        The party Johan Brobäck (JB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-04-02 13:57:07.507984 UTC ±109 ms

    		2024-04-02 13:26:09.651467 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to thomas.gustafsson@mellby-gaard.se was opened.

      


    

  



  

  

    		2024-04-02 13:58:56.497883 UTC ±115 ms

    		2024-04-02 13:26:09.651467 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to johan.broback@pwc.com was opened.

      


    

  



  

  

    		2024-04-02 14:03:24.678609 UTC ±130 ms

    		2024-04-02 13:26:09.651467 UTC

    		

      34.99.63.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Johan Brobäck (JB) signed in the signature box “signature 1”.
[image: signature]Johan Brobick







The box’s placement in the Main Document:		Page		X		Y

		55		0.088		0.748



 

      


    

  



  

  

    		2024-04-02 14:03:39.82312 UTC ±130 ms

    		2024-04-02 13:26:09.651467 UTC

    		

      34.99.63.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Johan Brobäck (JB) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "ÅR_Aros_Kapital_2023" med transaktionsnummer 9222115557513909129.












Data returned from 

  the BankID network

:

  
Name: JOHAN BROBÄCK

  
ID number: 

  *Redacted by author*



  
IP: 34.99.63.250
































Signature: 



  *Redacted by author*






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-04-02 14:03:39.82312 UTC ±130 ms

    		2024-04-02 13:26:09.651467 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)






, [image: 3.png]mazx(S)






.

		Let [image: 4.png]





 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]





.

		Let [image: 7.png]Fg:Ik — [0, 1






, [image: 8.png]Hs€s:s =i
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 be the the empirical distribution function.

		Let [image: 9.png]





 be the size of discretized value space, [image: 10.png]





. Let [image: 11.png]





 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.

		[image: 16.png]P(|E| <€)






 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.05 ms

		standard deviation: 1.43 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈91.952%

		|e| < 5 ms: ≈99.953%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2024-02-20 21:48:27.746533 UTC and 2024-04-02 13:26:09.651467 UTC:







  		Time collected

  		Clock offset







  

    		2024-02-20 21:48:27.746533

    		1.2 ms

  





  

    		2024-02-20 22:48:30.937189

    		-0.8 ms

  





  

    		2024-02-20 23:48:32.53609

    		-0.9 ms

  





  

    		2024-02-21 00:48:34.336557

    		-1.5 ms

  





  

    		2024-02-21 01:48:36.270759

    		0.0 ms

  





  

    		2024-02-21 02:48:38.370803

    		-0.7 ms

  





  

    		2024-02-21 03:48:40.849434

    		2.5 ms

  





  

    		2024-02-21 04:48:42.925139

    		0.4 ms

  





  

    		2024-02-21 05:48:45.579784

    		2.5 ms

  





  

    		2024-02-21 06:48:49.261958

    		0.3 ms

  





  

    		2024-02-21 07:48:51.378617

    		4.7 ms

  





  

    		2024-02-21 08:48:54.742086

    		-1.3 ms

  





  

    		2024-02-21 09:48:57.080451

    		0.1 ms

  





  

    		2024-02-21 10:48:59.364618

    		1.5 ms

  





  

    		2024-02-21 11:49:01.133147

    		-0.4 ms

  





  

    		2024-02-21 12:49:02.710533

    		0.1 ms

  





  

    		2024-02-21 13:49:05.033908

    		0.2 ms

  





  

    		2024-02-21 14:49:06.841164

    		-2.2 ms

  





  

    		2024-02-21 15:49:09.656868

    		0.7 ms

  





  

    		2024-02-21 16:49:12.158252

    		-0.7 ms

  





  

    		2024-02-21 17:49:15.074716

    		0.2 ms

  





  

    		2024-02-21 18:49:17.359505

    		-1.3 ms

  





  

    		2024-02-21 19:49:19.051499

    		1.4 ms

  





  

    		2024-02-21 20:49:22.989959

    		-0.6 ms

  





  

    		2024-02-21 21:49:24.989674

    		0.6 ms

  





  

    		2024-02-21 22:49:27.184795

    		0.0 ms

  





  

    		2024-02-21 23:49:28.944995

    		0.5 ms

  





  

    		2024-02-22 00:49:31.638034

    		-0.2 ms

  





  

    		2024-02-22 01:49:33.746294

    		-1.5 ms

  





  

    		2024-02-22 02:49:35.451893

    		1.4 ms

  





  

    		2024-02-22 03:49:38.834047

    		-1.6 ms

  





  

    		2024-02-22 04:49:41.152866

    		-0.4 ms

  





  

    		2024-02-22 05:49:44.666274

    		1.6 ms

  





  

    		2024-02-22 06:49:46.50928

    		0.1 ms

  





  

    		2024-02-22 07:49:48.088405

    		-0.1 ms

  





  

    		2024-02-22 08:49:50.338296

    		-0.8 ms

  





  

    		2024-02-22 09:49:52.35123

    		-1.1 ms

  





  

    		2024-02-22 10:49:54.014378

    		-0.3 ms

  





  

    		2024-02-22 11:49:55.886844

    		2.3 ms

  





  

    		2024-02-22 12:49:57.284781

    		-1.3 ms

  





  

    		2024-02-22 13:49:59.158327

    		3.0 ms

  





  

    		2024-02-22 14:50:00.736583

    		-1.3 ms

  





  

    		2024-02-22 15:50:03.718145

    		-1.1 ms

  





  

    		2024-02-22 16:50:06.761905

    		1.2 ms

  





  

    		2024-02-22 17:50:09.457289

    		-2.1 ms

  





  

    		2024-02-22 18:50:12.707076

    		-1.2 ms

  





  

    		2024-02-22 19:50:15.806914

    		-2.3 ms

  





  

    		2024-02-22 20:50:17.727592

    		-2.6 ms

  





  

    		2024-02-22 21:50:19.970247

    		-0.1 ms

  





  

    		2024-02-22 22:50:22.317191

    		1.6 ms

  





  

    		2024-02-22 23:50:24.184038

    		0.8 ms

  





  

    		2024-02-23 00:50:27.153077

    		-0.7 ms

  





  

    		2024-02-23 01:50:29.602388

    		-1.1 ms

  





  

    		2024-02-23 02:50:33.043074

    		0.8 ms

  





  

    		2024-02-23 03:50:36.567078

    		-0.5 ms

  





  

    		2024-02-23 04:50:38.366777

    		-0.6 ms

  





  

    		2024-02-23 05:50:39.935448

    		0.7 ms

  





  

    		2024-02-23 06:50:42.775833

    		-0.6 ms

  





  

    		2024-02-23 07:50:44.412709

    		-0.1 ms

  





  

    		2024-02-23 08:50:47.281383

    		-0.3 ms

  





  

    		2024-02-23 09:50:49.518684

    		1.6 ms

  





  

    		2024-02-23 10:50:51.266194

    		2.0 ms

  





  

    		2024-02-23 11:50:53.67953

    		-0.8 ms

  





  

    		2024-02-23 12:50:55.694353

    		1.8 ms

  





  

    		2024-02-23 13:50:57.77749

    		-0.6 ms

  





  

    		2024-02-23 14:50:59.482003

    		-1.2 ms

  





  

    		2024-02-23 15:51:01.458672

    		0.5 ms

  





  

    		2024-02-23 16:51:03.980695

    		-1.1 ms

  





  

    		2024-02-23 17:51:06.27459

    		-0.7 ms

  





  

    		2024-02-23 18:51:08.645869

    		-0.7 ms

  





  

    		2024-02-23 19:51:10.973101

    		-0.6 ms

  





  

    		2024-02-23 20:51:12.935321

    		-2.4 ms

  





  

    		2024-02-23 21:51:15.498726

    		-1.7 ms

  





  

    		2024-02-23 22:51:17.27885

    		-1.3 ms

  





  

    		2024-02-23 23:51:19.034591

    		-0.9 ms

  





  

    		2024-02-24 00:51:21.759465

    		1.0 ms

  





  

    		2024-02-24 01:51:23.749205

    		0.0 ms

  





  

    		2024-02-24 02:51:26.717506

    		-0.4 ms

  





  

    		2024-02-24 03:51:29.354264

    		-1.2 ms

  





  

    		2024-02-24 04:51:33.233427

    		-0.4 ms

  





  

    		2024-02-24 05:51:36.502002

    		-0.3 ms

  





  

    		2024-02-24 06:51:39.416873

    		-1.0 ms

  





  

    		2024-02-24 07:51:40.931458

    		-0.4 ms

  





  

    		2024-02-24 08:51:42.613593

    		-1.0 ms

  





  

    		2024-02-24 09:51:44.57714

    		1.2 ms

  





  

    		2024-02-24 10:51:47.444909

    		0.3 ms

  





  

    		2024-02-24 11:51:48.963558

    		1.1 ms

  





  

    		2024-02-24 12:51:50.912308

    		0.7 ms

  





  

    		2024-02-24 13:51:54.191161

    		-1.8 ms

  





  

    		2024-02-24 14:51:55.835324

    		-1.2 ms

  





  

    		2024-02-24 15:51:58.792152

    		1.0 ms

  





  

    		2024-02-24 16:52:00.794596

    		0.6 ms

  





  

    		2024-02-24 17:52:03.215915

    		-0.9 ms

  





  

    		2024-02-24 18:52:04.776227

    		0.8 ms

  





  

    		2024-02-24 19:52:06.892206

    		-0.1 ms

  





  

    		2024-02-24 20:52:10.272005

    		-0.4 ms

  





  

    		2024-02-24 21:52:12.964704

    		-0.8 ms

  





  

    		2024-02-24 22:52:15.583468

    		-1.3 ms

  





  

    		2024-02-24 23:52:17.748546

    		0.9 ms

  





  

    		2024-02-25 00:52:19.432049

    		-1.2 ms

  





  

    		2024-02-25 01:52:21.776615

    		1.3 ms

  





  

    		2024-02-25 02:52:24.660049

    		0.0 ms

  





  

    		2024-02-25 03:52:27.313621

    		-1.4 ms

  





  

    		2024-02-25 04:52:28.791373

    		1.0 ms

  





  

    		2024-02-25 05:52:32.336065

    		-0.2 ms

  





  

    		2024-02-25 06:52:34.135999

    		1.4 ms

  





  

    		2024-02-25 07:52:36.702398

    		-0.2 ms

  





  

    		2024-02-25 08:52:38.506527

    		2.1 ms

  





  

    		2024-02-25 09:52:40.006051

    		0.6 ms

  





  

    		2024-02-25 10:52:41.974917

    		-0.4 ms

  





  

    		2024-02-25 11:52:45.571391

    		-0.4 ms

  





  

    		2024-02-25 12:52:47.835313

    		-1.0 ms

  





  

    		2024-02-25 13:52:50.31425

    		1.0 ms

  





  

    		2024-02-25 14:52:52.012536

    		-0.9 ms

  





  

    		2024-02-25 15:52:53.528164

    		1.3 ms

  





  

    		2024-02-25 16:52:55.325264

    		-0.5 ms

  





  

    		2024-02-25 17:52:58.804242

    		1.6 ms

  





  

    		2024-02-25 18:53:02.308828

    		-1.0 ms

  





  

    		2024-02-25 19:53:03.815775

    		0.7 ms

  





  

    		2024-02-25 20:53:05.582695

    		-0.3 ms

  





  

    		2024-02-25 21:53:07.599756

    		-2.0 ms

  





  

    		2024-02-25 22:53:11.718546

    		-0.9 ms

  





  

    		2024-02-25 23:53:13.547374

    		1.0 ms

  





  

    		2024-02-26 00:53:16.176988

    		-1.4 ms

  





  

    		2024-02-26 01:53:18.33471

    		-0.8 ms

  





  

    		2024-02-26 02:53:20.408848

    		-1.4 ms

  





  

    		2024-02-26 03:53:22.899032

    		1.6 ms

  





  

    		2024-02-26 04:53:25.425848

    		-1.6 ms

  





  

    		2024-02-26 05:53:28.851506

    		-0.4 ms

  





  

    		2024-02-26 06:53:31.307269

    		1.9 ms

  





  

    		2024-02-26 07:53:32.808938

    		2.6 ms

  





  

    		2024-02-26 08:53:36.416605

    		3.2 ms

  





  

    		2024-02-26 09:53:38.875016

    		2.1 ms

  





  

    		2024-02-26 10:53:40.881565

    		-0.6 ms

  





  

    		2024-02-26 11:53:42.872812

    		-2.2 ms

  





  

    		2024-02-26 12:53:45.232802

    		-1.4 ms

  





  

    		2024-02-26 13:53:46.835212

    		1.7 ms

  





  

    		2024-02-26 14:53:49.533246

    		-0.7 ms

  





  

    		2024-02-26 15:53:51.572088

    		-1.4 ms

  





  

    		2024-02-26 16:53:53.698866

    		-1.0 ms

  





  

    		2024-02-26 17:53:55.823078

    		0.1 ms

  





  

    		2024-02-26 18:53:57.426522

    		2.5 ms

  





  

    		2024-02-26 19:53:59.222184

    		1.6 ms

  





  

    		2024-02-26 20:54:01.166034

    		-0.4 ms

  





  

    		2024-02-26 21:54:03.735178

    		-2.0 ms

  





  

    		2024-02-26 22:54:05.37729

    		-0.1 ms

  





  

    		2024-02-26 23:54:07.082544

    		-0.4 ms

  





  

    		2024-02-27 00:54:08.816893

    		-1.0 ms

  





  

    		2024-02-27 01:54:11.128672

    		-0.2 ms

  





  

    		2024-02-27 02:54:12.90389

    		-0.9 ms

  





  

    		2024-02-27 03:54:15.296385

    		-0.7 ms

  





  

    		2024-02-27 04:54:19.122095

    		-0.2 ms

  





  

    		2024-02-27 05:54:22.488257

    		0.5 ms

  





  

    		2024-02-27 06:54:24.273149

    		1.0 ms

  





  

    		2024-02-27 07:54:25.995086

    		2.8 ms

  





  

    		2024-02-27 08:54:29.609056

    		3.9 ms

  





  

    		2024-02-27 09:54:31.156679

    		1.8 ms

  





  

    		2024-02-27 10:54:33.074441

    		0.6 ms

  





  

    		2024-02-27 11:54:34.953957

    		1.9 ms

  





  

    		2024-02-27 12:54:36.609074

    		0.4 ms

  





  

    		2024-02-27 13:54:39.082183

    		1.2 ms

  





  

    		2024-02-27 14:54:40.522999

    		0.7 ms

  





  

    		2024-02-27 15:54:42.160125

    		0.5 ms

  





  

    		2024-02-27 16:54:44.233535

    		0.4 ms

  





  

    		2024-02-27 17:54:46.260703

    		-1.5 ms

  





  

    		2024-02-27 18:54:47.826434

    		-0.9 ms

  





  

    		2024-02-27 19:54:49.826624

    		-1.8 ms

  





  

    		2024-02-27 20:54:53.991498

    		1.2 ms

  





  

    		2024-02-27 21:54:55.924251

    		-0.4 ms

  





  

    		2024-02-27 22:54:58.041774

    		-1.3 ms

  





  

    		2024-02-27 23:55:00.826058

    		-1.2 ms

  





  

    		2024-02-28 00:55:04.662485

    		0.5 ms

  





  

    		2024-02-28 01:55:06.293898

    		-0.1 ms

  





  

    		2024-02-28 02:55:10.465776

    		-0.7 ms

  





  

    		2024-02-28 03:55:12.749685

    		0.3 ms

  





  

    		2024-02-28 04:55:14.913409

    		0.5 ms

  





  

    		2024-02-28 05:55:18.491196

    		2.5 ms

  





  

    		2024-02-28 06:55:20.673093

    		0.0 ms

  





  

    		2024-02-28 07:55:22.722811

    		-0.5 ms

  





  

    		2024-02-28 08:55:24.412131

    		-0.1 ms

  





  

    		2024-02-28 09:55:26.269005

    		0.0 ms

  





  

    		2024-02-28 10:55:27.945198

    		2.8 ms

  





  

    		2024-02-28 11:55:30.860614

    		1.9 ms

  





  

    		2024-02-28 12:55:32.541386

    		1.8 ms

  





  

    		2024-02-28 13:55:34.010435

    		0.4 ms

  





  

    		2024-02-28 14:55:35.6971

    		1.2 ms

  





  

    		2024-02-28 15:55:37.443217

    		1.0 ms

  





  

    		2024-02-28 16:55:39.432428

    		2.1 ms

  





  

    		2024-02-28 17:55:40.921429

    		-0.8 ms

  





  

    		2024-02-28 18:55:42.665526

    		-0.6 ms

  





  

    		2024-02-28 19:55:44.436356

    		1.1 ms

  





  

    		2024-02-28 20:55:46.924577

    		0.2 ms

  





  

    		2024-02-28 21:55:49.777208

    		-5.3 ms

  





  

    		2024-02-28 22:55:53.61274

    		-3.3 ms

  





  

    		2024-02-28 23:55:55.663757

    		-3.0 ms

  





  

    		2024-02-29 00:55:58.022848

    		-3.2 ms

  





  

    		2024-02-29 01:56:01.735606

    		1.7 ms

  





  

    		2024-02-29 02:56:05.557709

    		-0.3 ms

  





  

    		2024-02-29 03:56:07.331091

    		1.2 ms

  





  

    		2024-02-29 04:56:09.531443

    		1.2 ms

  





  

    		2024-02-29 05:56:12.1473

    		-1.5 ms

  





  

    		2024-02-29 06:56:14.433669

    		-1.0 ms

  





  

    		2024-02-29 07:56:17.721481

    		-0.6 ms

  





  

    		2024-02-29 08:56:19.405046

    		0.1 ms

  





  

    		2024-02-29 09:56:22.332915

    		0.1 ms

  





  

    		2024-02-29 10:56:23.966836

    		0.9 ms

  





  

    		2024-02-29 11:56:25.693098

    		0.5 ms

  





  

    		2024-02-29 12:56:27.224173

    		-0.2 ms

  





  

    		2024-02-29 13:56:29.430299

    		1.9 ms

  





  

    		2024-02-29 14:56:31.386969

    		1.0 ms

  





  

    		2024-02-29 15:56:33.599404

    		0.2 ms

  





  

    		2024-02-29 16:56:35.155327

    		1.5 ms

  





  

    		2024-02-29 17:56:37.065934

    		-0.5 ms

  





  

    		2024-02-29 18:56:41.179599

    		1.1 ms

  





  

    		2024-02-29 19:56:43.962815

    		-1.2 ms

  





  

    		2024-02-29 20:56:47.537699

    		0.7 ms

  





  

    		2024-02-29 21:56:51.582234

    		-0.9 ms

  





  

    		2024-02-29 22:56:53.717033

    		-1.7 ms

  





  

    		2024-02-29 23:56:56.07739

    		-1.3 ms

  





  

    		2024-03-01 00:56:58.5206

    		1.9 ms

  





  

    		2024-03-01 01:57:01.062782

    		2.4 ms

  





  

    		2024-03-01 02:57:03.997169

    		1.0 ms

  





  

    		2024-03-01 03:57:05.764825

    		-0.8 ms

  





  

    		2024-03-01 04:57:07.225415

    		0.9 ms

  





  

    		2024-03-01 05:57:09.131667

    		1.4 ms

  





  

    		2024-03-01 06:57:11.559872

    		0.5 ms

  





  

    		2024-03-01 07:57:14.723433

    		0.8 ms

  





  

    		2024-03-01 08:57:16.258035

    		1.9 ms

  





  

    		2024-03-01 09:57:19.003524

    		2.4 ms

  





  

    		2024-03-01 10:57:21.005397

    		0.3 ms

  





  

    		2024-03-01 11:57:23.092449

    		-1.1 ms

  





  

    		2024-03-01 12:57:25.069161

    		-0.5 ms

  





  

    		2024-03-01 13:57:26.621784

    		-1.0 ms

  





  

    		2024-03-01 14:57:28.117313

    		-0.3 ms

  





  

    		2024-03-01 15:57:30.183345

    		-1.0 ms

  





  

    		2024-03-01 16:57:32.509217

    		0.7 ms

  





  

    		2024-03-01 17:57:34.059064

    		-0.7 ms

  





  

    		2024-03-01 18:57:36.259624

    		0.0 ms

  





  

    		2024-03-01 19:57:39.867441

    		-0.3 ms

  





  

    		2024-03-01 20:57:41.782673

    		-1.5 ms

  





  

    		2024-03-01 21:57:43.664794

    		-0.8 ms

  





  

    		2024-03-01 22:57:45.18646

    		0.3 ms

  





  

    		2024-03-01 23:57:48.933949

    		-1.2 ms

  





  

    		2024-03-02 00:57:50.661112

    		-0.7 ms

  





  

    		2024-03-02 01:57:52.782788

    		-1.5 ms

  





  

    		2024-03-02 02:57:55.227745

    		-0.5 ms

  





  

    		2024-03-02 03:57:56.894248

    		2.1 ms

  





  

    		2024-03-02 04:57:59.819556

    		-0.4 ms

  





  

    		2024-03-02 05:58:02.275657

    		-0.5 ms

  





  

    		2024-03-02 06:58:04.990877

    		1.8 ms

  





  

    		2024-03-02 07:58:07.522872

    		1.0 ms

  





  

    		2024-03-02 08:58:10.207468

    		-0.5 ms

  





  

    		2024-03-02 09:58:12.525501

    		3.2 ms

  





  

    		2024-03-02 10:58:14.44074

    		2.1 ms

  





  

    		2024-03-02 11:58:17.656615

    		-0.8 ms

  





  

    		2024-03-02 12:58:19.492069

    		0.6 ms

  





  

    		2024-03-02 13:58:21.219502

    		0.5 ms

  





  

    		2024-03-02 14:58:24.003592

    		-1.0 ms

  





  

    		2024-03-02 15:58:25.823177

    		0.4 ms

  





  

    		2024-03-02 16:58:27.390499

    		0.4 ms

  





  

    		2024-03-02 17:58:29.567845

    		-0.4 ms

  





  

    		2024-03-02 18:58:33.005493

    		-1.3 ms

  





  

    		2024-03-02 19:58:35.070677

    		2.2 ms

  





  

    		2024-03-02 20:58:36.712903

    		-1.7 ms

  





  

    		2024-03-02 21:58:40.879244

    		-2.4 ms

  





  

    		2024-03-02 22:58:44.441367

    		-0.1 ms

  





  

    		2024-03-02 23:58:46.525044

    		-0.9 ms

  





  

    		2024-03-03 00:58:48.506862

    		-0.9 ms

  





  

    		2024-03-03 01:58:50.315438

    		0.6 ms

  





  

    		2024-03-03 02:58:52.097725

    		1.0 ms

  





  

    		2024-03-03 03:58:55.979551

    		-1.6 ms

  





  

    		2024-03-03 04:58:57.832846

    		-1.0 ms

  





  

    		2024-03-03 05:59:01.200027

    		-0.9 ms

  





  

    		2024-03-03 06:59:02.898658

    		0.2 ms

  





  

    		2024-03-03 07:59:04.952099

    		-0.6 ms

  





  

    		2024-03-03 08:59:06.826454

    		1.7 ms

  





  

    		2024-03-03 09:59:08.354116

    		0.7 ms

  





  

    		2024-03-03 10:59:10.382978

    		2.4 ms

  





  

    		2024-03-03 11:59:13.25235

    		-1.0 ms

  





  

    		2024-03-03 12:59:15.791228

    		1.9 ms

  





  

    		2024-03-03 13:59:18.21383

    		0.5 ms

  





  

    		2024-03-03 14:59:19.922812

    		-0.8 ms

  





  

    		2024-03-03 15:59:21.581591

    		2.3 ms

  





  

    		2024-03-03 16:59:24.496882

    		-0.4 ms

  





  

    		2024-03-03 17:59:26.985758

    		0.9 ms

  





  

    		2024-03-03 18:59:30.288618

    		0.2 ms

  





  

    		2024-03-03 19:59:33.64814

    		-0.1 ms

  





  

    		2024-03-03 20:59:35.92136

    		-1.8 ms

  





  

    		2024-03-03 21:59:38.840535

    		-0.9 ms

  





  

    		2024-03-03 22:59:40.435257

    		-2.3 ms

  





  

    		2024-03-03 23:59:42.022038

    		0.4 ms

  





  

    		2024-03-04 00:59:43.612894

    		-1.3 ms

  





  

    		2024-03-04 01:59:45.483678

    		0.0 ms

  





  

    		2024-03-04 02:59:49.480367

    		-1.5 ms

  





  

    		2024-03-04 03:59:52.372434

    		1.2 ms

  





  

    		2024-03-04 04:59:55.223283

    		3.0 ms

  





  

    		2024-03-04 05:59:56.959553

    		-0.1 ms

  





  

    		2024-03-04 06:59:59.819824

    		3.5 ms

  





  

    		2024-03-04 08:00:02.702439

    		0.3 ms

  





  

    		2024-03-04 09:00:04.864648

    		0.0 ms

  





  

    		2024-03-04 10:00:07.8167

    		0.1 ms

  





  

    		2024-03-04 11:00:09.839941

    		-0.1 ms

  





  

    		2024-03-04 12:00:11.968628

    		-0.2 ms

  





  

    		2024-03-04 13:00:13.713714

    		-0.9 ms

  





  

    		2024-03-04 14:00:15.465609

    		1.0 ms

  





  

    		2024-03-04 15:00:16.978897

    		-0.6 ms

  





  

    		2024-03-04 16:00:18.967194

    		0.2 ms

  





  

    		2024-03-04 17:00:20.530493

    		-0.3 ms

  





  

    		2024-03-04 18:00:22.814397

    		1.6 ms

  





  

    		2024-03-04 19:00:24.682465

    		-0.8 ms

  





  

    		2024-03-04 20:00:26.551291

    		0.1 ms

  





  

    		2024-03-04 21:00:28.198231

    		1.4 ms

  





  

    		2024-03-04 22:00:29.914128

    		-1.5 ms

  





  

    		2024-03-04 23:00:32.092983

    		-0.7 ms

  





  

    		2024-03-05 00:00:33.961564

    		-2.7 ms

  





  

    		2024-03-05 01:00:36.42969

    		-0.7 ms

  





  

    		2024-03-05 02:00:39.685464

    		-3.0 ms

  





  

    		2024-03-05 03:00:42.071308

    		-0.4 ms

  





  

    		2024-03-05 04:00:44.615586

    		1.1 ms

  





  

    		2024-03-05 05:00:46.003336

    		-0.5 ms

  





  

    		2024-03-05 06:00:49.631952

    		-0.2 ms

  





  

    		2024-03-05 07:00:51.649342

    		-1.0 ms

  





  

    		2024-03-05 08:00:53.744107

    		1.7 ms

  





  

    		2024-03-05 09:00:55.497556

    		-0.3 ms

  





  

    		2024-03-05 10:00:57.081536

    		2.1 ms

  





  

    		2024-03-05 11:00:58.916222

    		1.5 ms

  





  

    		2024-03-05 12:01:00.850901

    		0.6 ms

  





  

    		2024-03-05 13:01:02.755374

    		1.2 ms

  





  

    		2024-03-05 14:01:04.898236

    		0.9 ms

  





  

    		2024-03-05 15:01:06.570989

    		1.5 ms

  





  

    		2024-03-05 16:01:08.269196

    		2.1 ms

  





  

    		2024-03-05 17:01:09.93171

    		2.2 ms

  





  

    		2024-03-05 18:01:12.556185

    		0.7 ms

  





  

    		2024-03-05 19:01:14.652607

    		-1.1 ms

  





  

    		2024-03-05 20:01:16.04714

    		-1.6 ms

  





  

    		2024-03-05 21:01:17.922348

    		0.3 ms

  





  

    		2024-03-05 22:01:19.963829

    		-1.6 ms

  





  

    		2024-03-05 23:01:21.691059

    		0.3 ms

  





  

    		2024-03-06 00:01:23.297867

    		-1.1 ms

  





  

    		2024-03-06 01:01:26.155947

    		-0.3 ms

  





  

    		2024-03-06 02:01:29.553467

    		0.4 ms

  





  

    		2024-03-06 03:01:31.786494

    		-1.2 ms

  





  

    		2024-03-06 04:01:33.472284

    		2.6 ms

  





  

    		2024-03-06 05:01:35.238179

    		-1.0 ms

  





  

    		2024-03-06 06:01:37.051842

    		-0.6 ms

  





  

    		2024-03-06 07:01:38.681086

    		1.2 ms

  





  

    		2024-03-06 08:01:40.404214

    		2.4 ms

  





  

    		2024-03-06 09:01:41.901644

    		-0.7 ms

  





  

    		2024-03-06 10:01:44.058549

    		-0.2 ms

  





  

    		2024-03-06 11:01:45.997297

    		0.4 ms

  





  

    		2024-03-06 12:01:47.675688

    		1.7 ms

  





  

    		2024-03-06 13:01:49.445652

    		-0.8 ms

  





  

    		2024-03-06 14:01:50.963748

    		-1.9 ms

  





  

    		2024-03-06 15:01:52.632837

    		0.4 ms

  





  

    		2024-03-06 16:01:55.446212

    		1.9 ms

  





  

    		2024-03-06 17:01:57.026729

    		2.4 ms

  





  

    		2024-03-06 18:01:58.554253

    		1.9 ms

  





  

    		2024-03-06 19:02:02.791181

    		-1.3 ms

  





  

    		2024-03-06 20:02:05.427305

    		-0.1 ms

  





  

    		2024-03-06 21:02:08.408619

    		-1.6 ms

  





  

    		2024-03-06 22:02:10.228605

    		-2.6 ms

  





  

    		2024-03-06 23:02:13.862769

    		1.7 ms

  





  

    		2024-03-07 00:02:16.453328

    		-0.8 ms

  





  

    		2024-03-07 01:02:18.476017

    		1.5 ms

  





  

    		2024-03-07 02:02:20.930539

    		-0.7 ms

  





  

    		2024-03-07 03:02:22.969148

    		-0.1 ms

  





  

    		2024-03-07 04:02:24.747299

    		-0.3 ms

  





  

    		2024-03-07 05:02:26.746976

    		-1.2 ms

  





  

    		2024-03-07 06:02:30.661989

    		1.6 ms

  





  

    		2024-03-07 07:02:33.11217

    		-0.7 ms

  





  

    		2024-03-07 08:02:35.435364

    		-1.4 ms

  





  

    		2024-03-07 09:02:37.127412

    		-0.3 ms

  





  

    		2024-03-07 10:02:39.135623

    		1.2 ms

  





  

    		2024-03-07 11:02:42.287223

    		0.2 ms

  





  

    		2024-03-07 12:02:44.048476

    		0.1 ms

  





  

    		2024-03-07 13:02:46.241895

    		1.4 ms

  





  

    		2024-03-07 14:02:48.044197

    		-1.0 ms

  





  

    		2024-03-07 15:02:49.595867

    		1.6 ms

  





  

    		2024-03-07 16:02:51.890897

    		0.4 ms

  





  

    		2024-03-07 17:02:54.024177

    		0.3 ms

  





  

    		2024-03-07 18:02:55.724854

    		-2.4 ms

  





  

    		2024-03-07 19:02:58.102839

    		1.4 ms

  





  

    		2024-03-07 20:03:00.998207

    		1.3 ms

  





  

    		2024-03-07 21:03:02.725144

    		-0.7 ms

  





  

    		2024-03-07 22:03:04.494022

    		0.1 ms

  





  

    		2024-03-07 23:03:06.323407

    		-1.4 ms

  





  

    		2024-03-08 00:03:08.073726

    		-1.3 ms

  





  

    		2024-03-08 01:03:10.276417

    		-2.0 ms

  





  

    		2024-03-08 02:03:12.282739

    		-3.5 ms

  





  

    		2024-03-08 03:03:15.155648

    		-2.6 ms

  





  

    		2024-03-08 04:03:18.011875

    		-1.1 ms

  





  

    		2024-03-08 05:03:20.025291

    		-0.9 ms

  





  

    		2024-03-08 06:03:22.073184

    		1.7 ms

  





  

    		2024-03-08 07:03:23.760499

    		-0.4 ms

  





  

    		2024-03-08 08:03:25.964675

    		0.4 ms

  





  

    		2024-03-08 09:03:28.091457

    		0.8 ms

  





  

    		2024-03-08 10:03:31.37905

    		0.3 ms

  





  

    		2024-03-08 11:03:33.355952

    		1.3 ms

  





  

    		2024-03-08 12:03:34.950415

    		3.0 ms

  





  

    		2024-03-08 13:03:36.582305

    		-0.7 ms

  





  

    		2024-03-08 14:03:38.167252

    		1.8 ms

  





  

    		2024-03-08 15:03:39.895505

    		1.7 ms

  





  

    		2024-03-08 16:03:41.614719

    		0.5 ms

  





  

    		2024-03-08 17:03:43.445285

    		-1.3 ms

  





  

    		2024-03-08 18:03:45.63965

    		0.3 ms

  





  

    		2024-03-08 19:03:47.683526

    		-0.2 ms

  





  

    		2024-03-08 20:03:50.540701

    		1.4 ms

  





  

    		2024-03-08 21:03:52.611927

    		-0.7 ms

  





  

    		2024-03-08 22:03:55.16003

    		0.6 ms

  





  

    		2024-03-08 23:03:57.323027

    		-0.8 ms

  





  

    		2024-03-09 00:04:00.803685

    		-1.9 ms

  





  

    		2024-03-09 01:04:02.934098

    		-1.1 ms

  





  

    		2024-03-09 02:04:06.03498

    		1.4 ms

  





  

    		2024-03-09 03:04:09.170524

    		-1.3 ms

  





  

    		2024-03-09 04:04:10.657972

    		-0.5 ms

  





  

    		2024-03-09 05:04:13.07149

    		2.2 ms

  





  

    		2024-03-09 06:04:15.080174

    		1.2 ms

  





  

    		2024-03-09 07:04:17.779543

    		1.4 ms

  





  

    		2024-03-09 08:04:19.44298

    		-0.6 ms

  





  

    		2024-03-09 09:04:21.546099

    		2.3 ms

  





  

    		2024-03-09 10:04:23.688498

    		-0.2 ms

  





  

    		2024-03-09 11:04:25.562946

    		2.0 ms

  





  

    		2024-03-09 12:04:26.982829

    		1.0 ms

  





  

    		2024-03-09 13:04:28.545236

    		-0.7 ms

  





  

    		2024-03-09 14:04:30.2779

    		-0.7 ms

  





  

    		2024-03-09 15:04:33.039306

    		-0.7 ms

  





  

    		2024-03-09 16:04:35.557421

    		0.1 ms

  





  

    		2024-03-09 17:04:37.844708

    		-0.2 ms

  





  

    		2024-03-09 18:04:39.397786

    		1.2 ms

  





  

    		2024-03-09 19:04:41.521277

    		2.0 ms

  





  

    		2024-03-09 20:04:43.359449

    		0.9 ms

  





  

    		2024-03-09 21:04:45.424232

    		-1.4 ms

  





  

    		2024-03-09 22:04:47.204506

    		1.6 ms

  





  

    		2024-03-09 23:04:49.597306

    		-1.5 ms

  





  

    		2024-03-10 00:04:51.196387

    		-1.5 ms

  





  

    		2024-03-10 01:04:53.26056

    		-1.6 ms

  





  

    		2024-03-10 02:04:56.185931

    		-2.0 ms

  





  

    		2024-03-10 03:04:58.44407

    		-0.6 ms

  





  

    		2024-03-10 04:05:00.930211

    		-1.6 ms

  





  

    		2024-03-10 05:05:03.781708

    		0.5 ms

  





  

    		2024-03-10 06:05:06.199768

    		1.3 ms

  





  

    		2024-03-10 07:05:07.856448

    		-0.6 ms

  





  

    		2024-03-10 08:05:09.398479

    		0.9 ms

  





  

    		2024-03-10 09:05:12.006397

    		0.7 ms

  





  

    		2024-03-10 10:05:14.014421

    		-0.6 ms

  





  

    		2024-03-10 11:05:16.195615

    		-0.4 ms

  





  

    		2024-03-10 12:05:19.355303

    		1.3 ms

  





  

    		2024-03-10 13:05:22.697212

    		1.4 ms

  





  

    		2024-03-10 14:05:25.206038

    		-0.4 ms

  





  

    		2024-03-10 15:05:26.890399

    		-0.3 ms

  





  

    		2024-03-10 16:05:30.084589

    		-0.7 ms

  





  

    		2024-03-10 17:05:32.058376

    		-0.7 ms

  





  

    		2024-03-10 18:05:34.2324

    		-1.7 ms

  





  

    		2024-03-10 19:05:35.779437

    		-1.5 ms

  





  

    		2024-03-10 20:05:37.351655

    		-0.3 ms

  





  

    		2024-03-10 21:05:39.599642

    		-0.2 ms

  





  

    		2024-03-10 22:05:41.49651

    		0.9 ms

  





  

    		2024-03-10 23:05:43.265913

    		0.7 ms

  





  

    		2024-03-11 00:05:44.784142

    		-1.1 ms

  





  

    		2024-03-11 01:05:47.367529

    		-1.5 ms

  





  

    		2024-03-11 02:05:49.133107

    		-1.2 ms

  





  

    		2024-03-11 03:05:51.049694

    		-2.0 ms

  





  

    		2024-03-11 04:05:53.903788

    		-1.1 ms

  





  

    		2024-03-11 05:05:56.571751

    		-0.6 ms

  





  

    		2024-03-11 06:05:58.494473

    		0.3 ms

  





  

    		2024-03-11 07:06:00.484903

    		-1.4 ms

  





  

    		2024-03-11 08:06:02.23844

    		0.5 ms

  





  

    		2024-03-11 09:06:03.749436

    		0.7 ms

  





  

    		2024-03-11 10:06:05.62381

    		1.9 ms

  





  

    		2024-03-11 11:06:07.71403

    		2.1 ms

  





  

    		2024-03-11 12:06:09.513353

    		-1.1 ms

  





  

    		2024-03-11 13:06:11.389501

    		-0.1 ms

  





  

    		2024-03-11 14:06:12.904475

    		-0.7 ms

  





  

    		2024-03-11 15:06:14.938552

    		1.1 ms

  





  

    		2024-03-11 16:06:16.525991

    		0.2 ms

  





  

    		2024-03-11 17:06:18.243199

    		1.0 ms

  





  

    		2024-03-11 18:06:19.931953

    		-0.6 ms

  





  

    		2024-03-11 19:06:21.58707

    		-0.5 ms

  





  

    		2024-03-11 20:06:23.295509

    		1.2 ms

  





  

    		2024-03-11 21:06:25.217666

    		-2.0 ms

  





  

    		2024-03-11 22:06:26.894857

    		-0.8 ms

  





  

    		2024-03-11 23:06:29.118766

    		0.0 ms

  





  

    		2024-03-12 00:06:31.411717

    		0.0 ms

  





  

    		2024-03-12 01:06:34.356311

    		-0.4 ms

  





  

    		2024-03-12 02:06:36.623392

    		1.1 ms

  





  

    		2024-03-12 03:06:38.399746

    		1.1 ms

  





  

    		2024-03-12 04:06:41.528752

    		-2.5 ms

  





  

    		2024-03-12 05:06:44.181676

    		1.2 ms

  





  

    		2024-03-12 06:06:48.088496

    		-1.9 ms

  





  

    		2024-03-12 07:06:50.239449

    		3.8 ms

  





  

    		2024-03-12 08:06:52.908354

    		-0.8 ms

  





  

    		2024-03-12 09:06:54.424127

    		-1.6 ms

  





  

    		2024-03-12 10:06:56.598171

    		0.8 ms

  





  

    		2024-03-12 11:06:58.95274

    		4.8 ms

  





  

    		2024-03-12 12:07:00.610889

    		1.8 ms

  





  

    		2024-03-12 13:07:02.260446

    		1.6 ms

  





  

    		2024-03-12 14:07:04.527026

    		0.3 ms

  





  

    		2024-03-12 15:07:08.187806

    		-0.2 ms

  





  

    		2024-03-12 16:07:09.713051

    		5.7 ms

  





  

    		2024-03-12 17:07:11.945628

    		0.4 ms

  





  

    		2024-03-12 18:07:13.64612

    		0.7 ms

  





  

    		2024-03-12 19:07:16.757249

    		-2.8 ms

  





  

    		2024-03-12 20:07:19.837411

    		-0.5 ms

  





  

    		2024-03-12 21:07:21.868358

    		1.4 ms

  





  

    		2024-03-12 22:07:23.847464

    		1.0 ms

  





  

    		2024-03-12 23:07:26.434433

    		-0.1 ms

  





  

    		2024-03-13 00:07:28.447017

    		-0.7 ms

  





  

    		2024-03-13 01:07:31.053095

    		-0.1 ms

  





  

    		2024-03-13 02:07:32.645021

    		-2.0 ms

  





  

    		2024-03-13 03:07:36.228227

    		-1.2 ms

  





  

    		2024-03-13 04:07:38.537794

    		-0.2 ms

  





  

    		2024-03-13 05:07:40.672503

    		-0.8 ms

  





  

    		2024-03-13 06:07:42.637732

    		2.4 ms

  





  

    		2024-03-13 07:07:44.803459

    		0.6 ms

  





  

    		2024-03-13 08:07:46.990467

    		1.7 ms

  





  

    		2024-03-13 09:07:48.987818

    		0.2 ms

  





  

    		2024-03-13 10:07:51.578739

    		0.5 ms

  





  

    		2024-03-13 11:07:54.658146

    		-0.8 ms

  





  

    		2024-03-13 12:07:56.116831

    		-0.7 ms

  





  

    		2024-03-13 13:07:58.644065

    		1.8 ms

  





  

    		2024-03-13 14:08:00.246383

    		-0.3 ms

  





  

    		2024-03-13 15:08:02.746618

    		-0.4 ms

  





  

    		2024-03-13 16:08:05.163761

    		1.1 ms

  





  

    		2024-03-13 17:08:07.338236

    		-1.4 ms

  





  

    		2024-03-13 18:08:08.888468

    		-3.0 ms

  





  

    		2024-03-13 19:08:10.738294

    		-2.1 ms

  





  

    		2024-03-13 20:08:12.696987

    		-1.2 ms

  





  

    		2024-03-13 21:08:14.84986

    		1.1 ms

  





  

    		2024-03-13 22:08:16.772058

    		-1.3 ms

  





  

    		2024-03-13 23:08:18.359839

    		0.2 ms

  





  

    		2024-03-14 00:08:20.709536

    		-0.4 ms

  





  

    		2024-03-14 01:08:23.106355

    		-0.3 ms

  





  

    		2024-03-14 02:08:24.781186

    		-1.0 ms

  





  

    		2024-03-14 03:08:27.881103

    		0.7 ms

  





  

    		2024-03-14 04:08:31.203223

    		2.3 ms

  





  

    		2024-03-14 05:08:33.87378

    		2.0 ms

  





  

    		2024-03-14 06:08:36.294153

    		2.6 ms

  





  

    		2024-03-14 07:08:40.228473

    		1.5 ms

  





  

    		2024-03-14 08:08:41.775288

    		0.0 ms

  





  

    		2024-03-14 09:08:44.564887

    		1.0 ms

  





  

    		2024-03-14 10:08:46.471471

    		-0.1 ms

  





  

    		2024-03-14 11:08:48.295865

    		0.3 ms

  





  

    		2024-03-14 12:08:49.970296

    		1.2 ms

  





  

    		2024-03-14 13:08:51.507556

    		0.9 ms

  





  

    		2024-03-14 14:08:53.290654

    		0.9 ms

  





  

    		2024-03-14 15:08:54.958215

    		-0.7 ms

  





  

    		2024-03-14 16:08:57.107331

    		0.0 ms

  





  

    		2024-03-14 17:08:59.457181

    		0.7 ms

  





  

    		2024-03-14 18:09:02.009905

    		-2.0 ms

  





  

    		2024-03-14 19:09:04.053963

    		-1.3 ms

  





  

    		2024-03-14 20:09:07.30374

    		-2.3 ms

  





  

    		2024-03-14 21:09:10.778606

    		-2.1 ms

  





  

    		2024-03-14 22:09:13.330856

    		-2.3 ms

  





  

    		2024-03-14 23:09:15.487917

    		1.1 ms

  





  

    		2024-03-15 00:09:18.804091

    		0.5 ms

  





  

    		2024-03-15 01:09:20.351419

    		-0.2 ms

  





  

    		2024-03-15 02:09:22.920099

    		-0.7 ms

  





  

    		2024-03-15 03:09:25.41019

    		-1.5 ms

  





  

    		2024-03-15 04:09:27.299702

    		-1.1 ms

  





  

    		2024-03-15 05:09:30.465285

    		1.1 ms

  





  

    		2024-03-15 06:09:32.424142

    		-0.4 ms

  





  

    		2024-03-15 07:09:34.902386

    		-2.0 ms

  





  

    		2024-03-15 08:09:37.050956

    		1.3 ms

  





  

    		2024-03-15 09:09:40.073777

    		-1.9 ms

  





  

    		2024-03-15 10:09:41.81935

    		0.7 ms

  





  

    		2024-03-15 11:09:43.34685

    		2.5 ms

  





  

    		2024-03-15 12:09:45.345388

    		-1.5 ms

  





  

    		2024-03-15 13:09:47.64297

    		0.2 ms

  





  

    		2024-03-15 14:09:49.859809

    		0.2 ms

  





  

    		2024-03-15 15:09:51.398275

    		1.7 ms

  





  

    		2024-03-15 16:09:53.120117

    		0.0 ms

  





  

    		2024-03-15 17:09:55.65174

    		-1.4 ms

  





  

    		2024-03-15 18:09:58.259635

    		0.8 ms

  





  

    		2024-03-15 19:10:02.237017

    		-1.6 ms

  





  

    		2024-03-15 20:10:04.793849

    		1.6 ms

  





  

    		2024-03-15 21:10:07.082748

    		0.2 ms

  





  

    		2024-03-15 22:10:09.303549

    		-0.7 ms

  





  

    		2024-03-15 23:10:11.067245

    		-2.5 ms

  





  

    		2024-03-16 00:10:13.307471

    		1.0 ms

  





  

    		2024-03-16 01:10:15.759781

    		-1.3 ms

  





  

    		2024-03-16 02:10:19.375016

    		-2.3 ms

  





  

    		2024-03-16 03:10:22.640259

    		-2.8 ms

  





  

    		2024-03-16 04:10:25.819965

    		0.2 ms

  





  

    		2024-03-16 05:10:28.48956

    		-0.4 ms

  





  

    		2024-03-16 06:10:30.99271

    		0.0 ms

  





  

    		2024-03-16 07:10:33.154332

    		1.0 ms

  





  

    		2024-03-16 08:10:36.127315

    		1.0 ms

  





  

    		2024-03-16 09:10:38.633855

    		0.3 ms

  





  

    		2024-03-16 10:10:41.775056

    		1.3 ms

  





  

    		2024-03-16 11:10:43.898523

    		1.0 ms

  





  

    		2024-03-16 12:10:46.316671

    		1.6 ms

  





  

    		2024-03-16 13:10:48.735715

    		1.4 ms

  





  

    		2024-03-16 14:10:51.383692

    		0.3 ms

  





  

    		2024-03-16 15:10:53.162022

    		0.6 ms

  





  

    		2024-03-16 16:10:55.994452

    		1.8 ms

  





  

    		2024-03-16 17:10:58.103236

    		1.9 ms

  





  

    		2024-03-16 18:10:59.970739

    		-0.8 ms

  





  

    		2024-03-16 19:11:01.894426

    		-1.9 ms

  





  

    		2024-03-16 20:11:05.513176

    		0.8 ms

  





  

    		2024-03-16 21:11:07.583535

    		0.4 ms

  





  

    		2024-03-16 22:11:09.667806

    		0.4 ms

  





  

    		2024-03-16 23:11:11.702061

    		0.7 ms

  





  

    		2024-03-17 00:11:13.192378

    		-0.5 ms

  





  

    		2024-03-17 01:11:15.043654

    		1.0 ms

  





  

    		2024-03-17 02:11:18.433161

    		-0.3 ms

  





  

    		2024-03-17 03:11:20.536414

    		-1.3 ms

  





  

    		2024-03-17 04:11:22.119882

    		-0.2 ms

  





  

    		2024-03-17 05:11:24.976207

    		1.6 ms

  





  

    		2024-03-17 06:11:28.675792

    		1.5 ms

  





  

    		2024-03-17 07:11:31.176701

    		-1.3 ms

  





  

    		2024-03-17 08:11:32.849132

    		2.5 ms

  





  

    		2024-03-17 09:11:34.956026

    		2.6 ms

  





  

    		2024-03-17 10:11:37.008826

    		1.8 ms

  





  

    		2024-03-17 11:11:39.050291

    		1.7 ms

  





  

    		2024-03-17 12:11:41.012412

    		-0.6 ms

  





  

    		2024-03-17 13:11:45.085785

    		0.3 ms

  





  

    		2024-03-17 14:11:47.498274

    		-1.2 ms

  





  

    		2024-03-17 15:11:49.866121

    		0.6 ms

  





  

    		2024-03-17 16:11:53.381081

    		-0.7 ms

  





  

    		2024-03-17 17:11:55.611979

    		0.7 ms

  





  

    		2024-03-17 18:11:57.311194

    		1.2 ms

  





  

    		2024-03-17 19:12:01.039607

    		1.1 ms

  





  

    		2024-03-17 20:12:03.023041

    		1.3 ms

  





  

    		2024-03-17 21:12:05.159296

    		-0.7 ms

  





  

    		2024-03-17 22:12:07.185457

    		-0.6 ms

  





  

    		2024-03-17 23:12:08.896402

    		-1.3 ms

  





  

    		2024-03-18 00:12:10.941195

    		-0.7 ms

  





  

    		2024-03-18 01:12:12.67924

    		1.3 ms

  





  

    		2024-03-18 02:12:14.829327

    		-0.1 ms

  





  

    		2024-03-18 03:12:17.95234

    		-0.8 ms

  





  

    		2024-03-18 04:12:19.542674

    		-1.0 ms

  





  

    		2024-03-18 05:12:21.634149

    		-0.4 ms

  





  

    		2024-03-18 06:12:24.164325

    		-0.3 ms

  





  

    		2024-03-18 07:12:26.579466

    		-1.0 ms

  





  

    		2024-03-18 08:12:29.64203

    		0.8 ms

  





  

    		2024-03-18 09:12:31.071105

    		1.9 ms

  





  

    		2024-03-18 10:12:33.43312

    		2.2 ms

  





  

    		2024-03-18 11:12:36.092007

    		0.2 ms

  





  

    		2024-03-18 12:12:37.635348

    		-0.4 ms

  





  

    		2024-03-18 13:12:39.558855

    		0.0 ms

  





  

    		2024-03-18 14:12:41.935662

    		2.6 ms

  





  

    		2024-03-18 15:12:44.241804

    		2.1 ms

  





  

    		2024-03-18 16:12:46.049785

    		0.2 ms

  





  

    		2024-03-18 17:12:47.505093

    		-1.2 ms

  





  

    		2024-03-18 18:12:49.008791

    		-0.8 ms

  





  

    		2024-03-18 19:12:52.82783

    		-0.6 ms

  





  

    		2024-03-18 20:12:55.948098

    		1.7 ms

  





  

    		2024-03-18 21:12:58.311903

    		-1.3 ms

  





  

    		2024-03-18 22:12:59.876053

    		-1.6 ms

  





  

    		2024-03-18 23:13:01.427739

    		-1.6 ms

  





  

    		2024-03-19 00:13:03.080001

    		-1.2 ms

  





  

    		2024-03-19 01:13:05.166972

    		-1.0 ms

  





  

    		2024-03-19 02:13:08.559609

    		-0.3 ms

  





  

    		2024-03-19 03:13:11.680202

    		0.1 ms

  





  

    		2024-03-19 04:13:14.210154

    		1.1 ms

  





  

    		2024-03-19 05:13:16.921821

    		-0.5 ms

  





  

    		2024-03-19 06:13:18.437485

    		-1.8 ms

  





  

    		2024-03-19 07:13:20.54268

    		1.1 ms

  





  

    		2024-03-19 08:13:22.42846

    		2.1 ms

  





  

    		2024-03-19 09:13:24.394634

    		1.0 ms

  





  

    		2024-03-19 10:13:26.048878

    		4.7 ms

  





  

    		2024-03-19 11:13:27.670459

    		0.8 ms

  





  

    		2024-03-19 12:13:29.460126

    		2.8 ms

  





  

    		2024-03-19 13:13:31.725235

    		1.8 ms

  





  

    		2024-03-19 14:13:33.213322

    		0.5 ms

  





  

    		2024-03-19 15:13:34.748766

    		1.8 ms

  





  

    		2024-03-19 16:13:36.319574

    		0.2 ms

  





  

    		2024-03-19 17:13:38.643762

    		0.2 ms

  





  

    		2024-03-19 18:13:40.97447

    		-1.6 ms

  





  

    		2024-03-19 19:13:43.259191

    		-0.3 ms

  





  

    		2024-03-19 20:13:46.1083

    		-1.4 ms

  





  

    		2024-03-19 21:13:48.435399

    		0.9 ms

  





  

    		2024-03-19 22:13:49.883645

    		-0.7 ms

  





  

    		2024-03-19 23:13:51.542019

    		-1.2 ms

  





  

    		2024-03-20 00:13:55.286769

    		-3.5 ms

  





  

    		2024-03-20 01:13:57.241591

    		-2.4 ms

  





  

    		2024-03-20 02:14:00.107121

    		0.8 ms

  





  

    		2024-03-20 03:14:03.365722

    		1.0 ms

  





  

    		2024-03-20 04:14:05.140647

    		-2.1 ms

  





  

    		2024-03-20 05:14:08.476007

    		-0.7 ms

  





  

    		2024-03-20 06:14:10.15912

    		0.6 ms

  





  

    		2024-03-20 07:14:11.92261

    		2.9 ms

  





  

    		2024-03-20 08:14:14.760461

    		-0.9 ms

  





  

    		2024-03-20 09:14:16.268467

    		-1.2 ms

  





  

    		2024-03-20 10:14:18.078591

    		-1.1 ms

  





  

    		2024-03-20 11:14:19.854993

    		1.0 ms

  





  

    		2024-03-20 12:14:21.502322

    		1.0 ms

  





  

    		2024-03-20 13:14:22.986013

    		3.7 ms

  





  

    		2024-03-20 14:14:24.986721

    		4.2 ms

  





  

    		2024-03-20 15:14:26.969347

    		4.3 ms

  





  

    		2024-03-20 16:14:28.815736

    		2.8 ms

  





  

    		2024-03-20 17:14:30.639217

    		1.8 ms

  





  

    		2024-03-20 18:14:34.235892

    		0.5 ms

  





  

    		2024-03-20 19:14:37.862077

    		0.1 ms

  





  

    		2024-03-20 20:14:39.46967

    		-0.1 ms

  





  

    		2024-03-20 21:14:41.994998

    		1.3 ms

  





  

    		2024-03-20 22:14:45.492249

    		1.6 ms

  





  

    		2024-03-20 23:14:47.079824

    		2.2 ms

  





  

    		2024-03-21 00:14:49.567849

    		0.9 ms

  





  

    		2024-03-21 01:14:53.728142

    		2.1 ms

  





  

    		2024-03-21 02:14:56.17686

    		1.1 ms

  





  

    		2024-03-21 03:14:58.394431

    		0.7 ms

  





  

    		2024-03-21 04:15:01.224453

    		1.1 ms

  





  

    		2024-03-21 05:15:03.754852

    		1.5 ms

  





  

    		2024-03-21 06:15:06.777509

    		-4.5 ms

  





  

    		2024-03-21 07:15:09.094642

    		-2.1 ms

  





  

    		2024-03-21 08:15:11.64408

    		0.2 ms

  





  

    		2024-03-21 09:15:13.192798

    		1.1 ms

  





  

    		2024-03-21 10:15:14.758996

    		0.3 ms

  





  

    		2024-03-21 11:15:16.31167

    		1.3 ms

  





  

    		2024-03-21 12:15:18.00114

    		3.5 ms

  





  

    		2024-03-21 13:15:19.664719

    		-1.1 ms

  





  

    		2024-03-21 14:15:21.87514

    		0.8 ms

  





  

    		2024-03-21 15:15:24.364013

    		-0.4 ms

  





  

    		2024-03-21 16:15:27.267002

    		-0.9 ms

  





  

    		2024-03-21 17:15:29.533017

    		0.6 ms

  





  

    		2024-03-21 18:15:33.276478

    		0.9 ms

  





  

    		2024-03-21 19:15:35.122531

    		-1.5 ms

  





  

    		2024-03-21 20:15:39.282692

    		-1.2 ms

  





  

    		2024-03-21 21:15:40.848476

    		-2.2 ms

  





  

    		2024-03-21 22:15:42.576218

    		-2.4 ms

  





  

    		2024-03-21 23:15:45.659442

    		0.2 ms

  





  

    		2024-03-22 00:15:47.766368

    		-2.6 ms

  





  

    		2024-03-22 01:15:49.637681

    		0.1 ms

  





  

    		2024-03-22 02:15:52.951616

    		-2.0 ms

  





  

    		2024-03-22 03:15:54.674015

    		0.3 ms

  





  

    		2024-03-22 04:15:59.084909

    		-1.3 ms

  





  

    		2024-03-22 05:16:00.97342

    		-0.6 ms

  





  

    		2024-03-22 06:16:03.118112

    		-1.3 ms

  





  

    		2024-03-22 07:16:06.55077

    		1.8 ms

  





  

    		2024-03-22 08:16:08.432599

    		1.5 ms

  





  

    		2024-03-22 09:16:10.129406

    		2.4 ms

  





  

    		2024-03-22 10:16:13.223735

    		0.8 ms

  





  

    		2024-03-22 11:16:14.833346

    		-0.7 ms

  





  

    		2024-03-22 12:16:17.110477

    		1.9 ms

  





  

    		2024-03-22 13:16:18.831031

    		-0.8 ms

  





  

    		2024-03-22 14:16:21.240756

    		0.1 ms

  





  

    		2024-03-22 15:16:22.80542

    		-0.8 ms

  





  

    		2024-03-22 16:16:24.408692

    		1.6 ms

  





  

    		2024-03-22 17:16:26.27544

    		-1.9 ms

  





  

    		2024-03-22 18:16:28.585949

    		1.0 ms

  





  

    		2024-03-22 19:16:31.014111

    		0.4 ms

  





  

    		2024-03-22 20:16:33.483184

    		-0.5 ms

  





  

    		2024-03-22 21:16:35.6818

    		-2.0 ms

  





  

    		2024-03-22 22:16:37.742565

    		-1.5 ms

  





  

    		2024-03-22 23:16:40.808246

    		-2.5 ms

  





  

    		2024-03-23 00:16:43.46308

    		-2.1 ms

  





  

    		2024-03-23 01:16:45.42094

    		-1.4 ms

  





  

    		2024-03-23 02:16:47.715244

    		0.5 ms

  





  

    		2024-03-23 03:16:49.848989

    		-1.4 ms

  





  

    		2024-03-23 04:16:51.92785

    		-0.6 ms

  





  

    		2024-03-23 05:16:53.941767

    		1.3 ms

  





  

    		2024-03-23 06:16:57.676094

    		-0.1 ms

  





  

    		2024-03-23 07:16:59.880442

    		-0.1 ms

  





  

    		2024-03-23 08:17:01.814641

    		1.1 ms

  





  

    		2024-03-23 09:17:03.732264

    		1.4 ms

  





  

    		2024-03-23 10:17:05.206599

    		-0.3 ms

  





  

    		2024-03-23 11:17:08.069149

    		-0.6 ms

  





  

    		2024-03-23 12:17:11.355164

    		-0.2 ms

  





  

    		2024-03-23 13:17:14.318711

    		-0.4 ms

  





  

    		2024-03-23 14:17:16.034123

    		0.1 ms

  





  

    		2024-03-23 15:17:18.106053

    		-1.4 ms

  





  

    		2024-03-23 16:17:20.879908

    		-1.3 ms

  





  

    		2024-03-23 17:17:22.691322

    		1.4 ms

  





  

    		2024-03-23 18:17:24.448908

    		1.7 ms

  





  

    		2024-03-23 19:17:26.094495

    		1.2 ms

  





  

    		2024-03-23 20:17:28.099876

    		-0.7 ms

  





  

    		2024-03-23 21:17:31.674455

    		-1.2 ms

  





  

    		2024-03-23 22:17:34.043007

    		-0.2 ms

  





  

    		2024-03-23 23:17:36.154998

    		0.4 ms

  





  

    		2024-03-24 00:17:38.63321

    		-1.2 ms

  





  

    		2024-03-24 01:17:40.81477

    		-2.0 ms

  





  

    		2024-03-24 02:17:42.539674

    		1.1 ms

  





  

    		2024-03-24 03:17:44.410563

    		0.1 ms

  





  

    		2024-03-24 04:17:45.913377

    		1.5 ms

  





  

    		2024-03-24 05:17:47.663565

    		2.2 ms

  





  

    		2024-03-24 06:17:51.066885

    		-0.2 ms

  





  

    		2024-03-24 07:17:52.709517

    		0.5 ms

  





  

    		2024-03-24 08:17:55.060332

    		2.3 ms

  





  

    		2024-03-24 09:17:56.755141

    		0.6 ms

  





  

    		2024-03-24 10:17:59.442444

    		0.0 ms

  





  

    		2024-03-24 11:18:01.73028

    		0.8 ms

  





  

    		2024-03-24 12:18:04.632013

    		0.3 ms

  





  

    		2024-03-24 13:18:07.239099

    		0.0 ms

  





  

    		2024-03-24 14:18:10.083545

    		-0.6 ms

  





  

    		2024-03-24 15:18:11.92318

    		-0.5 ms

  





  

    		2024-03-24 16:18:13.997179

    		2.9 ms

  





  

    		2024-03-24 17:18:15.62505

    		-0.7 ms

  





  

    		2024-03-24 18:18:19.052374

    		0.2 ms

  





  

    		2024-03-24 19:18:21.308278

    		-2.1 ms

  





  

    		2024-03-24 20:18:23.71859

    		-0.8 ms

  





  

    		2024-03-24 21:18:25.391215

    		-0.7 ms

  





  

    		2024-03-24 22:18:27.088644

    		-0.6 ms

  





  

    		2024-03-24 23:18:29.142797

    		-1.0 ms

  





  

    		2024-03-25 00:18:31.294428

    		-1.5 ms

  





  

    		2024-03-25 01:18:33.589761

    		-1.7 ms

  





  

    		2024-03-25 02:18:36.333339

    		0.6 ms

  





  

    		2024-03-25 03:18:39.017265

    		0.8 ms

  





  

    		2024-03-25 04:18:41.624366

    		0.4 ms

  





  

    		2024-03-25 05:18:44.441511

    		-1.3 ms

  





  

    		2024-03-25 06:18:47.399346

    		-0.6 ms

  





  

    		2024-03-25 07:18:49.382111

    		-0.9 ms

  





  

    		2024-03-25 08:18:51.36515

    		-0.8 ms

  





  

    		2024-03-25 09:18:53.328385

    		1.8 ms

  





  

    		2024-03-25 10:18:54.949175

    		4.1 ms

  





  

    		2024-03-25 11:18:56.731912

    		1.3 ms

  





  

    		2024-03-25 12:18:58.376229

    		-1.3 ms

  





  

    		2024-03-25 13:19:00.051677

    		3.4 ms

  





  

    		2024-03-25 14:19:01.804474

    		-1.5 ms

  





  

    		2024-03-25 15:19:04.608574

    		-2.3 ms

  





  

    		2024-03-25 16:19:07.271007

    		-0.3 ms

  





  

    		2024-03-25 17:19:09.026015

    		-2.1 ms

  





  

    		2024-03-25 18:19:12.556491

    		-0.9 ms

  





  

    		2024-03-25 19:19:14.990362

    		-0.8 ms

  





  

    		2024-03-25 20:19:18.579218

    		-2.1 ms

  





  

    		2024-03-25 21:19:20.453555

    		0.7 ms

  





  

    		2024-03-25 22:19:22.984417

    		0.3 ms

  





  

    		2024-03-25 23:19:24.676368

    		0.3 ms

  





  

    		2024-03-26 00:19:26.682727

    		-1.5 ms

  





  

    		2024-03-26 01:19:28.725634

    		-0.5 ms

  





  

    		2024-03-26 02:19:30.651887

    		-1.6 ms

  





  

    		2024-03-26 03:19:33.182463

    		1.1 ms

  





  

    		2024-03-26 04:19:36.886696

    		2.0 ms

  





  

    		2024-03-26 05:19:38.983952

    		1.7 ms

  





  

    		2024-03-26 06:19:40.880748

    		1.8 ms

  





  

    		2024-03-26 07:19:43.017338

    		0.9 ms

  





  

    		2024-03-26 08:19:45.220355

    		0.0 ms

  





  

    		2024-03-26 09:19:47.173309

    		2.8 ms

  





  

    		2024-03-26 10:19:48.620905

    		0.3 ms

  





  

    		2024-03-26 11:19:50.94805

    		0.0 ms

  





  

    		2024-03-26 12:19:52.924314

    		-1.2 ms

  





  

    		2024-03-26 13:19:54.893535

    		0.9 ms

  





  

    		2024-03-26 14:19:57.143166

    		1.3 ms

  





  

    		2024-03-26 15:19:59.498024

    		0.6 ms

  





  

    		2024-03-26 16:20:01.564181

    		4.3 ms

  





  

    		2024-03-26 17:20:04.209981

    		-1.2 ms

  





  

    		2024-03-26 18:20:06.66754

    		-0.3 ms

  





  

    		2024-03-26 19:20:09.753414

    		-1.2 ms

  





  

    		2024-03-26 20:20:11.431657

    		-0.2 ms

  





  

    		2024-03-26 21:20:15.106161

    		0.8 ms

  





  

    		2024-03-26 22:20:16.963152

    		-1.7 ms

  





  

    		2024-03-26 23:20:18.783246

    		-1.8 ms

  





  

    		2024-03-27 00:20:20.359203

    		-1.8 ms

  





  

    		2024-03-27 01:20:21.940846

    		0.3 ms

  





  

    		2024-03-27 02:20:23.828539

    		-0.9 ms

  





  

    		2024-03-27 03:20:27.73633

    		1.4 ms

  





  

    		2024-03-27 04:20:29.250162

    		-1.7 ms

  





  

    		2024-03-27 05:20:32.35488

    		2.1 ms

  





  

    		2024-03-27 06:20:34.010842

    		2.4 ms

  





  

    		2024-03-27 07:20:35.477765

    		2.3 ms

  





  

    		2024-03-27 08:20:37.159825

    		1.2 ms

  





  

    		2024-03-27 09:20:39.00146

    		2.2 ms

  





  

    		2024-03-27 10:20:41.133307

    		-0.6 ms

  





  

    		2024-03-27 11:20:42.799724

    		2.7 ms

  





  

    		2024-03-27 12:20:44.535358

    		1.2 ms

  





  

    		2024-03-27 13:20:46.137131

    		-1.1 ms

  





  

    		2024-03-27 14:20:48.183454

    		1.1 ms

  





  

    		2024-03-27 15:20:49.786869

    		-0.6 ms

  





  

    		2024-03-27 16:20:52.41064

    		-0.2 ms

  





  

    		2024-03-27 17:20:55.690902

    		2.2 ms

  





  

    		2024-03-27 18:20:58.115354

    		1.6 ms

  





  

    		2024-03-27 19:20:59.626743

    		1.7 ms

  





  

    		2024-03-27 20:21:02.133691

    		-0.8 ms

  





  

    		2024-03-27 21:21:04.663566

    		-0.7 ms

  





  

    		2024-03-27 22:21:06.641644

    		-1.2 ms

  





  

    		2024-03-27 23:21:08.928039

    		-2.1 ms

  





  

    		2024-03-28 00:21:10.562769

    		-1.4 ms

  





  

    		2024-03-28 01:21:12.813862

    		-2.3 ms

  





  

    		2024-03-28 02:21:15.588859

    		0.8 ms

  





  

    		2024-03-28 03:21:18.323038

    		-0.8 ms

  





  

    		2024-03-28 04:21:20.118883

    		-0.6 ms

  





  

    		2024-03-28 05:21:21.545699

    		-1.2 ms

  





  

    		2024-03-28 06:21:23.467362

    		0.9 ms

  





  

    		2024-03-28 07:21:24.908297

    		0.1 ms

  





  

    		2024-03-28 08:21:26.695339

    		1.8 ms

  





  

    		2024-03-28 09:21:28.329031

    		2.6 ms

  





  

    		2024-03-28 10:21:30.264781

    		1.3 ms

  





  

    		2024-03-28 11:21:32.183805

    		0.1 ms

  





  

    		2024-03-28 12:21:34.28227

    		-0.7 ms

  





  

    		2024-03-28 13:21:36.384414

    		1.0 ms

  





  

    		2024-03-28 14:21:38.363361

    		1.5 ms

  





  

    		2024-03-28 15:21:40.777729

    		2.8 ms

  





  

    		2024-03-28 16:21:42.620283

    		0.5 ms

  





  

    		2024-03-28 17:21:45.329024

    		0.0 ms

  





  

    		2024-03-28 18:21:47.396568

    		-1.7 ms

  





  

    		2024-03-28 19:21:50.156379

    		-2.0 ms

  





  

    		2024-03-28 20:21:52.433288

    		-2.9 ms

  





  

    		2024-03-28 21:21:54.533937

    		-7.8 ms

  





  

    		2024-03-28 22:21:56.150656

    		-0.6 ms

  





  

    		2024-03-28 23:21:58.372045

    		-1.0 ms

  





  

    		2024-03-29 00:22:00.355389

    		0.8 ms

  





  

    		2024-03-29 01:22:02.940907

    		-1.2 ms

  





  

    		2024-03-29 02:22:04.70422

    		-0.5 ms

  





  

    		2024-03-29 03:22:07.482002

    		0.9 ms

  





  

    		2024-03-29 04:22:09.707524

    		1.5 ms

  





  

    		2024-03-29 05:22:12.222575

    		1.2 ms

  





  

    		2024-03-29 06:22:16.328889

    		-0.5 ms

  





  

    		2024-03-29 07:22:19.782431

    		0.5 ms

  





  

    		2024-03-29 08:22:21.788782

    		2.0 ms

  





  

    		2024-03-29 09:22:23.461719

    		2.1 ms

  





  

    		2024-03-29 10:22:25.508955

    		0.3 ms

  





  

    		2024-03-29 11:22:27.226658

    		2.0 ms

  





  

    		2024-03-29 12:22:29.141699

    		1.3 ms

  





  

    		2024-03-29 13:22:30.697699

    		0.5 ms

  





  

    		2024-03-29 14:22:32.536242

    		-0.7 ms

  





  

    		2024-03-29 15:22:34.205671

    		2.1 ms

  





  

    		2024-03-29 16:22:36.377215

    		2.5 ms

  





  

    		2024-03-29 17:22:39.033526

    		-0.1 ms

  





  

    		2024-03-29 18:22:40.736685

    		-1.7 ms

  





  

    		2024-03-29 19:22:42.639805

    		-0.5 ms

  





  

    		2024-03-29 20:22:44.326238

    		-2.7 ms

  





  

    		2024-03-29 21:22:45.965422

    		-2.3 ms

  





  

    		2024-03-29 22:22:48.380663

    		0.7 ms

  





  

    		2024-03-29 23:22:51.360724

    		-1.0 ms

  





  

    		2024-03-30 00:22:53.329284

    		0.4 ms

  





  

    		2024-03-30 01:22:55.431153

    		-0.4 ms

  





  

    		2024-03-30 02:22:58.05641

    		-1.4 ms

  





  

    		2024-03-30 03:23:01.545432

    		0.0 ms

  





  

    		2024-03-30 04:23:04.285407

    		1.9 ms

  





  

    		2024-03-30 05:23:06.671741

    		-1.2 ms

  





  

    		2024-03-30 06:23:08.633336

    		-0.6 ms

  





  

    		2024-03-30 07:23:10.711042

    		-1.1 ms

  





  

    		2024-03-30 08:23:12.857425

    		1.1 ms

  





  

    		2024-03-30 09:23:14.839727

    		2.3 ms

  





  

    		2024-03-30 10:23:16.455657

    		1.6 ms

  





  

    		2024-03-30 11:23:17.964316

    		1.7 ms

  





  

    		2024-03-30 12:23:22.143154

    		-0.7 ms

  





  

    		2024-03-30 13:23:23.687364

    		-0.9 ms

  





  

    		2024-03-30 14:23:26.891814

    		-0.5 ms

  





  

    		2024-03-30 15:23:29.356692

    		1.3 ms

  





  

    		2024-03-30 16:23:31.140746

    		0.5 ms

  





  

    		2024-03-30 17:23:32.874508

    		0.1 ms

  





  

    		2024-03-30 18:23:34.80027

    		-1.3 ms

  





  

    		2024-03-30 19:23:36.481274

    		0.1 ms

  





  

    		2024-03-30 20:23:38.585684

    		-1.3 ms

  





  

    		2024-03-30 21:23:40.879425

    		-1.9 ms

  





  

    		2024-03-30 22:23:42.425665

    		-1.0 ms

  





  

    		2024-03-30 23:23:45.229675

    		-1.5 ms

  





  

    		2024-03-31 00:23:46.84985

    		1.5 ms

  





  

    		2024-03-31 01:23:48.924681

    		-2.0 ms

  





  

    		2024-03-31 02:23:51.09736

    		0.1 ms

  





  

    		2024-03-31 03:23:53.709591

    		1.0 ms

  





  

    		2024-03-31 04:23:56.804906

    		2.0 ms

  





  

    		2024-03-31 05:23:59.974023

    		1.6 ms

  





  

    		2024-03-31 06:24:02.537274

    		0.7 ms

  





  

    		2024-03-31 07:24:04.337092

    		-1.0 ms

  





  

    		2024-03-31 08:24:06.16904

    		0.8 ms

  





  

    		2024-03-31 09:24:07.845462

    		1.4 ms

  





  

    		2024-03-31 10:24:09.675228

    		2.3 ms

  





  

    		2024-03-31 11:24:11.766229

    		2.4 ms

  





  

    		2024-03-31 12:24:14.338357

    		0.5 ms

  





  

    		2024-03-31 13:24:18.149732

    		1.9 ms

  





  

    		2024-03-31 14:24:19.565024

    		0.5 ms

  





  

    		2024-03-31 15:24:22.346311

    		1.4 ms

  





  

    		2024-03-31 16:24:24.252816

    		-1.0 ms

  





  

    		2024-03-31 17:24:26.255152

    		-0.1 ms

  





  

    		2024-03-31 18:24:28.462862

    		-2.7 ms

  





  

    		2024-03-31 19:24:31.382921

    		-1.6 ms

  





  

    		2024-03-31 20:24:33.21712

    		-1.3 ms

  





  

    		2024-03-31 21:24:36.314012

    		-1.7 ms

  





  

    		2024-03-31 22:24:38.654175

    		0.8 ms

  





  

    		2024-03-31 23:24:41.134795

    		-0.2 ms

  





  

    		2024-04-01 00:24:43.538827

    		-0.7 ms

  





  

    		2024-04-01 01:24:46.53656

    		-3.0 ms

  





  

    		2024-04-01 02:24:48.553826

    		-0.9 ms

  





  

    		2024-04-01 03:24:50.735178

    		-1.3 ms

  





  

    		2024-04-01 04:24:53.29369

    		0.8 ms

  





  

    		2024-04-01 05:24:55.405174

    		-0.1 ms

  





  

    		2024-04-01 06:24:58.314587

    		1.8 ms

  





  

    		2024-04-01 07:25:00.958236

    		2.5 ms

  





  

    		2024-04-01 08:25:02.620686

    		1.3 ms

  





  

    		2024-04-01 09:25:04.512005

    		-0.6 ms

  





  

    		2024-04-01 10:25:06.578492

    		1.1 ms

  





  

    		2024-04-01 11:25:08.395042

    		-0.6 ms

  





  

    		2024-04-01 12:25:10.730295

    		0.5 ms

  





  

    		2024-04-01 13:25:12.610127

    		0.4 ms

  





  

    		2024-04-01 14:25:14.568094

    		-0.7 ms

  





  

    		2024-04-01 15:25:16.461653

    		-0.3 ms

  





  

    		2024-04-01 16:25:19.542325

    		-0.2 ms

  





  

    		2024-04-01 17:25:22.082416

    		1.7 ms

  





  

    		2024-04-01 18:25:23.605591

    		-0.1 ms

  





  

    		2024-04-01 19:25:25.395416

    		0.2 ms

  





  

    		2024-04-01 20:25:27.910118

    		0.5 ms

  





  

    		2024-04-01 21:25:30.875121

    		-0.8 ms

  





  

    		2024-04-01 22:25:32.726527

    		-1.8 ms

  





  

    		2024-04-01 23:25:34.730303

    		-1.9 ms

  





  

    		2024-04-02 00:25:36.258319

    		-1.4 ms

  





  

    		2024-04-02 01:25:40.530509

    		-1.4 ms

  





  

    		2024-04-02 02:25:42.96324

    		-0.6 ms

  





  

    		2024-04-02 03:25:46.238416

    		2.0 ms

  





  

    		2024-04-02 04:25:49.464447

    		1.4 ms

  





  

    		2024-04-02 05:25:53.55124

    		2.1 ms

  





  

    		2024-04-02 06:25:56.115518

    		-0.7 ms

  





  

    		2024-04-02 07:25:58.265475

    		-0.7 ms

  





  

    		2024-04-02 08:25:59.867775

    		0.9 ms

  





  

    		2024-04-02 09:26:01.364663

    		0.6 ms

  





  

    		2024-04-02 10:26:03.349984

    		4.9 ms

  





  

    		2024-04-02 11:26:05.61985

    		1.5 ms

  





  

    		2024-04-02 12:26:08.136907

    		6.3 ms

  





  

    		2024-04-02 13:26:09.651467

    		7.0 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2024-04-02 06:50:30.47 UTC

    		92.106.140.127

    		Pål Ryfors (PR) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-04-02 06:50:56.737 UTC

    		92.106.140.127

    		Pål Ryfors (PR) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-03-20 16:23:34 UTC.

  

  

    		2024-04-02 06:50:05.22 UTC

    		193.15.207.34

    		Anna Blom (AB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-04-02 06:50:57.816 UTC

    		193.15.207.34

    		Anna Blom (AB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-03-20 16:23:34 UTC.

  

  

    		2024-04-02 09:04:23.678 UTC

    		203.117.154.201

    		Jonas Höglund (JH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-04-02 09:05:10.689 UTC

    		203.117.154.201

    		Jonas Höglund (JH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-03-20 16:23:34 UTC.

  

  

    		2024-04-02 09:10:19.972 UTC

    		193.15.207.34

    		Thomas Gustafsson (TG) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-04-02 09:12:20.747 UTC

    		193.15.207.34

    		Thomas Gustafsson (TG) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-03-20 16:23:34 UTC.

  

  

    		2024-04-02 09:35:07.509 UTC

    		31.47.203.163

    		Erik Berfenhag (EB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-04-02 09:35:36.335 UTC

    		31.47.203.163

    		Erik Berfenhag (EB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-03-20 16:23:34 UTC.

  

  

    		2024-04-02 11:19:47.518 UTC

    		212.181.33.146

    		Gustav Andersson (GA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-04-02 11:20:29.316 UTC

    		212.181.33.146

    		Gustav Andersson (GA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-03-20 16:23:34 UTC.

  

  

    		2024-04-02 13:21:28.91 UTC

    		179.42.211.73

    		Cecilia Ståhle (CS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-04-02 13:23:19.089 UTC

    		179.42.211.73

    		Cecilia Ståhle (CS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-03-20 16:23:34 UTC.

  

  

    		2024-04-02 13:43:46.528 UTC

    		34.99.63.250

    		Johan Brobäck (JB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-04-02 14:03:23.904 UTC

    		34.99.63.250

    		Johan Brobäck (JB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-03-20 16:23:34 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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                    Öhrlings PricewaterhouseCoopers AB skapade avtalet och bjöd in Johan Brobäck på Öhrlings PricewaterhouseCoopers AB som en undertecknare.
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                    Johan Brobäck på Öhrlings PricewaterhouseCoopers AB öppnade för första gången.
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                    Johan Brobäck på Öhrlings PricewaterhouseCoopers AB signerade.
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                    Alla undertecknare har signerat.
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